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The Supermicro Switch command line interface is accessible through an RS232 console port, or viaTelnet
and SSH connections.

The Supermicro Switch CLI is designed to follow industry standard CLI commands. Standard features
including context sensitive “help” and auto-completion-on-tab-key are supported.

After logging in to the switch CLI, you are automatically in the user EXEC mode. This mode supports “show”
commands and minimal configuration commands.

To enter the configuration mode, use the command *“ configure terminal”. For example:

SMIS# configure terminal
SMIS(config)#

To exit to EXEC mode, use the command exit or end.

MBM-GEM-004 has a RJ45 connector for the RS232 console port.

Use the serial cable provided with the switch to connect the RS232 port to any computer.
The computer COM port settings should be as follows:

Baudrate: 9600
Data: 8 bit

Parity: none

Stop: 1 bit

Flow Control: none
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Switch configurations can be saved using the command write startup-config.A configuration saved as a
startup configuration will be loaded automatically when switch reboots. The default startup configuration file
name is iss.conf. This startup configuration file is stored in the flash memory.
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Supermicro Switches support dual firmware images. The default firmware image is referred as “normal” and
the backup firmware image is referred as “fallback” image.

The “firmware upgrade” command helps updating both the normal and fallback image.
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Supermicro Switches support dual firmware images as normal and fallback. The switch boots up from
normal firmware image by default. User can configure the switch to boot from fallback firmware image.
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Supermicro switches can be reset to factory defaults using a CLI command.
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The Uplink Failure Tracking Feature (ULFT) is useful for blade switches. This helps blade servers to move to
redundant Ethernet ports in case any blade switch uplink fails.

The user can configure one or more groups for ULFT. Each group can have one or more uplinks and one or
more downstream ports.

Ro
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link-status-tracking group <id>

link-status-tracking group <id> upstream )& () &

&A link-status-tracking group <id> downstream 3 ) # & ) &

&D link-status-tracking disable 9 ) & ( ()
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For example if it is desired to bring down all fourteen ports from gi 0/1 to gi 0/14 when uplink interfaces gi
0/15 and gi 0/16 go down:;

SMIS# configure terminal

SMIS(config)# link-status-tracking enable
SMIS(config)# link-status-tracking group 1
SMIS(config)# interface range gi0/15-16
SMIS(config-if)# link-status-tracking group 1 upstream
SMIS(config-if)# exit

SMIS(config)# interface range gi0/1-14
SMIS(config-if)# link-status-tracking group 1 downstream
SMIS(config-if)# exit

SMIS(config)# link-status-tracking disable
SMIS(config)# show link-status-tracking

Note:

If more than one uplink port is configured, all downstream ports will be brought down only when all upstream
ports are down.
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=== Trunk Links
VLAN 20 & 30 === Access Links

| Switch A ;
VLAN 20 & 30 l Switch B

VLAN 20 & 30

1

3.7.1 Access Ports

Access ports carry traffic of only one VLAN. Any switch ports can be configured as access ports. Mostly
switch ports connected to end stations (computers / servers) that have only one type of traffic are
configured as access ports.

@ Access ports cannot be configured to be part of more than one VLAN.

Switch will not add VLAN tag header for all the packets sent out on an access port.Switch expects to
receive untagged or priority tagged (VLAN identifer O)packets only in the access ports. If any tagged
packets received on access port, switch will drop them.Follow the below steps to configure any port as the
access port of any VLAN.

Step Command Description
Step 1 | configure terminal Enters the configuration mode
Step 2 | interface <interface-type><interface-id> Enters the interface mode.
or
interface range <interface-type><interface-id> .... interface-type— may be any of the
following:

gigabitethernet — gi
extreme-ethernet — ex
port-channel — po

interface-idis in slot/port format for all
physical interfaces. It may be the port
channel identifier for port channel
interfaces.

To configure multiple interfaces, use
the “interface range ...” command. To
provide a range use a hypen (-)

711340
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Figure LA-3: Link Aggregation Configuration Example
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The example below shows the commands used to enable the immediate leave function.
$ " 6 $
SMIS# configure terminal
SMIS(config)# vlan 10,20
SMIS(config-vlan)# ip igmp snooping fast-leave
01 ). M8
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Switch

Server A Server B Gateway
00:25:90:01:01:0a 00:25:90:01:01:0b 00:25:90:01:01:0c¢

ACL 1 Configuration
SMIS# configure terminal

SMIS(config)# mac access-list extended 1

SMIS(config-ext-macl)# deny host 00:25:90:01:01:0a host 00:25:90:01:01:0c

ACL 2 Configuration

SMIS# configure terminal

SMIS(config)# mac access-list extended 2

SMIS(config-ext-macl)# redirect gi 0/5 host 00:25:90:01:01:0c any vlan 20

7.31P Standard ACL

Supermicro switches support 128 IP ACLs, which includes both IP Standard and IP Extended ACLs.

Users can define IP Standard ACLs with deny, permit or redirect action rules. An IP Standard ACL can be
defined only with one rule. To implement multiple rule ACLs, configure multiple IP Standard ACLs.

There is no implied deny all rule in Supermicro switch ACLs. By default, all packets not
matching a configured ACL rule will be forwarded automatically. For any traffic to be denied,
— it has to be configured with explicit deny rule.

The permit rule is widely used for QoS applications. In some cases permit rules are useful when all traffic
is denied by a rule and a few specific hosts are to be permitted.

IP Standard ACLs allow users to configure the traffic flow with the following fields.

®,

“* Source IP Address

R/

< Destination IP Address

198|340
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SMIS(config)# show snmpagentx statistics

Tx Statistics

Transmitted Packets:1

Open PDU:1

Index Allocate PDU:0

Index DeAllocate PDU:0

Register PDU:0

Add Agent Capabilities PDU:0

Notify PDU:0

Ping PDU:0

Remove Agent Capabilities PDU:0
UnRegister PDU:0

Close PDU:0

Response PDU:0

Rx Statistics
Rx Packets:0
Get PDU:0
GetNext PDU:0
GetBulk PDU:0
TestSet PDU:0
Commit PDU:0
Cleanup PDU:0
Undo PDU:0
Dropped Packets:0
Parse Drop Errors:0
Open Fail Errors:0
Close PDU:0
Response PDU:0

10.9 SNMPConfigurationExample

PC — SNMP Manager Switch - SNMP Agent

Figure SNMP-2 — SNMP Configuration Example

Configure the following requirements on a switch acting as an SNMP agent as shown above in Figure
SNMP-2.
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NMS
RMON server

RMON Agent - Alarm, event

: | . SNMP agent configured

History, Statistic
collection

Workstations Workstations

Figure RMON-1: RMON Operation

11.1 RMON Groups

Supermicro supports four groups from RMON MIB1 defined by RMON specifications: event group, alarm
group, history group and statistics group.

11.1.1 Alarm group

The RMON alarm group monitors specified alarm variables, such as total number of received packets on
an interface. Once an alarm entry is defined, the switch checks the value of the monitored alarm variable
at the specified interval. When the value of the monitored variable is greater than or equal to the upper
threshold, an upper event is triggered; when the value of the monitored variable is smaller than or equal
to the lower threshold, a lower event is triggered. The event is then handledas specified in the event
group.

If the value of a specified alarm MIB variable fluctuates, then the rising alarm and falling

@ alarm alternate i.e. only the first one triggers an alarm event.
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12.3.4 + 2 $

Supermicro switches provide an option to configure TACACS login authentication mode. Users
can specify one of the mode PAP or CHAP .

In TACACS+ mode, authentication request is sent to the configured TACACS+ server. The
user name and passwords are authenticated using TACACS+ server.
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Follow the steps below to configure the TACACS login authentication mode to be used.

Step [Command Description

Step 1 | configure terminal Enters the configuration mode.
Configures TACACS authentication

Step 2 | aaa authentication tacacs { chap | pap } mode to be used.

Step 3 [End Exits the configuration mode.

Step 4 | show Tacacs Displays the TACACS configuration.

Step 5 | write startup-config Optional step — saves this configuration

to be part of the startup configuration.

@ The “no aaa authentication tacacs” command deletes the TACACS login mode.

The example below shows the commands used to configure the TACACS login mode to be used.

SMIS# configure terminal

SMIS(config)# aaa authentication tacacs chap

SMIS(config)# end

SMIS# show tacacs

Server: 1

Address :192.168.2.11

Single Connection : no

TCP port 49

Timeout 5

Key Type :0

Secret Key : testing123

Mode : Chap
Client uses server: 192.168.2.11
Authen. Starts sent ;14
Authen. Continues sent : 0
Authen. Enablessent : 0
Authen. Aborts sent :0
Authen. Pass rvcd. 11
Authen. Fails rcvd. : 3
Authen. Get User rcvd. : 0

Authen.
Authen.

Get Passrcvd. : 0
Sess. timeouts : 0
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Author. Requests sent  : 0
Author. Pass Add rcvd. : 0
Author. Pass Repl rcevd :
Author. Fails rcvd.
Author. Errors rcvd.
Author Follows rcvd.
Author. Sess. timeouts
Acct. start regs. sent
Acct. WD regs. sent
Acct. Stop regs. sent
Acct. Successrcvd. : 0
Acct. Errors rcvd. 0
Acct. Follows rcvd. :0
Acct. Sess. timeouts  : 0
Malformed Pkts. rcvd. : 0
Socket failures :0
Connection failures :0

[cNolololNolNoNoNe]
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12.3.5 + $ %

Supermicro switches provide an option to configure TACACS authorization status. Users can
specify one of the option Enable or Disable.

If authorization status is enabled, during TACACS+ authentication switch will also send out the
authorization request to TACACS+ server. The authorization requests are used to get privilege
levels for TACACS+ users. When authorization status is disabled, all TACACS+ authenticated
users will be logged in with default privilege level 1. When authorization status is enabled, the
TACACS+ authentication users will be logged in with privilege levels configured in TACACS+
server.

Follow the steps below to configure the TACACS authorization to be used.

Step |Command Description

Step 1 | configure terminal Enters the configuration mode.
Configures TACACS authorization

Step 2 | aaa authorization group Tacacs to be used.

Step 3 [ End Exits the configuration mode.

Step 4 | show tacacs Displays the TACACS configuration.

Step 5 | write startup-config Optional step — saves this configuration
to be part of the startup configuration.

@ The “no aaa authorization group tacacs” command disables the TACACS

authorization status.

The example below shows the commands used to configure the TACACS authorization status to
be used.

SMIS# configure terminal
SMIS(config)# aaa authorization group tacacs
SMIS(config)# end

SMIS(config)# show tacacs

Server: 1
Address :192.168.2.11
Single Connection : no
TCP port 149
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Timeout :5

Key Type :0
Secret Key s test123
Mode . Pap

Client uses server: 192.168.2.11
Authorization Enable
Authen. Starts sent : 8
Authen. Continues sent : 0
Authen. Enablessent :0
Authen. Aborts sent :0
Authen. Pass rvcd. .5
Authen. Fails rcvd. 03
Authen. Get User rcvd. : 0
Authen. Get Pass rcvd. : 0
Authen. Sess. timeouts : 0
Author. Requests sent  : 4
Author. Pass Add revd. : 0
Author. Pass Replrcvd: 0
Author. Fails rcvd. 0
Author. Errors rcvd. 0
Author Follows rcvd. :0
Author. Sess. timeouts : 0
Acct. start regs. sent 0
Acct. WD regs. sent 0
Acct. Stop regs. sent 0
Acct. Success rcevd. : 0
Acct. Errors recvd. 0
Acct. Follows rcvd. :0
Acct. Sess. timeouts  : 0
Malformed Pkts. rcvd. : O

Socket failures :0
Connection failures :0
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An SSL certificate provides security for online communications. Before requesting an SSL certificate,

a Certificate Signing Request (CSR) must be generated and submitted to the Certification Authority
(CA).Certificate authorities (CAs) manage certificate requests and issue certificates to participating network
devices. These services provide centralized security key and certificate management for the participating
devices. CA servers are called as trustpoints, e.g. thawte.com.

& # reate a Certificate Signing Request (CSR) using RSA key pair and Switch
Identification.
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« A public/private key pair: a private key with the code and a public key used to decode it. The private
key is installed on the server and is not shared with anyone. The public key is incorporated into the

SSL certificate and shared with web browsers.

< ldentification information. E.g. When you request an SSL certificate, a third party (such as Thawte)
verifies your organization’s information and issues a unique certificate to you with that information.

SSL Certificate can be configured in Supermicro switches. The certificate should be specified in PEM

format.
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management interface must have
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description.
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