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Preface

Preface

About this User's Guide

This user's guide is written for system integrators, IT professionals, and knowledge-
able end users who intend to configure the IPMI settings supported by the ASPEED
AST2400/AST2500 Baseboard Management Controller embedded in Supermicro
motherboards. It provides detailed information on how to configure the IPMI settings
supported by the AST2400/AST2500 controller.

User's Guide Organization
Chapter 1 provides an overview of the ASPEED AST2400/AST2500 controller. It
also introduces the features and the functionalities of IPMI.

Chapter 2 provides detailed instructions on how to configure the IPMI settings
supported by the AST2400/AST2500 controller.

Chapter 3 provides the answers to frequently asked questions.

An Important Note to the User

For documents concerning utility support such as Redfish, SMCIPMITool, SUM,
SSM, IPMICFG, SPM, SuperDoctor, BIOS, RSD/SCC, TAS, and IPMIView, please
refer to our website at https://www.supermicro.com/products/nfo/IPMI.cfm for de-
tails.

The graphics shown in this user's guide were based on the latest information
available at the time of publishing of this guide. The IPMI screens shown on your
computer may or may not look exactly like the screen shown in this user's guide.

Conventions Used in This User's Guide
Pay special attention to the following symbols for proper IPMI configuration.
Warning: Important information given to avoid IPMI configuration errors.

” Note: Additional information is given to ensure the correct IPMI configura-
tion setup.
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Zhonghe Dist., New Taipei City 235
Taiwan (R.O.C)

Tel: +886-(2) 8226-3990

Fax: +886-(2) 8226-3992
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Chapter 1

Introduction

1-1 Introduction to the IPMI Platform

The Intelligent Platform Management Interface (IPMI) provides remote access to
multiple users at different locations for networking. It also allows a system admin-
istrator to monitor system health and manage computer events remotely.

IPMI operates independently from the operating system. When used with an IPMI
Management utility installed on the motherboard, the ASPEED AST2400/AST2500
BMC Controller will connect the PCH to other onboard components, providing re-
mote network interface via serial links. With the AST2400/AST2500 controller and
the BMC IPMI firmware built-in, the Supermicro motherboard allows the user to
access, monitor, diagnose, and manage a remote server via Console Redirection.
It also provides remote access to multiple users from different locations for system
maintenance and management.

1-2 Overview of the ASPEED AST2400/2500 BMC
Controller

The ASPEED AST2400 Baseboard Management Controller (BMC) is designed to
interface with the host system via PCI-Express connections to communicate with
the graphics core for the X10 series motherboards. Designed for the X11 series,
the AST2500 connects with the host system via PCI-Express Gen2 x1 bus to
communicate with the graphics core. Both AST2400 and 2500 support a 64-bit 2D
Graphics Accelerator with 32-bit memory and 16-bit I/O space.

The AST2400 provides a 2.5GHz PCI-Express interface. The AST2500 supports
PCI-Express 2.0, which is compliant with PCI-Express Base Spec. Revision 2.0.
The PCI-E bus controller connects to the VGA Controller that allows for direct
communication with the 2D Graphics Engine, SPI Host Controller, and P2A Bridge.

The ASPEED AST2400 and 2500 support USB 1.1 and 2.0 for remote KVM
emulation and provide LPC interface support to control Super |10 functions. Both
ASPEED AST2400 and 2500 include Keyboard/Video/Mouse Redirection (KVMR).
The BMC is connected to the network via an external Ethernet PHY module or a
shared NCSI connection.

1-1
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A. AST2400 DDR2/DDR3 Memory Interface

The AST2400 controller supports DDR2/DDR3 SDRAM memory with a speed
of up to 400MHz and 128 MB of memory. It includes an external 16-bit DDR2/
DDR3 SDRAM data bus width and an internal 64-bit DRAM data bus width. The
following DDR2 DRAM types are supported: 32MBx16, 64MBx16, 128MBx16, and
256MBx16. The AST2400 controller also supports Error-Correction Check (ECC)
with no extra external memory cost when ECC is enabled.

B. AST2500 DDR3L/DDR4 Memory Interface

The AST2500 controller supports DDR3L/DDR4 SDRAM memory with a speed
of up to 800MHz and 512 MB of memory. It includes an external 16-bit DDR3L/
DDR4 SDRAM data bus width and an internal 128-bit DRAM data bus width.
Types of DDR3L DRAM supported by the controller include: 64MBx16, 128MBx16,
256MBx16, and 512MBx16 (stack die). The DDR4 DRAM types supported are:
128MBx16, 256MBx16, and 512MBx16. The AST2500 controller also supports
Error-Correction Check (ECC) with no extra external memory cost when ECC is
enabled.

1-3 Supermicro BMC IPMI Features

1. Remote KVM (graphics) console

Virtual Media and ISO images

Remote server power control

Remote Serial over LAN (text console)

Event Log support

Automatic Notification and Alerts (SNMP and email)

Hardware Monitoring

© N o o &M w0 D

Overall health display on the main page

Out of band management through shared or dedicated LAN
10. Option to change LAN connection interface at Runtime

11. VLAN

12. RMCP & RMCP+ protocols supported

13. SMASH/CLP

14. Secure command line interface (SSH) and Telnet

1-2
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

RADIUS authentication support

Secure browser interface (Secure socket layer - SSL support)
Lightweight Directory Access Protocol (LDAP) supported
DCMI 1.0 support

Backup and restore the configuration file

Factory defaults from web support

Video quality settings

Record video and play

Server data/information

Preview of the remote screen on the main page

Update Firmware through browser and OS

OS-independent

1-3
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AST2400 Block Diagram

The following diagram represents a typical system setup for the AST2400 controller.

Dedicated NIC (optional)

LASH

AST2400

=

PCIE 1X Bus

CPU

i System Memory

North
Bridge

USB Bus 2.0

LPC Bus

N

L > UART (x3~x5)

ReB L >sbx2)

South
Bridge

ADC (x16)

COM (x2)

NC-SI/RMII

RJ45

Shared NIC

? Note: This block diagram is for the X10 series motherboards.
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AST2500 Block Diagram

The following diagram represents a typical system setup for the AST2500 controller.

CPU

i System Memory

Dedicated NIC (optional) North
Bridge

PCIE 1X Bus i
DRAM
USB Bus 2.0 South

AST2500 .
Bridge
LPC Bus or eSPI

s FLAsH| €]
UART (x3~X5)
RGB N,
X
N NIC
ADC (x16) NC-SI/RMII 1
COM (x4) RJ45

Shared NIC

? Note: This block diagram is for the X11 series motherboards.
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1-4 Software Licenses Available

Software license is required for respective features using different interfaces such
as Web/CLI/Redfish API.

A Warning: Changing MAC addresses will wipe out Software License Keys.

. SFT-OOB-LIC: Basic Out of Band Management
It covers features such as UEFI BIOS/BMC firmware update and con-
figuration, mounting ISO images, asset info, and many more.

. SFET-SPM-LIC: Advanced Power Management
It can be used for SPM (Supermicro Power Manager) tool.

. SFT-DCMS-Single: System Management Suite
It covers the above two license SKU as well as all enterprise features,
such as Raid Management, Advanced Redfish APIs, NIC FW manage-
ment, and many more.

. SFT-DCMS-SVC-KEY: Call-Home Support

Please refer following comparison chart for more info:
(*) Available through Redfish APIs.
(**) Additional SKU is required.

Features Standard Package |SFT-OOB-LIC SFT-DCMS-Single
Feature Updates and Support 5\?:::"?" Hw No Updates 8 Years

Software lion and Ci

Call Home through SSM**

Restful APIs through SSM

Unified Hardware through SSM

SNMP and SMTP Alerts through SSM

Remote Power itoring through SPM

24/7 Health and Power

VMware vCenter and SCOM Plugins for SSM

Storage (3108 Only)

0OS Deployment (RHEL, CentOS, SLES, Ubuntu, VMWare ESXi)

with Nagios plug-ins

Disable CPU core function through SPM

Policies of Nodes

System Information Monitoring

Service Monitoring : FTP / HTTP / SMTP

[ Plugin for SSM (Roadmap)

<< <[] <[<[<[<[<[<[<]<]

OS Deployment for Windows (Roadmap)

RAID Provisioning for 3008 (Roadmap)
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Features Standard Package |SFT-OOB-LIC SFT-DCMS-Single
Out-of-Band System Checks (System Utilization, Asset Information) v v
0O0B/In-band BIOS Management v v
00B/In-band BMC Management v v
Getting/Clearing Event Log (scripted) v v
TPM Provisioning v v
Mount/Unmounts ISO images from SAMBA/HTTP (scripted) v v
Remote Screenshot Capture v v
Remote Keyboard Operation 4 v
Syslog v v
Changing system boot order v v
Configuring Mousemode, Fanmode, Radius, AD through APIs v v
CIM v v
Features Standard Package |SFT-OOB-LIC SFT-DCMS-Single
KVM/JAVA v v v
KVM/HTMLS5 support v v v
In-band BIOS updates v v v
BMC FW updates v v v
LDAP/Active Directory v v v
Virtual Media v v v
SNMP and SMTP Alerts through BMC v v* v
SMASH and CLP Support v v v
VLAN Support v v v
Event Log v v v
SOL 4 4 v
Remote Power Control v v* v
Hardware Health v v* v
HTTPS v v v
Multiple User Profiles v v* v
IPv6 and IPv4 v v v

1-7
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1-5 Special Notes for Motherboard and Firmware
Support

For documents concerning utility support such as Redfish, SMCIPMITool, SUM,
SSM, IPMICFG, SPM, SuperDoctor, UEFI BIOS, TAS, and IPMIView, please refer
to our website at https://www.supermicro.com/products/nfo/IPMI.cfm for details.

Please refer to the motherboard product page at www.supermicro.com to see if your
motherboard supports BMC IPMI.
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Chapter 2

Configuring the BMC IPMI Settings

With the ASPEED AST2400/ASPEED AST2500 BMC Controller and the BMC
IPMI firmware built-in, Supermicro motherboards allow the user to access, monitor,
manage and interface with multiple systems from different remote locations. The
necessary firmware for accessing and configuring the BMC IPMI settings is avail-

able on Supermicro website at http://www.supermicro.com/products/nfo/ipmi.cfm.
This section provides detailed information on how to configure BMC IPMI settings.

7 Note: Some features might not be available if you are using an X10 moth-
erboard as a few newer features are not supported by this generation.

2-1 Configuring UEFI BIOS

Before configuring BMC IPMI, follow the instructions below to configure the system
UEFI BIOS settings.

A. Entering and Using the UEFI BIOS
1. During the system bootup, press the <Del> key to enter the UEFI BIOS.

2. To navigate in the UEFI BIOS, use your arrow keys and press <Enter>. To go
back to previous screens, press <Esc>.

21
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B. Enabling the COM port for SOL (BMC IPMI)

1. Select the Advanced tab from the UEFI BIOS Setup menu display.
2. Select Serial Port Console Redirection and press <Enter>.
3. Highlight Console Redirection under COM2/SOL, press <Enter>, and select

[Enabled].

etup Utility -

Console Redirection [Enabled]
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C. Enabling All Onboard USB Ports
Select the Advanced tab.

Select Chipset Configuration and press <Enter>.
Select South Bridge and press <Enter>.

Highlight USB 3.0 Support, press <Enter> and select [Enabled].

Aptio Setup Utility ) 2015 American M
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D. Configuring IP Address Using the UEFI BIOS

1. Select the IPMI tab.
2. Select BMC Network Configuration and press <Enter>.

Highlight Update IPMI LAN Configuration, press <Enter> and select [Yes].

p Utility -

Update IPMI LAN Co

4. Highlight Configuration Address Source and select [Static].

up Utility -

[DHCF]

2-4
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5. Once the Configuration Address Source is set to [Static], the Station IP Address,
Subnet Mask, and Gateway IP Address fields will display 0.0.0.0, which indicates
that these fields are ready for you to change to new values. Select each of the three
items and enter the values. Press <Enter> when finished.

tup Utility -

[Static]
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E. Connecting to IPMI Using the UEFI BIOS
1. Plug Cat 5 cable into Linux Laptop.

2. Plug the other end of the cable into IPMI / SHARED port.

3. In Linux Laptop, configure Network settings for Static IP, and assign IP, such
as 192.168.0.3, and subnet, such as 255.255.0.0. (Gateway IP does not mat-
ter since there’s no router/switch in between.)

4. Launch Superserver ending and press DEL key to enter into UEFI BIOS
setup.

5. Use the arrow key to navigate to <IPMI>, and select <BMC Network Configu-
ration>.

Aptio Setup Utility - Com

» BMC Network Configuration

2-6



Chapter 2: Configuring BMC/IPMI Settings

6. Highlight <Update IPMI LAN Configuration> and select <Yes>.

IFHI LAM G

Update IPMI LAN L
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7. Navigate to <IPMI LAN Selection>, and you will see three options as shown
below. Select <Shared>.

Aptio setup Utility -

2-8
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Highlight <Configuration Address source> and select <Static>. Then you can
assign an IP such as 192.168.0.3, and subnet 255.255.0.0.

Setup Utility - Co

2-9
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Now you have both Laptop and the IPMI on the same subnet. With the static IP

connected, they should be able to communicate. To establish the connection, please

follow the steps below:

1. Keep the terminal of the Linux laptop. Ping the IPMI IP, 192.168.0.4, and make
sure that it is pingable.

2. If it is pingable, open a web browser on the laptop. Enter the IP in the URL bar

and you will see a login screen.

3. Enter the username, ADMIN, and the password, ADMIN.

@;

Please Login
Username
Password

[ Login |

4. After logging in, go over to <Network> under <Configuration> and then you can

see all the IPV6 info to configure.

© configuration
@ Alerts

© Date and Time
© Loap

© Active Directory
© Rrapws

© Mouse Mode

© Network

© Dynamic ONS

© smrp

© ssL certfication
© users

©rort

© 1P Access Control
© snwp

© Fan Mode

Configuration Remote Control ___Virtual Media Maintenance

© Network

This page allows users fo modiy netvork settings.

1P Frotoco Status
MAC Address ac:1f6b:aa20:a8
T E—
Py
@ Obtain an IP address automatically (use DHCP).
© use the following IP address
‘Subnet Mask 255.255.0.0
Gateway 1
DNS Server IP 1
—IPv6 e

~ Help: Network

To configure network settings, follow
the instructions below.

1.1P Protocol Status: This feature
allows the user to select the [P
stack to be used for IPMI out-
o band communication.

+ The default setiing is 1Pv4,
which wil alow IPMI to be
connected from [PV,

+ Select [IPV6] for IPMito
connect through IPYG.

« Select [Dual] for IPMI to
connect througn either [Py or
1P6.

2 Enter the MAC address for the
r. Check the i
fadio button o obtain an IP
address automatically by using
(Dynamic Host
Configuration Protoco) or
check the second radio button
to setup the IP address by
manually entering the.
information in the fields below.
3.To use IPv4, enter information
under IPv4 Setings
4.To set the IP address using the
/6 format, enter an IPV6
address in the fieid. Enter a
DNS servers IP and DUID (unit
D) i the boxes belo.
5. Check this box to enable virtual

6 LAN Inerface: This feature
allows the user to select the
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2-2 Configuring the IP/MAC Addresses for Remote
Servers

¥ Note: The DHCP (Dynamic Host Configuration Protocol) is on by default.
To change the manufacturer default setting, please use the ipmicfg utility
or the UEFI BIOS Setup utility.

Using the IPMICFG Utility to Set the IP Addresses for
Remote Servers

1. Run the ipmicfg utility. You can get this from the Supermicro website at www.
supermicro.com.

2. Follow the instructions given in the readme.txt file to configure Gateway IP/
Netmask IP addresses, enable/disable DHCP, and configure other BMC IPMI
settings.

IPMICFG Version 1.20.3 © 2014 Super Micro Computer, Inc.
Usage: IPMICFG Parameters

-m Show IP and MAC
-m IP Set IP (format: ### #H i i)
-a MAC Set MAC (format: ##:##:## - H# #H)
-k Show Subnet Mask
-k Mask Set Subnet Mask (format: ### . #H #HH #HHE)
-dhcp Get the DHCP status
-dhcp on Enable the DHCP
-dhcp off Disable the DHCP
-g Show Gateway IP
-g IP Set Gateway |P (format: ##H# ##H #H# H#iHt)
-garp on Enable the Gratuitous ARP
-garp off Disable the Gratuitous ARP
-fd Reset to the factory default
-fdl Reset BMC IPMI to the factory default (CLEAN LAN)
-fde Reset to the factory default (clear FRU and LAN)
-ver Get Firmware revision
-vlan Get VLAN status
-vlan on [VLANtag] Enable the VLAN and set the VLAN tag.
If VLANtag is not given it uses previously saved value.
-vlan off Disable the VLAN
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-raw Send a RAW BMC IPMI request and print response.
-fan Get fan mode

-fan <mode> Set fan mode

-nm nmsdr Display NM SDR

-nm seltime Get SEL time

-nm deviceid Get the ID for an ME device

-nm reset Reboot ME

-nm reset2default

Force Me to reset to default

-nm updatemode

Force ME to update the BMC IPMI mode

-nm selftest

Get self-test results

-nm listimagesinfo

List ME image information

-nm oemgetpower

OEN power command for ME

-nm oemgettemp

OEM temp. commance for ME

-nm pstate Get max. allowed CPU P-state
-nm tstate Get max. allowed CPU T-state
-nmcpumemtemp Get CPU/memory temperature

-nm hostcpudata

Get host CPU data

-pminfo Power-supply PMBus health
-psfruinfo Power-supply FRU health
-psbbpinfo Battery backup power status

-autodischarge

<module><day>

Set auto discharge by days

-discharge <module>

Manually discharge battery

-user list List user privilege information
-user help Show user privilege code
-user add <user id> Add user

<username> <pass-

word> <privilege>

-user del <user id> Delete user

-user level <user id>

<privilege>

Update user privilege

-user setpwd <user id>
<password>

Update user password

-conf upload <file>

<option>

Upload BMC IPMI configuration from binary file

-conf download <file>

Download BMC IPMI configuration to binary file




Chapter 2: Configuring BMC/IPMI Settings

-conf tupload <file>

<option>

Upload BMC IPMI configuration from text file

-conf tdownload <file>

Download BMC IPMI configuration to text file

-sdr

Show SDR records and reading

-sdr del <SDR ID>

Delete SDR record

-sdr ver [<V1> <V2>]

Get/Set SDR version (V1 V2 are BCD format)

-sel info

Show SEL info

-sel list Show SEL records

-sel raw Show SEL raw data

-sel del Delete all SEL records

-fru info Show FRU inventory area Info
-fru list Show all FRU values

-fru help Show help of FRU Write

-fru cthelp Show chassis type code

-fru <Field> Show FRU field value

-fru <Field> <Value>

Write FRU

-fru 1m Update FRU product manufacturer from DMITable

-fru 1p Update FRU product name from DMITable

-fru 1s Update FRU product S/N from DMITable

-fru 2m Update FRU board manufacturer from DMITable

-fru 2p Update FRU board product name from DMITable

-fru 2s Update FRU board S/N from DMITable(sdc.exe needed)
-fru 3s Update FRU chassis S/N from DMITable

-fru backup <file>

Backup FRU to bin file

-fru restore <file>

Restore FRU from bin file

-fru tbackup <file>

Backup FRU to text file

-fru trestore <file>

Restore FRU from text file

-fru ver <V1> <V2>

Get/Set FRU version (V1, V2 are BCD format)

-fru dmi <$1> <$2>
<$3> <$4> <$5>
<$6> <$7> <$8>
<$9> <$10> <$11>
<$12> <$13> <$14>

$1 Product manufacturer name
$2 Product name

$3 Product part number

$4 Product version

$5 Product serial number

$6 Product asset tag

$7 Board manufacturing date/time
$8 Board manufacturer name
$9 Board product name

$10 Board part number

$11 Board serial number

$12 Chassis type

$13 Chassis part number

$14 Chassis serial number
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2-3 Connecting to the Remote Server

Using the Browser to Connect to the Remote Server
1. Connect a LAN cable to the onboard LAN1 port or the BMC IPMI LAN port.

2. Choose a computer that is connected to the same network and open the
browser.

3. Enter the IP address of each server that you want to connect to in the ad-
dress bar of your browser.

4. Once the connection is made, the Login screen as shown on the next page
will display.

Using IPMIView to Connect to the Remote Server

1. Connect a LAN cable to the onboard LAN1 port or the dedicated BMC IPMI
LAN port.

2. Choose a computer that is connected to the same network and open the
IPMIView utility.

3. Go to File>New>System. Enter the System Name, IP Address of LAN1 (or
the dedicated LAN) and the Description in the appropriate fields, and press
<Enter>.

4. Select the system from the BMC IPMI Domain. Enter the Login ID and Pass-
word in the appropriate fields to log in to the IPMIView with utility.

” Note 1: The default network setting is "Failover", which will allow the BMC

" IPMI to connect to the network through a shared LAN port (onboard LAN

Port 1 or 0) or through the IPMI Dedicated LAN Port. If the BMC IPMI must

be connected through a specific port, please change the LAN configuration
setting under the Network Settings.

Note 2: For the BMC IPMI to work properly, please enable all onboard
USB ports and the COM port designated for SOL (BMC IPMI) on the
motherboard. All USB ports and the COM port for BMC IPMI (marked with
"*") are enabled in the system UEFI BIOS by default. It is usually listed
as COM2 or COMS3 in the UEFI BIOS. Refer to Section 2-1 Configuring
UEFI BIOS for more information.
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2-4 Accessing the Remote Server Using the Browser

To Log In to the Remote Console
Once you are connected to the remote server via browser, the following BMC IPMI

Login screen will display.

‘SUPERMICR.

Username

Please Login

Password

S Loca ntanet| rotected Node Off iv R v

1. Enter your username in the Username box.

¥ Note: The manufacturer's default username and password are ADMIN/ADMIN.
Once you have logged into the BMC using the manufacturer’s default password,
be sure to change your password for security purposes.

2. Enter your password in the Password box and click on <Login>.

3. The home page will display as shown on the next page.

” Note 1: To use the IPMIView utility for Console Redirection, please refer to the
IPMIView User's Guide for instructions.

Note 2: The Administrator account cannot be deleted.
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2-5 [IPMI Main Screen
For X10 or Newer Versions of Motherboards

The BMC IPMI Main screen displays the following information.

Host Identification:
Server: 172313487

User:  ADMIN  ( Administrator )

@;

oy e —] o |

Server Health

Configuration Remote Control Virtual Media Maintenance Miscellaneous

@ © system © System Help: System
This feature allows user to get firmware
@ @ FRU Reading Firmware Revision: 01.73.02 IP Address: 172.031.034.087 information and other utilities.
6) Firmware Build Time: 05/12/2020 BMC MAC Address: ac:1f:6b:cd:1b-a2
@ Hardware Informati BIOS Version: 3.2 System LAN1T MAC Address: ac: 176b.c7-af6e « Firmware Revision/Build Time
BIOS Build Time: 10/16/2019 System LAN2 MAC Address: ac: 116b:c7-af.6f . ﬁ;\OAaﬂVEfsmﬂ/BuHﬂ Time
- . ress
Redfish Version: 1.8.0 IPv6 Address1 : f280:0:0:0:a2176bfF fecd: 16a2/64 - BMCISystem MAC Address
CPLD Version: 02.04.08 « Remote Console Preview Screen
Console 8 « Settings: User can set the
interface of remote console.
Refresh Preview Image Seftings « Launch Console: User can launch

aremote console by clicking on
the preview screen.

« Povier Control: User can monitor
and change the system power
state via [PMI.

E

@ Host is currently on.

7 Note: The following WebGUIs indicate different purposes:
’ @: System Normal
S : Refresh Page
ﬁ : Feature Support (Redfish)

C" : Logout

The BMC IPMI Main screen displays system information, including the following:

1. The Menu bar: The menu bar on the top displays System Information, Server
Health, Configuration, Remote Control, Virtual Media, Maintenance, Miscel-
laneous, and Help. Click an item on the menu bar to access an BMC IPMI
feature and configure its settings.

2. The System window: This window displays the System submenu items. Click
an item in this window to configure the following settings.
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3. FRU Reading: This page details the FRU (Field Replaceable Unit) informa-

tion. Click on "FRU Reading" to display this information.

ost Identiicatior
Server: 172313487
User:  ADMIN ( Adminisrator )

(Ol Il Cram—| o |

Miscellaneous Help

Virtual Media Maintenance

Remote Control

Server Health Configuration

system

© system © FRU Reading Help: FRU Reading

This page diplays the flloing BMC
© FRU Reading

b g e Supemica PV o
© Haraware formaton b g e

FRU Information Device ID
UG o e e
Dot
s

4. Hardware Information: Click on "Hardware Information" to see the listing of all

detected hardware architecture. If LAN is installed and detected, it will appear

as shown in the following image.

st dentifcation:
Server: 172315142
User:  ADMIN ( Adminisrator )

(oYY T w—| o |

Miscellaneous

Help

Virtual Media Maintenance

system Remote Control

Server Health Configuration

© system © Hardware Information Help: Hardware Information
“Tis page diplays the following
hardware nformation

© FRU Reading

This page disploys nformation fo SYSTEM, BIOS, CPU, DM, and POWER SUPPLY

© Haraware Information « Motherboard Information
« BIOS Version/Buid Time

« GPU Informaion

« DINM Information

. 8 Computer
1 Comp « Power Supply Information

B sysem
- 0 Manufacturer: Supermicro
- O Product Name: X11DAC
@ Serial No: 123456789
~ € BIOS
B ceu
L@ cu
@ w2
= DIMM
{1 P1DDMMAL
|- P2DIMMDL
4 Power Supply
I ¢ System Power Supply #1
LAy
i@ Ethernetinterface 1
- ) 16: Ethernetlnterface 1
- ) model: A0C-SG2-22
I Secial Number: VAI9CS042175
- ) Part Number: AOC-SGP-i2
- ) MACAddress1: SCECEF21FALS
- ) MACAddress2: CECEFIFALS
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If GPU is installed and detected, it will appear as shown in the following image:

i e GPUI

------ [J Location: ONBOARD

] Slot: 1

1 Driver: Loaded

1 Marketing Name: Quadro RTX 6000
| FW Version: EC.FF.E0.E9.95

| Serial No.: 0333418040555

I) ECC Statistic: GPU Not Support
1 Slowdown Temperature: 0 °C
Shutdown Temperature: 0 °C

------ [J) Total Power: GPU Not Support

# Note: The system will be able to detect some GPUs, but not every GPU will

" be detected and shown on the Hardware Information page. To find which GPUs

are supported, please refer to our website at https://www.supermicro.com/en/
support/resources/gpu.
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ltems users will see may include:

® System
® Manufacturer
® Product Name
® Serial No.
® BIOS
* CPU
® CPU1
® CPU2
°* DIMM
® Shows the slots that are occupied by DIMM modules

(e.g. P1-DIMMA1, P2-DIMMD1)

® Power Supply
® System Power Supply #1
® LAN
® Ethernetinterface 1
* ID
® Model
® Serial Number
® Part Number
® MACAddress1

® MACAddress2
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5. Language Select: From the pull-down menu, select a language.
® English
® Japanese
® Simplified Chinese

6. Summary: This field provides the following information:

® Firmware Revision

® Firmware Build Time

® UEFI BIOS Version

® UEFI BIOS Build Time

® Redfish Version

® CPLD Version

® |P Address

® BMC MAC Address

® System LAN 1 MAC Address
® System LAN 2 MAC Address

® Remote Console Preview - a display of the remote system (the host machine)
running at the specified IP address

7. Power Control via BMC IPMI: This field provides options for powering on and
off the host system.

® Power On: Click this button to power on the host system.
® Power Down: Click this button to power off the host system.

® Reset: Click this button to reset the host system.
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8. Remote Console Settings: Click [Settings] to set the default interface of the
Remote Console. Options include Java plug-in and HTML5.

\Host Identifcatio
Server: 172315142
User:  ADMIN _( Agminitrator)

=

| system Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
© system © Remote Console Settings Help: System
This fealure allows user to get frmiare
© FRU Reading information and other uttes
This page sets the defau iteface of Remate Console.
© Hardware Information « Firmware RevisionBuid Time
< BIOS VersionBuid Time
* 1P Address
Current interface: HTMLS + BMCISystem MAC Address
© Remote Concole preview Screen
< Settings: User can set the
5 & interface ofremote cansale.
- JAVAplug-n = Launch Console: User can launch
® Hims a remate console by cicking on
e preview screen
« Povier Coniro: User can montor
Save | [Cancel and change the system povier

state via IPML

9. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® Firmware Revision/Build Time

® UEFI BIOS Version/Build Time

® |P Address

® BMC/System MAC Address

® Remote Console Preview Screen

® Launch Console: This feature allows the user to launch a remote console by
clicking on the preview screen

® Power Control: This feature allows the user to monitor and change the system
power state via BMC IPMI.

2-21



Super BMC IPMI User's Guide

2-6 Server Health

For X10 or Newer Versions of Motherboards

This feature allows the user to set the Server Health settings. When you click on
Server Health in the Options window, the following screen will display:

. Host Identification-
i Server: 1723133223 1 Co [Exgisn gl o |
@ user:  ADMIN  (Administrator ) @ ok 'ﬂ C
System Server Health Configuration Remote Control Help
® Server Health © Server Health ® Help: Server Health
‘This feature allows users to check a

© sensor Readings Use these pages to monitor server health, such as with sensor readings and health event logs. server's health condition

& Health Event Log @

@ storage Monitoring

- Health Event Log - See the events writien (o the heath event log

Copyright © 2014-2020 Super Micro Computer, inc.

1. This section shows data related to the server's health, such as sensor read-
ings and the event logs.

® Displays sensor readings from the various sensors

® Displays events to be written onto the event log

® Displays power consumption.

® Power Source: This page displays power source information.

2. Click on the <Help> tab to display the Help menu. The menu displays infor-
mation relating to the server's health.
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2-6-1 Sensor Readings

For X10 or Newer Versions of Motherboards

This feature allows the user to set Server Health settings. When you click on Server
Health in the Options window, the following screen will display:

1. Click <Sensor Readings> to access information on sensor readings as shown
on the next page.

st

E Host Ident
UPERMI Server: 1723133223 ~  [Engieh 5 E
@ User: ADMIN ( Administrator ) = 'ﬂ c

System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
& Server Health sensor Readings Help: Sensor Readings
V This page shows the status and

@ sensor Readings temperature values of the available

Sensors in the system
This page displays system sensor information, including sensor readings and sensor states 5

@ Health Event Log @ @ Sensor Type Categories:

© storage Monitoring :‘D [ Auto Refresh] [ Show Threshoids | Save i * 1. By defauit, [All Sensors] s

selected. You tan also choose
from the following categories:
Temperature Sensors, Voltage

Select a sensortype category: Sensor Readings: 60 Sensor(s) Sensors, Fan Sensors,

Fhysical Securty, and Power
All Sensors ~ Supoly
Name Status Reading 2. The color on the left of the
I cPuiTemp Normal 33 degrees C 56ns0f name Indicates the
CPU2 Temp NIA Not Present S oL
o Green: Sensor reading
op [l FcHTm Normal 34 degrees € is normal
- System Temp Normal 24 degrees C o Red: Sensor reading
= has reached a eritical
Wl revreraiemp Normal 36 degrees C Siae A Aate et
- MB_10G Temp Normal 39 degrees C is needed.
I vRvCpuT Temp Normal 32 degrees C
. vw;:;ﬂo Nomal F— Sensor Reading Information
VRMCpu2 Temp NiA Not Present 1. [Name]: This column displays
VRMCpU2I0 sensors that are currently
NiA Not Present active in the monitored system
v B8C which includes system
@ Normal 29 degrees © temperature, CPU temperature,
VRMP1DEF fan speeds, CPU core voltages,
. Temp Normal 31 degrees C +3:3Vee, and +12V vollage
VRMP2ABC monitoring
Temp NIA Not Present = 2. [Status]. This column indicates

Copyright © 2014-2020 Super Micro Computer, Inc.

# Note: The system will be able to detect some GPUs, but not every GPU will

" be detected and shown in the Sensor Readings. To find which GPUs are sup-

ported, please refer to our website at https://www.supermicro.com/en/support/
resources/gpu.

This page displays system sensor readings for the remote console. When you
click on Sensor Readings in the Options window, the following screen will display:

1. From the pull-down menu, select a sensor type (category). The options
include the following:

® All Sensors
® Temperature Sensors

® \oltage Sensors
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® Fan Sensors
® Physical Security
® Power Supply
® Battery
2. The color on the left of the sensor name indicates the status of that sensor.

® Green: It indicates that the sensor reading is normal. The system functions
normally.

® Red: One or more sensors have reached a critical state. Immediate action is
needed to resolve the problem.

® No Color: There is no sensor reading.

3. Name: This column displays the names of the sensors that are currently ac-
tive in system monitoring, including system temperature, CPU temperature,
fan speeds, CPU core voltages, +3.3Vcc, and +12V voltage monitoring.

4. Status: This column indicates the status of each sensor reading.

5. Reading: This column indicates the reading of each sensor.

6. Refresh: Click this item to refresh the page.

7. Show Thresholds: Click this item to display sensor thresholds.

8. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® An explanation of the green and red sensors.
® An explanation of each column on the page.

® The functions of each button on the page.
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2-6-2 Health Event Log

For X10 or Newer Versions of Motherboards

This page displays a record of critical system monitoring events. The event log
indicates the time when a critical condition had occurred and when this condition
was resolved. You can choose a specific event category from the pull-down menu
to display events included in this category. When you click on Health Event Log in
the Options window, the following screen will display:

. Host i
VERMICED Sarver: 1723133223 1 Coo [Exgih g o |
C User:  ADMIN ( Administrator ) (Cls¥- I
System Server Health Configuration Remote Control Help
© server Health @ Health Event Log Help: Health Event Log
“This page provides a record of
@ sensor Readings

evens occurred on fhe management
For more advanced heaith event log setfings, please click here SYSIem st can VoW, Save. Clear
and acknowledge events from the
© Health Event Log moniored systems. Logged events
«can help user to diagnose issues or

© storage Monitoring event og (SEL). You can from tne dstect potential issues. User can

events, and can also sort them by clicking on a column header perform prohibitive actions to resolve:
any such issues for the managed
systems.
@ [ Clear Health Event Log | [ Save || Mark ] [Clear Event Log Categories:

1. [Sensor-Specific Events]

These events are generated by
Select an event log category. Severty: Keyvord Search the BIIC when a s
reading reaches is threshold.
= 2 [BIOSGenerated Events]
[AEvents v]  [Aseveities v] premtrs ey These events are generated by
the BIOS and are logged n the
ACK | EID®  Severty  TimeStamp | Semsor Description

3. [System Management
Software Events]. These

1 2020/05/12 09:37:3{System Firmware Prd System Firmware Error (POST Erro

- events are generated by the
& 2 ©  |2020/05/12 03:37:4(B10S GEM(Memory ENo memery DIMM detected, install 05, appllcation saMware, ok
Page |1 of1 64 v and are logged in the BMC.

4. [All Events]: This category
includes all ofthe event logs.

Event Information:

1. [EID]: Each event is identified
by its 1D number.
2. [Severity]: Indicates severity of  ~

Copyright ® 2014-2020 Super Micro Computer, Inc.

1. Health Event Log Category: From the pull-down menu, select an event cat-
egory to display.

® Sensor-Specific Events: These event logs are generated by the BMC if the
sensor's reading reaches the threshold.

® UEFI BIOS-Generated Events: These event logs are generated by the UEFI
BIOS and logged to the BMC.

® System Management Software Events: These events logs are generated by
the OS, application software, etc., and logged to the BMC.

o

All Events: This category includes all the above event logs.

2. Click on the <Help> tab to display the Help menu.
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Sensor Type

Event

OS Boot

A: boot completed

C: boot completed

PXE boot completed

Diagnostic boot completed

CD-ROM boot completed

ROM boot completed

Boot completed - boot device not specified

OS Stop/Shut-
down

Stop during OS load/initialization, Unexpected error dur-
ing system startup, Stopped waiting for input or power

cycle/reset

Run-time stop (a.k.a. 'core dump’, 'blue screen’)

OS graceful stop (system powered up, but normal OS
operation has shut down and system is awaiting reset
pushbutton, power cycle or other external input)

In addition to the events listed on the previous page, it is normal to see boot-up
and shutdown events generated by the installed system software (OS). The table

below lists examples of these types of events

@ Event Log - Advanced Settings

This page checks the box below to enable the event log when ac power on. Press the Save button to save your

changes.

Enable AC Power On Event Log

Save || Cancel
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3. Click on <here> to see more special event log settings. You will see an option
to enable AC Power On Event Log. Check the box to enable the option and
click on <Save>.

4. Click on the <Help> tab to display the Help menu. The menu displays infor-
mation for the following features:

® [Sensor-Specific Events]
® [UEFI BIOS-Generated Events]
® [System Management Software Events]

e [All Events]

2-27



Super BMC IPMI User's Guide

2-6-3 Storage Monitoring

For X10 or Newer Versions of Motherboards

This page displays the storage information and status. When you click on Storage
Monitoring in the Options window, the following screen will display:

# Note 1: The Storage Monitoring feature is not available on all systems. A
~license key is required to activate RAID management features, but not to
view Storage Monitoring.

Note 2: If BMC MAC address is changed, prior license keys will be lost.

Note 3: The Storage Monitoring feature is only available for Supermicro's
Broadcom 3108 or Supermicro's Marvell® SE9230 controller, not the on-
board Intel controllers. Please also note that the Marvell® SE9230 controller
is only supported for X11 versions of motherboards.

Note 4: System needs to pass BIOS Boot for the Storage Monitoring
option to appear.

jost Identification-
Server: 1723132148
User:  ADMIN ( Administrator )

[Cls Il m— o |

System Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous Help

© server Health © Storage Monitoring Help :Storage Monitoring

Use i page o view the summary
+ Readi = ofthe storage components

Wisiasoredis QoOverview  @PhysicalView S lLogical View  BE Controllers

© Health Event Log This page shows the summary of the
storage components, contollers,

© storage Monitoring : physicaldsks, and ogica disks

1 ) Drive Status Physical View :

This page shows the detais about
W Fatal:0 i Warning:0 M Good:2 DV ks aicled e
subsystem. Click on green
expandable buton t get etaied
information about the physical ik

User can also perfom actions
associated with each disk. All actions
are not appiicable to al type of

100% physical disks. For example, Marvell
doesn't support bink/unblink of
physical disks

1 [Bink]: To locate physical disk.
2 [Unblink]: Dislocate physical disk.
3 [Make Unconfigured Good]
Configure unconfigured good drive.
4 [insert] Insert new disk

5 [Elect]” Eject existing disk.

@ Type List Logical View: :

“This page shows the deails about
Broadcom virtual disks in storage subsystem.

Physical drives @ 1 [BnKE To locate vitual disk
Logical drives: @) 2 [Unbinkl: Dislocate virtual disk

3 [Delete]: Delete vitual disk
Controliers: @)

Total Capacty: CEED Controller Vew:

Tnis page shows the detais about
— controller properties and allows user
10 create RAID and Update ROM

1 [Creats RAID] Create virtual
drive. Select avaiiable options in the
popup.

1.1 Select Physical Disks:Select |+
‘Copyright © 2014-2020 Super Micro Computer, inc.

The initial page is the overview, which shows the summary of the storage compo-
nents, physical and logical disks, and controllers.
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Features on this page include:

1. Graph: Representing the driver status of all detected disks and controllers.

® Red: Fatal

® Yellow: Warning

® Green: Good

2. Type List

® Number of Physical Drives

® Number of Logical Drives

® Number of Controllers

® Total Capacity

3. Click on the <Help> tab to display the Help menu.
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This page shows the details about the physical drives attached to the controller or
that are present in the storage subsystem. Users can also perform actions associ-
ated with each disk. Not all actions are applicable to all types of physical disks (e.g.
Marvell® does not support blink/unblink feature of physical disks). When you click
on the <Physical View> tab, the following screen will display:

=

system

fHost Identiicatior
Server: 172315142
User:  ADMIN _( Acministrator)

@CAGEm v

Server Health Configuration

Remote Control _ Virtual Media Maintenance Miscellaneous Help.

© senrtatn RSB RGg @ Help :Storage Monitoring

Use his page o view he summary
ofhe storage componens.

© sensor Reoings Qowriew | @PhysicalView  SlogealView  E Conolers
erview:
© e EventLog T pog shovs e summar of e
Torsoe comporent, contoters
© Storage Monitorin [ — ] @ yGcal achs, and el ke

Physical View :
“This page shows the detais about

Show entries searen: [ | hscelosicatacnedtone
subsystem. Clck o greer

n
. Gonnected Gonnected expandable buton o get detased
O sows sats DiskInfo Capacty - Linkspeed [ olnEEEE e e aooet o Dol

User can alo parfor actions
o Broadcom MegaRaid | assocated wih each isk. Al acions
(1 © 0O & [ Enclosure0EIDO 931 GB 6.0Gbis Siot-0 sl are ot appcablefo 3l bype of
e physical dske. For xampl, Manvel
ot supportBinkluntink of
Broadcom MegaRald  physical ds.
Deviceo

2 [Unbink] Dilocate physicaldisk
Previous | 1| Next 3 [Make Unconfigured Good]

5 et Efect istng disk

© o 7 L] Enclosure0EIDO 2794G8  6.0Gbls Siot 0

Logical View::
This page shows the deals about
vitua disks instorage subsystem.

1 [BInK]: To locate irtua disk
2 [Unbink: Dislocate vtual disk.
3 [Delete Delete vrtual disk.

Controller View:
“This page shows the detais about
controler propertes and alows user
1o creste RAID ang Update ROM

1 (Creats RAID} Creato vitual
dria. Saiect avaiabie options Inthe

1.1 Solect Physical Disks:Seloct
physical diss required and
capaciy of the logica drve based
onthe selected RAID level and
ohysical disks,

1. Click on the green <+> icon for additional details about the corresponding
physical disk. It will include details such as:

® Manufacturer

® Product Name

® Firmware Revision
® Serial Number

® Serial Number

® Firmware State
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2. To perform an action on a physical disk, check the box located next to the
green <+> to select one or more disk or slot.

3. Select an action from the pull-down menu in the upper left-hand corner
marked <Available Actions> by default select action. Options include:

e O 6 L ] Enclosure:0/EID:0 931 GB
Manufacturer: ATA

Product Name WDC WD1003FBYX-0

Firmware Revision: 1vo1

Serial number: WD-WCAW30022650

Firmware State Configured-drive is online

Other Error Count: 0

SMART Event/Message Received: 0

Media Error Count: 0

® Blink: To cause the physical disk to blink in order to locate it. A red,
blinking dot will appear next to the selected slot's Disk Info to indicate
that it is active.

® Unblink: To stop blink action.

® Make Unconfigured Good: Configure unconfigured good drive.

4. Click <Apply>.

5. Click on the <Help> tab to display the Help menu.
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This page shows the details about the virtual drives in the storage subsystem. Users

can also perform actions associated with each disk. When you click on the <Logical
View> tab, the following screen will display:

7 Note 1: The SFT-OOB-LIC license is required for users to perform storage
" card firmware update.

Note 2: If using tools or other interfaces, such as API, the SFT-DCMS-
Single license is required to perform storage card firmware update.

% fost Identication
SUPERMIC Server: 1723133223

ey [English 3 n
" [Engis
User:  ADMIN ( Adminsrator) <SG

system Server Health Configuration Remote Control _ Vitual Media Maintenance Miscellaneous Help

® Sirverinis © Storage Monitoring Help :Storage Monitoring
Use this page to view the summary
ofthe storage components.

@sensiRisaaay Qoveview  @PhysicalView | ElogicalView & Controllers o

© Health Event Log

e paga o te summary e
Sorege omponents, conroiers
© storsge wonnorng ((3) (Avaiable Acions v Apoly @

physical disks, and logical disks.

Physical View :
“This page shows the deais about
Show@ entries search: physical disks attached o the.

controler or

subsystem Cick on green
Number = expancable buton o get detaied
O st state Name ~ Capacity ~ Raid  Stripe of ey | aanaton sbodthe piical ek

Drives User can aiso perform actons

1 - o physical disks. For example, Marvell
© ] 0 Optimal os 931GB 1 256K 2 Megal  doesn't support blink/unblink of
— 1 [Blink]: To locate physical disk

2 [Unbink: Dislocate physical disk

3 [Make Unconfigured Good]
onfigure unconfigured good drive

4 [insert: Insert new diskc

5 [Efct] Elect existing disk.

Logical View: :
“This page showis the detais about
Vifual disks in storage subsystem.

1 [Bink]. To locate virual disk
2 [Unblink]: Dislocate vitual disk
3 [Delete]; Delete vitual cisk.

Controller View:

“This page shows the detais about
controle properties and allows user
to create RAID and Update ROM

1 [Create RAID] Create vitual
drive. Select available options n the.

1.1 Select Physical Disks Select

on the selected RAID level and
i ohvsical disks

1. Click on the green <+> icon for additional details about the corresponding

virtual disk. It will include details such as:
® Second Raid Level
® Raid Level Qualifier

® Span Depth

(-} O 0 Optimal 0s
Second Raid Level: 0

Raid Level Qualifier: 0

Span Depth’ 1
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2. To perform an action on a physical disk, check the box located next to the
green <+> to select one or more disk or slot.

3. Select an action from the pull-down menu in the upper left-hand corner
marked <Available Actions> by default select action. Options include:

® Blink: To cause the physical disk to blink in order to locate it. Ared, blinking
dot will appear next to the selected slot's Name to indicate that it is active.

® Unblink: To stop blink action.
® Deleted: Delete virtual disk.
4. Click <Apply>.

5. Click on the <Help> tab to display the Help menu.
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This page shows the details about controller properties and also allows the user
to create RAID and update ROM. When you click on the <Controllers> tab, the
following screen will display:

ost Identificatio
Server: 1723133223
User.  ADMIN (Administrator )

&>

System

(¥ i — o |

Server Health Remote Control

Configuration

Virtual Media Maintenance Miscellaneous Help

© Storage Monitoring

© server Healtn Help :Storage Monitoring

Use this page to view the summary
of the storage components.

© sensor Readings

Qoveview  @PhysicalView S Logical View & Controllers
© Health Event Log s page shows the summary of the
i a0, and ee a0k
© storage Monitoring ©Broadcom MegaRaid e
D= o e o

St Sk on o
B) [vatabic Actons | ] (oo) S oo e dtied

information about the physical disk.

Usercanaiso perfo actons
Product Name: AVAGO 3106 MegaRAID associtod itheach dsk Al actons
are not applicable to all type of
Serial " Bhysical sk, For example, Hanvel
e GOLCERAREWA ‘doesn't support blink/unblink of
physical dks.
Package: 242100100

1 [Binkj: To locate physical disk

FW Version: 4680.00-8465 2 [Unbiinki: Dislocate physical disk
3 {Make Unconfgured Goodl

Configure unconfigured good drive

4 finert: nsert new disk

5 [Eject Ejct exising disic

BIOS Version: 6.36.00.3_4.19.08.00_0x06180203

Boot Block Version:  3.07.00.00-0003

Logical View:
s page shows the detas about
BamhyyiSmhis Missing Vil disks in storage subsystem.
BloSiBoatMode: Stop on Error 1 [BinK]: To locate virtual disk.
2 [Unbink: Disiocate vitua disk.
JBOD Mode: Disable 3 [Delete]- Delete vitual ik
Location: PCIE card: Onboard, siot: 7 Controtlor Viem;

“This page shows the details about
controller properies and allows user
to create RAID and Update ROM

1 [Create RAID] Create virual
diive. Select avalable optons in the
popup.

1.1 Select Physical Disks Select
physical disks required and
capaciy of the logical drive based
onthe selected RAID level and
ohvsical disks,

1. Click on the green <+> icon next to <Broadcom MegaRaid> for additional
details. It will include details such as:

® Product Name

® Serial

® Package

® FW Version

® BIOS Version

® Boot Black Version
® Battery Status

® BIOS Boot Mode
® JBOD Mode

® [ ocation
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2. To create a virtual drive, first select a device from the top drop-down menu.

3. After the option has selected, click [Create RAID]. The following pop up will
appear:

Create RAID

® create) Add Select Group v

@) (5] o perspar (1]

Select sloti 4 Media Type Capacity

No data available in table

Enter % size be used 100

New Logical Drive Count
Strip size per DDF

LD Read Policy
LD Write Policy
LD 10 Policy

Access Policy

Dick Cache Policy

Init State

Close

4. Select required physical disks and logical drive capacity based on the se-
lected RAID level and physical disks. (E.g. If RAID1 is chosen, the maximum
and required minimum number of physical disks is 2.)

5. Click [Submit].

6. To apply actions, select option from <Available Actions> drop-down menu.
Options include:

® ROM Update: To update ROM. When the user applies this option, the
following screen will appear:

ROM Image Upload

Please upload your ROM image for updating the RAID controller.

Cancel
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® Drag or drop the desired ROM image file into pop up.

® (Click [Upload] button.

® (Click [Start Upgrade] to initiate the process.
® Import Foreign Configurations: To import RAID configurations.
® (Clear Foreign Configurations: To clear RAID configurations.

® BIOS Boot Mode: Configure BIOS Boot mode options. Options include
Stop on Error, Pause on Error, Ignore Error, and Safe Mode on Error.

® JBOD Mode: To enable or disable the JBOD mode. Options include En-
able and Disable.

7. Click [Apply].
8. Click on the <Help> tab to display the Help menu.

) " Note: Storage card firmware update is only supported for the Supermicro
3108 controller.
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2-7 Configuration

For X10 or Newer Versions of Motherboards

This feature allows the user to configure various network settings. When you click

on Configuration in the menu bar, the following screen will display:

4

=

System

Server Health

Note: Configuration settings will vary by system.

Host Identification
Server: 1723134.87
User:  ADMIN  ( Adminisirator )

(oYsy Jeyirm—] o |

Configuration Remote Control Virtual Media Maintenance Miscellaneous Help

& Configuration © Configuration Help: Configuration

“This feature allows the user to configure
© Akerts Use these pages to configure various settings such as alerts, users, network, etc. various setings.

& Date and Time @

© Loap

& Active Directory
© RADIUS

& Mouse Mode

© Network

& Dynamic DNS
© swp

& ssL centification
© users

& port

© IP Access Control

© snwp

© Fan Mode

+ Aletts - Add, edit or remove alert destinations.
+ Date and Time - Configure Date and Time Settings

LDAP - This page is used o configure LDAP authenticafion.
to authenticate and the Active

+ RADIUS - Configure seffings to aulhenticate and access the RADIUS server

+ Mouse Mods : Configure the mouse mode for remote console

+ etwiork - See the MAC address or change netiwork selfings, including dynamic and stafc IP assignment.
+ Dynamic DNS - Configure yn amic update properties for Dynamic DNS

+ SMTP - Configure the SMTP email server

+ SSL Certfication - See the default cetificate and private key, or upload an SSL Certicate.
+ Users : Add, edil o remove users.

+ Port - Confgure the port number of the services

+ 1P Access Control : Add, edit or remove IP access rules.

+ SNMP : Configure the SNMP seting

+ Fan Mode - Configure the fan mode.

+ Web Session : Configure the vieb session valus.

+ Syslog : Confgure the syslog server.

+ KGS Control - Gonfigure the KGS channel priviege

+ SSDP - Gonfigure SSDP setting

1. This section allows the user to configure the following settings.

® Alerts: Use this item to configure alert destination settings.

® Date & Time

® | DAP: Use this item to configure LDAP (Lightweight Directory Access Pro-
tocol) settings for authentication and access to the LDAP server.

® Active Directory: Use this item to configure the settings for authentication

and access to the Active Directory server.

® Radius: Use this item to configure the settings for authentication and access
to the Radius server.

® Mouse Mode

® Network
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® Dynamic DNS

® SMTP

® SSL Certification

® Users

® Port

® |P Access Control

® SNMP

® Fan Mode

® Web Session

® Syslog

® KCS Control

2. Click on the <Help> tab to display the Help menu for the Configuration
screen.
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2-7-1 Alerts

For X10 or Newer Versions of Motherboards

This feature allows the user to configure Alert settings. When you click on Alerts in
the menu bar, the following screen will display:

jost Identification
Server: 172.031.034.207
user: ADMIN

@ NomaiQRatash LosoulErg ]

( Administrator )

System Server Health Configuration Remots Control Virtual Media Maintenance Miscellaneous

& configuration © Alerts @ Help: Alerts
o setup an alert orto mody
@ © Aerts anderiseo, do e
This page cisplays s of e configured et destinations. You can select an aer and press the Modity buton fo
© Dato and Time configu ,or Sand Test Alrt 0.56nd a estalert o the Gestination
2 ik ioanito
LoaP Gonfigure or odify the
© hctwe isctory a— T et 5. CiekfSena Test rq
Disabie All 000.000.000.000 & NULL ~ e STt hea et

© RaDIUS 2 Disable All 172.016.101.231 & NULL sent out correctly.

3 Disabie Al 172,016.101.251 & NULL 4 Click Delete] to delete
© Mouse Mode 4 Disabie Al 000.000.000,000 & NULL
© Notwort 5 Disabie Al 000.000.000.000 & NULL

5 Disabie Al 000.000.000.000 & NULL
© Dynamic oS 7 Disabie Al 000.000.000,000 & NULL

5 Disabie Al 000.000.000,000 & NULL
© smre 9 Disabie Al 000.000.000.000 & NULL o

0 Disabie Al 000.000.000,000 & NULL

© ssL Certification

o o
e ® 6 6

© 1P Access Control

To set up an alert or to modify an alert setting, do the following.

1. Click on <Alerts> to activate the alert submenu.
2. Click on <Modify> to configure or modify the settings of an alert.

3. Send Test Alert is used to check if the alerts have been set and sent out cor-
rectly.

4. Click on <Delete> to delete an alert.

5. Click on the <Help> tab to display the Help menu. This menu shows you how
to set up or modify an alert.
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To Set Up an Alert

éurzml

System

@ NomaiDRetssHPuosoulErgER V]

ADMIN ___( Administrator )

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous

© configuration © Modify Alert Help: Alerts

o setup an alert o to mody
© Aerts an alert setiing, do the
Frtorthe information for he let below and pross Savo B
© Date and Time
1. Selectan aert enty.
o

2. Cick [Modify]
Loap
e @ Event severity: [Disable All V] jconngursior modifyjihe}
setings of an alert.
| @ TTETTSTy—————JP> Destination IP: [000.000.000.000 3. Click [Send Test Alert]
is Used 1o check i the
&= mail Address: [NULL alerts have been set and
RADIUS sent out correctly.
Subject: NULL 4. Gick [Delete] to delete
' Mouse Mode @.—»M-u-nu: NOLL X
© Network

& Dynamic ONS
© s
© ssL Certification
© users

© Port

© IP Access Control

Follow the steps below to set up an alert:

1. Select Alerts from the window on the left. Highlight the alert and select
Modify.

2. Select Event Severity.

3. Enter the destination IP address to use SNMP. For further guidance on typical
inquiries relating to SNMP, see the table on the next page.
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Item

Answer

SNMP version number

SNMP version 2 and 3.

MIB community name

A community name is not required since
SNMP version 1 only uses traps.

MIB file location

Go to http://www.supermicro.com/products/
nfo/IPMI.cfm and click on “IPMI MIB” (right-
hand side of the page).

The BMC IPMI item you need
to configure so that the SNMP
manager can receive the SNMP
trap

The alert LAN destination address (see #4
under 2.4.1) must be set to the same IP in
as the SNMP manager.

Can | query for detailed infor-
mation on the MIB "Event" trap
items?

Users can use SNMP tools to query infor-
mation from BMC.

A list of trap items generated for
my platform

No standard list of event traps exist be-
cause the PEF (Platform Event Filter) table
is OEM customizable.

Enter the email address you wish the send the alert to, then configure the
SMTP settings (see section 2.8.10).

Enter the subject line of the alert.

Enter a message for the alert.

After completing the steps above, Click on <Save> to save the settings.
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2-7-2 Date and Time

For X10 or Newer Versions of Motherboards

This feature allows the user to configure the time and date settings for the host

server and the client computer. When you click on Time and Date in the Options
window, the following screen will display:

The user can either set the date & time settings manually or use the NTP Server
setting to set date & time. Follow the instructions below to set Date/Time settings.

s Note: Time zone is enabled when NTP is selected. The options are UTC
-12:00 hr. ~ +12:00 hr.

Host Identificatior
Server: 172.031.034.207
User:  ADMIN __( Administrator )

@ NomaQRetteshDLogoulErgish ]

System

Server Health Configuration

Remote Control  Virtual Media Maintenance Miscellaneous

© Configuration © Date and Time @ Help: Date and Time
The user canener set the
© Alerts date & time setting manualy or
o oo NTE S seing o
i pageyou con viw and oy th dovice'sdolean o use e NTP Sene eting
P = ato and Time Instructions below to set
BateTime setngs.
© Loae
Time Zone: UTC+00:00 v 1. Select the time zone.
& Active Directory 2 Checkthis em for NTP
NTP Enatie ® stings.
@ —— O NTP Enable © NTP Disable o s o
e focalhost ., e prnany NTP seer.
Ee— tre secondany N
@ soonayNe s [P0 e
. Entr e aae
@ o oste BV BT e et
7. Gl Reveq 1 sive e
® W - Cle R
0 Doytght aving Tme Nots: Time sone s
® s ensbied when NTP is

aelected. The options.
© ssL certncation eUTC 2ot
S
Srort

© 1P Access Control
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Click on Date/Time on the left to set the date/time settings.
Select the time zone.

Check this item for NTP settings.

Enter the IP address for the primary NTP server.

Enter the IP address for the secondary NTP server.

Enter the date.

Enter the time in hh/mm/ss format.

Click on <Refresh> to change the date/time settings. Click on <Save> to save
the settings.

Click on the <Help> tab to display the Help menu. This menu includes instruc-
tions on how to modify the date and time.
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2-7-3 LDAP

For X10 or Newer Versions of Motherboards

This feature allows the user to configure the Light-Weight Directory Access Protocol
(LDAP) settings. When you click on LDAP in the Options window, the following
screen will display:

— Host Identification-
SUPERMICR® Server: 172.031.034.207
User:__ADMIN __( Administrator )

@ NormalQRetresh@logoulEnglish V]

system Virtual Media Malntenance Miscellaneous Help

& Configuration © LDAP Help: LDAP
© Alerts o
© ate and Time
© Loap
1. Gheck [Enable LDAP
© Active D] Autroncatio] o
Enable LDAP Authentication enable LDAP
Authentication and LDAP.
© raowUs LDAP authentication over SSL ‘Authentication over SSL
kD= g :
@o—»wma 1000.000.000.000 o &
Newiork( 4 Jo————Jp-Bindpassuord  sssssses u
4
P
Dynamic 5
I
sm
Sst. corttcation
@ . e
. (The
Sevenpase s

drecory rtsows the
temal user to searct

3
S

>
o

©
2
3

an Mode

o0 0 0 00 0 60 0
H

© Web Session

Follow the steps below to configure the LDAP settings.

1. Check the enable box to enable LDAP Authentication and LDAP Authentica-
tion over SSL support.

2. Enter a port number for the LDAP server.
3. Enter an IP Address for the LDAP server.
4. Enter a Bind Password for the LDAP server.

5. Enter a Bind DN value in the field. (The bind DN is the user or the LDAP
server that is permitted to do a search in the LDAP directory within a defined
search base.)

6. Enter a SearchBase value in the field. (The SearchBase is the directory that
allows the external user to search data.)

7. Click on <Save> to save the settings.

8. Click on the <Help> tab to display the Help menu. This menu provides an
explanation of all the options displayed on the page.
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2-7-4 Active Directory

For X10 or Newer Versions of Motherboards

This page displays a list of role groups and their Group IDs, Group Names, Domains,
and Network Privilege settings. When you click on Active Directory in the Options
window, the following screen will display:

fost Identificatior
Server: 172.081.084.207
User:  ADMIN _(Administralor )

‘Eumzmc

System

@ Norma Rtz DLocad Ergih ]

Server Health Configuration

Remota Control Virtual Media Maintenance Miscallaneous

& Cconfiguration @ Active Directory @ Help: Active Directory

Tnis page displays a st of role
© Alrts o enable or configure he Active Dieclory server, please cick here groups and thelr Group IDs,
es, Domans and

- Network Priviege seltings.
© Date and Time

Rok Groups. modiy a role group,
s solodtha namo o 1. Click [HERE] fo cnable:
©Loar e ot @

an unconfigured ot and pross. Add Role Group. or configure the Active
Directory server. See the
© Active Dirsctory e page o enabingor
configuring Active

© raos Number of configured role groups: 0 B o i 38
Role Group ID Group Name Group Domain Network Priviiage {Add Role Group] 0

© N 2 Sdd a ol group
© Mouse Mode Reserved 3. Select a group and click

2 - - Reserved [Modify Role Group] to
© Network 3 - - Reserved modify a role group.

4. Selecta group and clck

- 4 - - Reserved [Delete Role Group] to
© pynamicons - z z

Reserved delele a role group.

© sure

[Add Role Group] [Modity Role Group] [ Deite Role Group

B ®@ O 0

© users

©rort

© 1P Access Control

1. Click on <here> to enable or configure the Active Directory server. See the
next page for enabling or configuring Active Directory instructions.

2. Select a group and click on <Add Role Group> to add a role group.
3. Select a group and click on <Modify Role Group> to modify a role group.
4. Select a group and click on <Delete Role Group> to delete a role group.

5. Click on the <Help> tab to display the Help menu. This menu provides in-
structions on how to add, modify, and delete a role group.
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Configuring the Active Directory Settings

This feature allows the user to configure the Advanced Active Directory settings.
When you click Here on the screen shown on the previous page, the following
screen will display:

fost Identification
Server: 172.031.034.207
User:  ADMIN _(Administrator )

@;

System

@ NomaQRetreshPhosoufEngish ]

Server Health Configuration Remote Control Virtual Media Maintenance Miscallaneous

© Configuration © Active Directory - Advanced Settings Help: Active Directory
This page displays a st of role
page play:
© Alerts groups and their Group IDs,
o Group Names, Domains and
© Date and Time ‘acoess the Active Directory server. Press the Save button o save your changes. [evvokibispesetings

1. Clck [HERE] to enable

e S Bemmva,
Active Directory Authentication over SSL gﬂg’g:yf;{rﬁ;z\:ﬁms
@ - port 389

[Add Role Group] to

Mﬂu\» Time Out 10 Select a group and click

3
[Modify Role Group] to
Network modify a role grou

) Domain Contraller Server Address1 [0.0.0.0 4. Select a group and dlick
[Delete Role Group] to

© Dynamic DN Domain Gontroler Sever Address2 [0.0.0.0 e R oo

Domain Controller Server Address3 [0.0.0.0

©sur

© st certiation

S @

©rort

© 1P Access Control

1. Check the <Enable> box to enable Active Directory authentication support.
Then, Enter the values in the fields below.

2. Enter <User Domain Name>.

3. Enter Time Out value in the field to set the time limit for a user to stay
logging-in.

4. Enter <Controller Server Address1>.
5. Enter <Controller Server Address2>.
6. Enter <Controller Server Address3>.

7. Click on <Save> to save the settings.
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2-7-5 RADIUS

For X10 or Newer Versions of Motherboards

This feature allows the user to configure Radius Option settings. When you click
on Radius in the Options Window, the following screen will display:

u: ADMIN _( Administrator )

- Host Identificatior
(smm Server: 172001034207 @ NormalQRetreshPLogoulEngiish V]

system Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
& Configuration © RADIUS @ Help: RADIUS
Tris feature allows users fo
© Aorts configure Radius Option
seftings.
© Dateand Time server. Press the Save bulon o save your changes.
1. Check the [Enable] box
o enable Radlus
S Loap support. Enter the
-— N information in the fields
Radius sefings.
—Pror 1812 2. Enter e port number for
© RaDU the Radius server.
o Pip acress 0000 3. Enter the Ip adaress of
= Mouse he Radus server.
© R P scoret 4. Entera (secret
password for the user to
© Network [sawe] access the Radius server

Afer enterng the

- information in the fieds,

© Dynamic DNS olick [Save] to save the
information you'e

© sure

© ssL certification

© users

©rFort

© IP Access Control

1. Check the <Enable> box to enable Radius support. Enter the information in
the fields below to configure Radius settings.

2. Enter the port number for the Radius server.

3. Enter the IP address of the Radius server.

4. Enter a secret (password) for the user to access the Radius server.
5. Click on <Save> to save the settings.

6. Click on the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the RADIUS settings.
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2-7-6 Mouse Mode

For X10 or Newer Versions of Motherboards

This feature allows the user to configure the Mouse Mode settings. When you click
on Mouse Mode in the Options Window, the following screen will display.

IHost Identification:
Server: 172.031.04.207
User:  ADMIN __(Administrator )

@ NomaiDRsishPhosauErgih V]

éurzm]cn

system Server Health Configuration Remote Control _ Virtual Media Maintenance Wiscellaneous Help
© Configuration © Mouse Mode @ Help: Mouse Mode
© Alerts 1. Check the radio button to

Set the mouse mode to

Absolute Mode for the

© Date and Time Windows OS. (This s the.
defaull sefiing.)

Cheok the radio button to

Loae
e Current Mouse Mode is ABSOLUTE. set the mouse mode to
Reanie ods for e
p— Showtn 05
Y
e T LT ra—re—— . gl louse o,
a0l
e O set Mode to Relative (Rest of the Linux) 10 use single mouse
© Mouse Mode O single Mouse Mode: 4. After entering the
Information, click [Save]
et s s

Note: IPWI is an OS-
namic Independent platform,
© Dynamic DNS ndope

©sur For your mouss to

funcion proper
please configure fhe

© ss certfication e Mode
(see above) according
tothe b

© users in your machine.

© port
& 1P Access Control

© snwe

1. This item displays the current Mouse Mode setting. To select a Mouse Mode
setting, click on a mode shown below.

® Set Mode to Absolute (Windows, Ubuntu, RH6.x later). This is the default
setting.

® Set Mode to Relative (other brands of Linux).
® Single Mouse Mode: Check this to use a single mouse mode.
® C(Click on <Save> to save the settings.

Note: BMC IPMI is an OS-independent platform. IKVM support is an
added feature for BMC IPMI. For your mouse to function properly, please
configure the Mouse Mode settings (see above) according to the type of
OS used in your machine.

2. Click on the <Help> tab to display the Help menu. The menu provides an
explanation of the mouse modes.
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2-7-7 Network

For X10 or Newer Versions of Motherboards

This feature allows you to configure the network settings. When you click on Network
in the Options Window, the following screen will display.

IHost Identifcatior
Server: 172315142
User:  ADMIN _( Adminstrator)

o7 [ m—

Server Health Configuration Remote Control ___ Virtual Media

© Configuration © Network @ Help: Network
To confiure netork settings, folow
© Alerts the instructions below.

This page alows users to modiy nefvork sefings.

© Date and Time 1.1P Protocol Status: This feature
allows the user to select the 1P

stack o be used for IPMI out-

1oy R nd commun
© @.——»l?l‘mmca\stalus (752 oFband communication
« The defaut sating s 1Py,
© A Troco( D) e Mac st actishaaz0ad wihch wil alow [PHI o be
comnected from 1PV
@ RADIUS Hostname 1 « Select [IPv6] for IPMI to
Comecthraugn Pvo.
© Mouse Mode P4 « Select [Dual] for IPMI t

connect through either IPv4 or
® Obtain an IP adress automatically (use DHCP) 1P,

O Use the folloving IP address 2 Enter the MAC address for the

network server. Check the fist
© Dynamic DNS 1P Address 172315142 fadio button to obtain an IP
‘address automaically by using
‘Subnet Mask 25525500 DHCP (Dynamic Host
®sa Configuration Protoc) or
- check the second radio button
Gateway 17231041 e

© Network

© ssL Centfcation

r — manually enerng the
Onssenerlp (1021225 information inthe fields below.
© users

formation

under IPva Setings,
To st he I adress usng e

© Port Pv6

rmat,ef

Sase e R i
© IP Access Control IPVG Address DS ssrvers I and DUID ( (unit
D) n the boes belo.
p— AddlP DalstelP | Auto Confgursion 5. Creckhs boxtoanale el
LA su
Disaoled © DHCPYG Statsess  DHCPYG Statsul VAN el
© Fan Mode & LAN In ie
Address List alloys e sertoseectne
o T portto e ussa for Pl oot
© web session L = Dand communicatns.
OKS Senvr P + The cefaut ssting s Fai
v o defult seting s Fallover
© sysiog ‘which will allow IPMI to be.
DuID 0E 0000 0100012584 17 connected from either the
@ KCS Control ‘shared LAN port (LAN1/0) or
ine dadicated IPMI LAN port
Precadence & given o he
© ssop L R T — dedicated portover he shared
port
Enabi Statc Routs + Select Dedicated LAN] for
1P o connact through the
Staic Route List 1Pl dedicated LAN porat al
o Routs L S imes.
ok + Selct Snared LAN for Wl to
connect through the LAN port
Deletetis route d L ey
Prefxto Route
Router Address
@ o O enavle ® Disavie
vLAN D [0

@ —— P L inarace

o— P rircerot I

Network Link Status:
Active Interface ~ Share:

share
Status Comnected
Spezd 16

Duplex Full Duplex

1. IP Protocol Status: This feature allows the user to select the IP stack to be
used for IPMI out-of-band communication. Users can later change the default
if needed. Settings include:

® |Pv4: Select [IPv4] allow IPMI to be connected from IPv4. This is the
default setting.

® |Pv6: Select [IPv6] for IPMI to connect through IPv6.

® Dual: Select [Dual] for IPMI to connect through either IPv4 or IPv6.
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2. MAC Address: Enter the MAC address for the network server. Check the first
radio button to obtain an IP address automatically by using DHCP (Dynamic
Host Configuration Protocol) or manually enter the information in the fields
below to check the second radio button to set up the IP address.

To configure Network settings, follow the instructions below.

3. Select Obtain an IP automatically (use DHCP) or Use the following IP address
to manually configure one.

4. If you select Use the following IP address, enter information into the following
IPv4 Setting fields:

® |P address

® Subnet Mask
® Gateway

® DNS Server IP

5. To set the IP address using the IPv6 format, enter an address in the field.
Enter a DNS Server IP and DUID (unit ID) in the boxes.

6. Check this box to enable Virtual LAN support and enter the VLAN ID in the
field.

7. LAN Interface: This feature allows the user to select the port to be used for
BMC IPMI out-of-band communication.

® The default setting is Failover, which will allow BMC IPMI to be connected
from either the shared LAN port (LAN1/0) or the dedicated BMC IPMI LAN
port. Precedence is given to the Dedicated LAN port over the shared LAN port.

® Select <Dedicate> for BMC IPMI to connect through the BMC IPMI Dedicated
LAN port at all times.

® Select <Share> for BMC IPMI to connect through the LAN port on the board.

8. RMCP Port: This feature allows the user to select the desired RMCP (Remote
Management Control Protocol) port. The default port is 623.

9. Click <Save> to save the settings.

10. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the Network settings.
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2-7-8 Dynamic DNS

For X10 or Newer Versions of Motherboards

This feature allows you to configure DNS (Dynamic Name System) settings. When
you click Dynamic DNS in the Options Window, the following screen will display.

Host Identification-
Guremancre Server: 172031.034.207 @ NormaiQReresn@ogoutEnglish_~

User: __ADMIN __(Administrator )

Server Health

System Configuration

Remote Control  Virtual Media Maintenance Miscellaneous Help

& configuration © Dynamic DNS @ Help: Dynamic DNS

© Aerts 1. Clck the [Enable] radio
This page confiqures dynamic pdats ropertes. (* = optona fleks)) 0 e
© Date and Time . Click [Disable]

fo disable Dynamic DNS.

\oar updte suppor.(efaut
O Dynamic Update Enable O Dynamic Update Disable Disabled)
4 P " P 2. Enter the IP address of
S— ymanic ONS Server 1P 7 ey
P MC Hosiname I 3. Enter e name of e
BMC (Baseboard
*‘.M_DMD Enable TSIG Authentication et Controller

TSIG key File ()
© Network ey File (1) Browse.

G P Erowss.

Dynamic DNS Bl

© smme ©

upport, an e the
flles to select the
TSIGkey fie. (optional)

he fles to select
ate fi

2
S

<

save the information
have entered.

o 0 0 00
s @
P
g
2

snmP

1. Click <Dynamic Update Enable> to enable DNS support. Click <Dynamic
Update Disable> to disable Dynamic DNS update support. (Default: Disable)

2. Enter the IP address of your Dynamic DNS (Domain Name System) server.
3. Enter the name of the BMC (Baseboard Management Controller) Host Server.

4. Check the box to enable TSIG Authentication support, and browse the files to
select the TSIG.key file. (This item is optional.)

5. Click <Browse> to locate the TSIG.private file. (This item is optional.)
6. Click <Save> to save the information you have entered.

7. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the Dynamic DNS settings.
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2-7-9 SMTP

For X10 or Newer Versions of Motherboards

This feature allows the user to configure SMTP (Simple Mail Transfer Protocol)
settings for email transmission through the network. When you click on SMTP in
the Options window, the following screen will display.

To configure SMTP settings, follow the instructions below.

System Virtual Media Maintenance Miscellaneous. Help

@ NormaiQRstres@hogoulEngisn V]

& configuration © SMTP @ Help: SMTP

This feature allows the user to
© Alerts configure SMTP (Simple Mail

© Date and Time

below.

sw
e @ o——PsurpssLaun [

P 1. Gheck e box o enable
SNTP SSL
SMTP port Number: 587 Authentication support.
LY Once SMTP SSL
&——————— - SMTP User Name: A s
© MousEmode SMTP Password: n s
. below. Note: SHAZ and
© nu@ P senders Address: [NULL RSA 2048 bil SSL
supported.
2. Enterthe IP address for
© Dynamic NS ‘Wail
‘Transfer Protocol) Mail
oam ® il

i
i

© s Certification

(Optional)
. Enter the user password

© users
© ot

© IP Access Control

© snwe

1. Check the box to enable SMTP SSL Authentication support. Once SMTP SSL
Authentication is enabled, enter information in the fields below.

¥ Note: SHA2 and RSA 2048 bit SSL supported.

2. Enter the IP address for the SMTP (Simple Mail Transfer Protocol) Mail
server. The SMTP port number will be displayed.

3. Enter the user name for your SMTP Mail server. (Optional)

4. Enter the user password for your SMTP Mail server. The status of the
sender's address will be displayed. (Optional)

5. Click <Save> to save the settings.

6. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the SMTP settings.
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2-7-10 SSL Certification

For X10 or Newer Versions of Motherboards

This feature displays the default certificate and private keys. It also allows the user
to upload a new SSL (Secure Sockets Layer) certificate. When you click on SSL
in the Options window, the following screen will display:

e (Host Identification-
s e Tz s @CAGER v
4 User: ADMIN ( Administrator )

iystem Server Health

Configuration Remote Control  Virtual Media Waintenance Wiscellaneous Help
© Configuration © SSL Certification @Ip: SSL Certification
“This page allows users o check and
© Alerts upioad new SSL certiicates.
“This page is used fo view and modify SSL cerficates
& Date and Time . To renew an SSL certincate, enter
anew certficate i the fied. You
can also browse the database to
© 10D Select a new certcate.
e 2.Ciick on [Choose File] to uplozd a
© hctive Directory Getifcation Valid From 5/1112020, 5:00:00 PM sl el
Gertfication Vaiid Untl 5/1112023, 5:00:00 PV Certcation
3. After entering the new SSL
© RaDI e Jp-ew s Certicate Choose File | No file chosen certificate andlor a new private
Key, cick on [Upload] to upload
L) . @.__»New Private Key Choose File | No file chosen i car e S NS e 10
the server.
© Network Upioad Note: SHA2 and RSA 2043 bit
55U are supported.
© Dynamic DNs @
© surp
& ssL Certification
& users
© rort
© 1P Access Control
o~ cumnn

1. To enter a new SSL Certificate, enter a new certificate in the field. You can
also browse the database to select a new certificate.

7 Note: SHA2 and RSA 2048 bit SSL supported.

2. Enter a new Private Key in the field, if desired. You can also browse the data-
base to select a new key.

3. After entering the new SSL certificate and/or new private key, click <Upload>
to upload the certificate and/or private key to the server.

4. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to set up a new SSL certificate and private key.
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2-7-11 Users

For X10 or Newer Versions of Motherboards

This page displays information on the current users. It also allows you to add, de-
lete, or modify user information. When you click on Users in the Options window,
the following screen will display:
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1.

This item lists the current user's information. This includes User ID, User
name, and Network Privilege settings (shown below).

Function User Operator | Administrator
System Information Full Access | Full Access | Full Access
Chassis Locator Control | View Only | Full Access | Full Access
FRU Reading Full Access | Full Access | Full Access
Sensor Readings Full Access | Full Access | Full Access
Event Log View Only | Full Access | Full Access
Alert No View Only | Full Access
LDAP No View Only | Full Access
Mouse Mode No Full Access | Full Access
Network No View Only | Full Access
SMTP No View Only | Full Access
SSL No View Only | Full Access
Users No View Only | Full Access
Event Action No View Only | Full Access
Power Control View Only | Full Access | Full Access
KVM View Only | Full Access | Full Access
F/W Update View Only | View Only | Full Access
Logout Full Access | Full Access | Full Access

This item displays the number of users that are set up for the network. The
maximum number of profiles that can be made is ten.

To add a new user to the network, click on <Add User>. When prompted,
select an empty slot from the users list to add a user.

To modify the information or the status of a user, click on <Modify User>.
When prompted, select a user from the users list to modify the user informa-
tion.

To delete a user from the network, click on <Delete User>. When prompted,
select a user from the users list to delete it from the list.

Click on the <Help> tab to display the Help menu. The menu displays an
explanation of the columns displayed on the page and how to add, modify,
and delete a user.
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Account Security

This feature is used to configure user account security. System Administrator can
configure security settings using Web GUI or Redfish.

7 Note: Account security is only applicable to X11 versions of motherboards.

Unlock User: If the user is locked out after failed login attempts, the administrator
may use this feature to unlock the user.

1. Password Complexity Enforcement: The default is <Enable>, which enforces
the password complexity requirements while the user is creating a password.
Each password must adhere to the requirements listed below.

. Must be 8 to 20 characters
. Cannot be reverse of username

. Must include characters from at least three of the listed character classes

. A-Z
M a-z
. 0-9

. Special characters

2. Failed Login Lockout Control: The default is <Enable> and allows failed login
settings adjustment. Click <Disable> to disallow.

Authentication Failure Lockout Controls: The default is <Enable> to lock the account
after excessive failed login attempts. Configure fields below to control authentica-
tion failure lockout.
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Failed Login Attempt Lockout Threshold: This item allows the user to adjust
the number of times a password may be attempted before the user is locked
out. The options range from 1 to 5. The default is 3.

Failed Login Counter Reset: Use this option to adjust the amount of time
before the user may attempt to input a password after failing.

Account Lockout Duration: Use this item to adjust how long the user is locked
out after reaching the failed login attempt lockout threshold.

After the required information is entered, click <Save> to save the information
you've entered or click <Cancel> to cancel it.

Click on the <Help> tab to display the Help menu. The menu displays an
explanation of the items displayed on the page.
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2-7-12 Port

For X10 or Newer Versions of Motherboards

This page allows you to configure port settings. When you click on Port in the Op-
tions window, the following screen will display.

st Identification
Server: 1723132143

User:  ADMIN  (Administrator )

oy ey —) o |

=

System

Server Health Remote Control Virtual Media Maintenance Miscellaneous Help

Configuration

© contguration © Port (®) Hete:por
This page allows users to modify port
© Aterts
This page can be used to modly por setings.
® Date and Time 1. To modiify port settings,
checkluncheck the box next fo
® each port seing and enter the
& web port 2. To enable/disable SSL redirection,
© Active, m.ec® o——P B wensst For checkluncheck the checkbox.
respectively.
©ra P & v severpon (5900
o mBe=—P g ssirm
© Network O weman Port 5985
s ;)0——> £ SN port
© oyn P [ ssL Redirection
TP
o Save
© SSL Certification
© Users
© port
& 1P Access Control
© snwp

Check the box next to the port to configure the settings. Uncheck the box to dis-
able the port.

1. Web port: Enter the web port number.

2. Web SSL port: Enter the Web SSL port number.

3. IKVM server port: Enter the IKVM port number.

4. Virtual media port: Enter the virtual media port number.

5. SSH port: Enter the SSH (Secure Shell) port number

6. SNMP port: Enter the Simple Network Management Protocol port number.

7. SSL Redirection: Check the box to allow the BMC IPMI WebUI to redirect http
to https automatically.
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8. Click <Save> to save the settings.

9. Click the <Help> tab to display the Help menu. The menu includes port set-
ting information.
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2-7-13 IP Access Control

For X10 or Newer Versions of Motherboards

This page displays an IP Access Control table with the IP Address/Mask setting and
the IP Access Policy. Enabling the IP Access Control will allow you to add, modify,
and delete an IP Access rule.

Host Identitication:
Server: 1723132148
User:  ADMIN  ( Administrator )

(oYs¥ Icierrmm—| o |

System Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous Help

@ e & IP Access Control @Ielp: IP Access Control
jsers can control IP access on his
u ol 1P i
© Alerts page. Pezes it ne deauplcy
is10 accept IPs
This page cisplays curent actv [P Acoess Conirol polcies
© Date and Time ‘Access Gontrol ListInformation
© Loap BT Rocoms ol 4. Number of Access Rules]: This
displays the maximum numoer of
Detault Polcy: ACCEPT 1P Access Control rules you can
© Active Directory ¥ Efee Cotl
2 [Rule NoJ: This column fts the
© RaDIUS number o IP Access Conirolules.
3. P AddrMasK]: This column
Number of dplays
@MciiseMods 4. [Policy. This column displays the
Rule No P AddressiMask Policy siai of an |2 Acoage FolEy.
© Network 1 NULL NULL
2 N NG User Options
© Dynamic DNS 3 NULL NULL
4 NULL NULL 1. [Enable IP Access Control]
© sure = i i Check ihi opfion fo enabe 1P
: AT i access contrl features
2. [Add]. Add a new rule o the st
© s Certification 7 NULL NULL 3. [Modify]: Select a policy and cick
o change fs rule
© users 8 ML L 4 [elete]: Delete a policy.
9 NULL NULL
& port 10 NULL NULL
© 1P Access Control
© snwp
© Fan Mode

1. Check this box to configure IP Access Control settings. When prompted, "Do
you want to enable IP access control," click <OK>.

2. Rule Number: This column lists the number of IP Access Control rules.
3. IP Address/Mask: This column displays the IP Address/Mask settings.
4. Policy: This column displays the status of an IP Access policy.

5. Number of Access Rules: This displays the maximum number of IP Access
rules you can set for the system.

6. Click on the <Help> tab to display the Help menu. The menu includes an
explanation of all the columns displayed on the page.

2-60



Chapter 2: Configuring BMC/IPMI Settings

Modifying IP Access Rules

When you select an item and click on Modify, the Add Rule submenu will display
as shown below.

éurﬂmwx-

System

Host Identificatio
Server: 172.031.034.207
User:  ADMIN __( Adminisiralor )

@ NormalQRstssh@hogoufEngish V]

Virtual Media Maintenance Miscellansous

& configuration © Add Rule Help: IP Access Control

© Alerts 1. Check Enable box o
. ure IP Access
Control seltings. (The

© Date and Time

2. e N "
- i s n urtper
@ 2 e rueno 1 oI Access Gontrol
R
© hctveDiectory N | L P——
G dpays e
RADIUS Policy ACCEPT V| Address/Mask settings.
- 4. [Policy]: This column
Sepiayd o st o an
© Mouse Mode P Access polly
5. umbor of Aceess
Riteay i dapags e
© Notwork |

maximum number of 1P
Access rules you can sel
® for the system.

Dynamic DNS

© Dynamic DA a new rule: select an

item and then click
© sure [Modity)

© ssL Certification
© users
©rort

© 1P Accass Control

To modify a rule, enter the information needed for the following items:

1. IP Address/Mask: This item allows you to grant access to a specific IP ad-
dress or a range of |IP addresses. For example, if you wanted to specify a
range of IP addresses from 192.168.0.1 to 192.168.0.126, you would enter
192.168.0.1/25.

2. Policy: Select <Accept> to allow access for the IP address(es) entered above.
Select Drop to deny access.

2-61



Super BMC IPMI User's Guide

2-7-14 SNMP

For X11 Versions of Motherboards Only

This feature allows the user to configure the SNMP (Simple Network Management
Protocol). When you click on SNMP in the Options window, the following screen
will display:

Host Idniificatior
Server: 172031033231
User: __ADMIN __(Administrator)

=

system

[y I — o |

Server Health Configuration Remote Control __ Virtual Media Maintenance Miscellaneous Help

© Configuration © sNuP @ Help: SNMP
Users canchoose ether SNNIPYZ o
© Alerts 'SNMPV3 as the protocol for
Communicating Wi e SKHP clent

e program. To configure SNMIP settings,
© Date and Time refer 1o the followng steps
© Loar 1 Check [Enable SNMP] checkbox
10 enable the SNIP dasmon, and
To— then choose the SNMP version.
© Active DI ‘@ P e s Uncheck i 10 disable
2. IFSNMPV2 s enabled, please
& ravws SNMPV2

Input your read-only community

Enetie = Siing and rosd i conmuniy
fouse Mo ,(:) —> g,
& clsdnia ROCommunity: [public 3 {{SNAPV3 1 enabled, plase

input your usarname, choose the
© Network RWCommuniy: [private

© oynamicons e

posswords n the [ ana
[Private Key) fieds respectely
® Fnable 4. ik he [save] buton Tho IPHI
frmare vl remember your
o @ el
SSL Certfcation e Slart o sop ihe SNAIP
Auth Protocol DS O sHAt 5. Ifyou wanttochange the SNIIP
© users Privato Protocol:  ® DFS ) AES e T e e
Al Key
©port
Private Koy

© 1P Accass Contral

© e [sem]

o B

© Web Session

1. Check the box to enable the SNMP. Once it is enabled, enter information in
the fields below.

2. SNMP Version: Select SNMPV2 or SNMPV3.

3. SNMPV2: If this option is selected, enter a password for ROCommunity and
RWCommunity.

4. SNMPV3: If this option is selected, enter information in the fields below:
® Enter a username
® Select the Authentication Protocol

® Select the Private Protocol
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® Enter the Authentication Key

® Enter the Private key

5. Click <Save> to save the settings.

6. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of all the options on this page.

2-63



Super BMC IPMI User's Guide

2-7-15 Fan Mode

For X10 or Newer Versions of Motherboards

This page allows you to configure fan mode settings. When you click on Fan Mode
in the Options window, the following screen will display:

7 Note: Fan mode settings will vary by system.

[Host Identification
Server: 172.031.034.207
User: ADMIN __{ Administrator)

(@ NormalQRetresh () English v

‘SUPERM]CR;

System

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help

© configuration © Fan Mode @ Help: Fan Mode
© Alerts 1. [Standard Speed]: to
. use the standard fan

speed setting for power
© Date and Time & 9 orpow

[Full Speed]. to use the

- full speed seting for

QLoap optimal system
performance.

© Active Direcw@ o—»Current FAN Mode is Standard. 3. [Optimal Speed]: o use:

the optimal fan speed
- o—W © setFan to Standard Speed setting which will adjust
© raous @ the fan speed by
O set Fan to Full Speed balancing the needs
© Mouse Mode @ ,/' between system
./V O set Fan to HeavylO Speed performance and power

e
© Network 3

© Dynamic DN

©sur
© users
© port

© 1P Access Control

© snwe

1. This item displays the current fan mode setting.

2. Select this option for the standard fan speed setting.
3. Select this option for the full speed setting.

4. Select this option for the Heavy 10 speed.

5. Click <Save> to save the settings.

6. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of the fan modes.
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2-7-16 Web Session

For X10 or Newer Versions of Motherboards

This page allows you to configure web session parameters. When you click on Web
Session in the Options window, the following screen will display:

Host Identification-

SUPERMICRS Server: 172.031.034.207 @ NormalQRefresh(HLogout/English V|
é / User:

ADMIN _(Administrator )

System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
© configuration © Web Session @ Help : Web Session
Set the Timeout value (minute)
© Aerts of Web Session range from 1

1030 0r 0 for never tmeout

This page enters web session parameters (Default Timeout is 30

© ate and Time

Sore @ ‘Sesslon timeout value (minutes, range:1-30, O:never tmeout)
© Active Directory

© RADIUS %l
© Mouse Mode

© Network

© oynamic DNS

© sure

© ss Certification

© users

©rort

© IP Access Control

© snwp

1. Enter the session timeout value. Values are in minutes and range from 0-30.
The default timeout value is 30 minutes. 0 is unlimited.

2. Click <Save> to save the settings.

3. Click the <Help> tab to display the Help menu. The menu defines the web
session parameters.

4. Click the <Help> tab to display the Help menu.
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2-7-17 Syslog

For X10 or Newer Versions of Motherboards

This page allows you to configure Syslog setting. When you click on Syslog in the
Options window, the following screen will display:

# Note 1: The SFT-OOB-LIC license is required for the feature.

Note 2: All Health Event Log and Maintenance Event Log information is
available to the syslog server for X11 or newer versions of motherboards.

Host Identification:

Sorver: 1723132148 7 2 (o [Exgin gl o |
User:  ADMIN (Administrator ) ©AC
System Server Health Configuration Remote Control  Virtual Media Maintenance Wiscellaneous Help
© Configuration @ Syslog @ Help: Syslog
“This feature allows the user to configure
© Alerts Syslog seftings.
This page is used to modify Syslog server seftings.
@ Date and Time 1. Before using this feature, ensure
hatthe Sysiog server s ready.
2. Check the [Enable Syslog] box to
© Loap enable S
ysiog support.
O Enable Sysiog 3. Enter the address of the Sysiog
@ Active Directory Syslog Server Port 0 server.
4 Enfer the port number for the
Syslog server.
© RADIUS Save 5. Click [Save] to compiete the
configuration.
© bt o ®

1.

© Network

© Dynamic DNS
© swre

© ssL certiication
© users

© Pt

© 1P Access Control
© snwp

& Fan Mode

A Wah Cacsinn

Check the box to enable Syslog. Once it is enabled, enter the information in
the fields below.

2. Enter the IP address number of Syslog Server 1 and the port number in the

field.

3. Click <Save> to save the settings.

4. Click the <Help> tab to display the Help menu.
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2-7-18 KCS Control

For X11 Versions of Motherboards Only

This page allows users to secure their environment by giving the appropriate
privilege to access KCS interface. When you click on KCS Control in the Options
window, the following screen will display:

@;

System

st Identification-
Server: 1723132148
user:  ADMIN ( Administrator )

oy e —] o |

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous

Help

© configuration & KCS Control @ Help: KCS Control
‘This feature allows use to secure their
© Alerts environment by giving appropriate

s page is used fo modily KCS channel priviege. MRty dcoeec KESTNRTace.
© Date and Time
1. [Administrator] Any user

accessing KCS interface uil be

eilose KeS Chamnel Prwl\ege@ able 0 6o all he operations that
Saminrator usercan co-
© Active Directory 2 [Operator]: Any user accessing
KCS tertace wil ba able 10 &l
he operatons that user ih
© RADIUS Operator privilege can do.
R Inertacs il b2 abie {0 o al he

operations that user vith User

privilege can do.

© Network 4. [Callback]: This may be
considered the lowest priviiege

level. Only commands necessary.

to support nitiating a Callback are

allowied.

© Dynamic DNS
© swrp

© ssL Certinication
© Users

© ot

© 1P Access Control
© snwp

© Fan Mode

© web session

© sysiog

© Kes Control

© ssop

1. Select the privilege from the drop-down menu. Options include:

® Administrator: User will be able to do all the operations Administrator privilege
entails.

® OQperator: User will be able to do all the operations Operator privilege entails.
® User: User will be able to do all the operations User privilege entails.

® (Callback: This may be considered the lowest privilege level. Users will only be
allowed to use commands necessary to support initiating a Callback.

2. Click <Apply> to apply privilege.

3. Click the <Help> tab to display the Help menu.
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2-8 Remote Control

For X10 or Newer Versions of Motherboards

This section allows the user to carry out activities and perform operations on a
remote server via remote access. When you click Remote Control in the Options
window, the following screen will display:

7 Note: Settings will vary by system.

Host Identification:
Server: 1723132 148
User:  ADMIN  (Administrator )

Io% Jes i — o |

@;

System

Server Health Configuration Maintenance Miscellaneous

Remote Control Virtual Media

© Remote Control © Remote Control Help: Remote Control
“This feaure allows users fo carry out
& Remote Console Use these pages to perform various remote ti servers, such as ts 3 activities and perform operations on a

remote server va remole access.
© Power Control

+ Power Control - See the server pover state and perform pover control functions.

@ + Remote Console: Launch the iKVH with Java plug-in or HTILS and manage the server remotely
© Launch SOL + Launch SOL : Launch the SOL console.

1. This section allows the user to configure the following settings.

® Remote Console: To launch the iKVM with Java plug-in or HTML5 and man-
age the server remotely.

® Power Control: To see the server power state and perform power control
functions.

® | aunch SOL: To launch the SOL console.

2. Click <Help> to display the Help menu for the Remote Control page.

2-68



Chapter 2: Configuring BMC/IPMI Settings

2-8-1 Launch Console Redirection

This feature allows you to launch Console Redirection via IKVM (keyboard, video/
monitor, mouse) support. When you click Console Redirection in the Options win-
dow, the following screen will display:

Server: 1723132148
User:  ADMIN ( Agministrator )

System

IoY I — o |

Server Health

Remote Control Virtual Media Maintenance Miscellaneous

Configuration

=/
© Remote Control © Remote Console Help: Remote Console
Users can access servers remotely
© Remote Console using this page.
his page can be used 0 access a server remotely using IKVH yih Java pug-i or KTMLS.
ower Control o launch a remoe console via
Power Control 1.To launch a remole consol

java or Active X (for Internet

© Launch soL

T
Curtent nteface: JAVA plug-n chock v Gouriond page and e
browser security option.
@) (wwecorsor) 2 Aava losding &cesn il then
T o e pa
ocang
.12 arihg scroen appears ater
r the loading screen, click [Run] to
% lanchinsremos conson

: _— 4. Since this implementation is based
Do you want to run this application? on fairly new HTMIL5 technology, it
is highly recommended that you
use the most up-to-date browser.
5. Feature Limitation: Vide

, o
@ — Name: Java viewer recording only works the in

Chrome browser.

« Publisher: Super Micro Computer, Inc
= User Options
— Locations: https://172.31.34.207:443

1. [HERE] Click to modiy the.
Launched from downloaded JNLP file Interface of remote console.

This application wil run with unrestricted access which may put your computer and persanal
information at risk. Run this application only i you trust the locations and publisher above.

[ Do not show this again for this app from the pubiisher above

“ More Information Run 1} Cancel

L ©)

1. Click [here] to set the default interface of the Remote Console. Options
include the default Java plug-in and HTML5. User will be taken to the Remote
Console Settings page.

2. To use the Java interface, select Java plug-in.

3. Click <Save> to confirm chosen interface option. User will be brought back to
Remote Console page.

4. Click <Launch Console> on the Console Redirection screen to launch the
remote console via Java. You need to have Java installed in your system to
launch the console. A dialog box will display to indicate that Java is launching

5. Click <Run> to launch the remote console. The main screen like the one
below will appear. Note that your screen may not look exactly like the one

below.

6. Click <Help> to display the Help menu for the Remote Console page.
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2-8-1a Console Redirection - Virtual Device

For X10 or Newer Versions of Motherboards

This feature allows you to configure virtual device settings for your console redi-
rection.

Record Macro Options UserlList Capture PowerControl Exit

Virtual Storage Aptio Setup Utility - Cop
Virtual Keyboard

em Date

1. Click Virtual Media to configure virtual device settings of a server at a remote
site via Console Redirection.

2. Click Virtual Storage to select a device you want to connect to the remote
server as a virtual device.

3. Click Virtual Keyboard to launch the virtual keyboard.
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Virtual Storage

When you click on Virtual Storage as described on the previous page, the follow-
ing screen will appear. You are able to use up to three devices for virtual storage.

1.

|£] Virtual Storage 1.2 r2 E‘ = @

Devicel | Device2 | Device3
Settings for Device1

Logical Drive Type Image File Name and Full Path

osoos <] -]

‘ Refresh | | Plug in | [ Plugout ‘ ‘ oK ‘
2\
@') Conn@on Status History @) @

Select the logical drive type from the dropdown menu. The options are as
follows:

® /SO File: Select this feature to browse for an ISO file and upload it to the
system.

® HD image: Use this feature to select a virtual HD image and install it into
the system.

® (C: SATA HD: Use this feature to select a SATA HD from the local computer
you are using to access the BMC IPMI.

® D: SATA HD: Use this feature to select a SATA HD from the local computer

you are using to access the BMC IPMI.
Click on <Plug in> to mount the selected drive.
Click on <Plug out> to unmount the selected drive.
Click on <Refresh> to refresh the connection status.

Click on <OK> to save the changes and exit the window.
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Virtual Keyboard

When you click on Virtual Keyboard in the Virtual Media menu, the virtual keyboard
will appear.
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2-8-1b Console Redirection - Record

For X10 or Newer Versions of Motherboards

This feature allows you to record media displayed for your console redirection.

Virtual Media Macro Options UserList Capture Power Control Exit

up Utility

Save In: ‘|j Documents

3 Adobe
[ Snagit

®

File Name: H |

Files of Type: "'.ﬂ\'i |v‘

1. Click on Start from the Record menu to start recording. The window shown
above will appear.

2. Then select the location to save the recording.
3. Enter a file name.
4. Click <Save> to save the settings and begin recording. If you want to exit the

window without recording, click <Cancel>. The recording process will continue
until you click on Stop under the Record menu.
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2-8-1c Console Redirection - Macro

For X10 or Newer Versions of Motherboards

This feature allows you to configure Macro settings for your console redirection.

Options  User List Capture Power Control  Exit
[ Hold Right Alt Key
[ Hold Left Alt Key
Right Windows Key »
Left Windows Key »

Macro

1. Click Macro to configure the Macro settings for your remote server. The fea-
tures include the following:

® Hold Right Alt Key: This item performs the same function as holding down
the right <Alt> key.

® Hold Left Alt Key: This item performs the same function as holding down the
left <Alt> key.

® Right Windows Key: This item performs the same function as you pressing
the right <Windows> key. Select Hold Down or Press and Release.

® [eft Windows Key: This item performs the same function as pressing the left
<Windows> key. Select Hold Down or Press and Release.
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Macro: Click this item to activate a pull-down submenu. The Macro submenu
includes the following items:

® Ctrl+Alt+Del
® Alt+Tab

® Alt+Esc

® Ctrl+Esc

® Alt+Space

® Alt+Enter

® Alt+Hyphen
® Alt+F4

® Alt+PrntScrn
® PrntScrn

° F1

® Alt+F1

® Pause
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2-8-1d Console Redirection - Options

For X10 or Newer Versions of Motherboards

This feature allows you to configure Options settings for your console redirection.

o i adia Recosd aced User List Capture Power Control  Exit
[oRngy: Hotkey Settings
Preference
Full-Screen Mode

Keyboard Mouse Hotplug o

1. Click on Options to activate the pull-down menu to configure options settings.
The options menu allows you to configure the following settings:

® HotKey

® Preference

® Full-Screen Mode

® OSD Ul Style

® Keyboard Mouse Hotplug
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Options - Hotkey Settings

This feature allows you to configure the hotkey settings for your console redirection.

Virtual Media Record Macro | [ ms | UserList Capture Power Control Exit
Hotkey Settings ht (C) 2017 Americar
Preference
Full-Screen Mode
0SD Ul Style
Keyboard Mouse Hotplug 5 r05

Hotkey Settings
action @ Hotkeys @
Adjust Mouse
Exit Remote Location
Full-Screen Mode
Refresh screen
Send Ctri+Alt+Del
Togale Mouse Display
Toggle Ul Display

Keyboard Monitor

©) ® ® @

| Start ‘ | Stop | | Assign ‘ ‘ Close ‘ | Default |

1. To assign a hotkey for an action, click Hotkey Settings under the Options
menu. A Hotkey Settings window will appear.

2. Click <Start>

3. Enter the hotkey of your choice. It can be a single word or a combination.
4. Click <Stop>

5. Select an item from the action list.

6. Click <Assign>

7. Click <Close> to exit the window.
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Options - Preference (Display)

This feature allows you to configure video recording settings for your remote con-
sole.

Virtual Media Record Macro

UserList Capture Power Conirol Exit

Recording Time

Enable auto stop after j minute(s)

Display Scale
Low |

®
235
Compression @

® Normal Mode
) Enhanced Text Mode

Image Quality @
Low =———I }————= High

®

1. Click Preference under the Options menu. The Preference settings box will
display. The first tab is Display.

2. The Recording Time section refers to video recording. If you want to automat-
ically stop recording after a preset time, check the box, then input the number
of minutes that should pass before the recording should automatically stop.

3. Use the slider on the Display Scale to set the appropriate scale setting for
your display from Low (25) to High (100).

4. You can change the compression options under the Compression section.
5. You can adjust the image quality settings in accordance with varying degrees
of network traffic. To ensure the best image quality, select High for heavier

network traffic connections and select Low for lighter network traffic.

6. Click on <OK> to save the new settings. To exit the Preference window with-
out saving, click <Cancel>.
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Options - Preference (Input)

This feature allows you to configure input settings for your remote console.

Virtual Media Record Macro Userlist Capture Power Control  Exit
Hotkey Settings
Preference
Full-Screen Mode
‘OSD UI Style

it @ Preference
Display | Input | Language Setting | Window

Mouse Settings.

Enable Mouse Input

@ Absolute Mouse (Windows, Ubuntu, RHEL 6.x and later)
) Relative Mouse (Rest of the Linux)

» Single Mouse

Keyboard Settings
Enable Keyboard Input

T
;@:.

[v] Repeat Key Timeout E N I |
Oms  500ms 1000ms

@

1. When you click Preference under the Options menu, the Preference settings
box will display. The second tab is Input.

2. Check the Enable Mouse Input box to enable mouse support so that you can
use the mouse as an input device. Once mouse support is enabled, you need
to set a proper mouse mode for your remote console. Check the correspond-
ing radio button from the list below.

® Select Absolute Mode if you have Windows, Ubuntu, and RHEL 6.x.
® Select Relative Mouse for the Linux OS.
® Single Mouse

3. Check the Enable Keyboard Input box to enable keyboard support so that
you can use a soft keyboard as an input device. From the Keyboard Layout
pull-down menu, select the right language setting for your soft keyboard. The
language options are the following:

® English
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® Chinese (traditional)
® Japanese
® Germany
® French
® Spanish
® Korean
® |talian
® United Kingdom
® Swiss
4. To timeout repeated keystrokes, check the Repeat Key Timeout box, and use
the slider on the scale to select the appropriate timeout settings for repeat

keystrokes from Oms to 1000ms (microseconds).

5. Click <OK> to save the new settings or click on <Cancel> to exit the Prefer-
ence window without saving.
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Options - Preference (Language Setting)

This feature allows you to configure language settings for your remote console.

Virtual Media Record Macro UserlList Capture Power Control Exit

Hotkey Settings
0 Preference
Full-Screen Mode
0OSD Ul Style
|| Preference
m Language Setting | Window
Language Setting

@ e s ]

1. When you click Preference under the Options menu, the Preference settings
box will display. The third tab is Language Setting.

2. From the pull-down menu, select the language you want to use for your
remote console. The language options are the following:

® English

® Japanese
® German
® French

® Spanish
® Korean

® |talian

3. Click on <OK> to save the changes and exit the window. To exit without sav-
ing, click <Cancel>.
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Options - Preference (Window)

This feature allows you to configure language settings for your remote console.

Virtual Media Record Macro User List Capture Power Control  Exit

Preference

Full-Screen Mode
0SD Ul Style
Keyboard Mouse Hotplug |

@ Preference EI@

Display Tmpm TLanguage Setting rmmm- ImiiE

Auto-resize window

1. When you click Preference under the Options menu, the Preference settings
box will display. The fourth tab is Window.

2. Check Auto-resize window to reset the size of your display window.

3. Click <OK> to save the change and exit the window. To exit without saving,
click <Cancel>.
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Options - Preference (Video Stream Control)

This feature allows you to configure window settings for your remote console.

Virtual Media Record Macro UserList Capture Power Control  Exit
[ Hotkey Settings
Preference
Full-Screen Mode
‘OSD Ul Style

T Keyboard Mouse Hotplug |

@ Preference
Video Stream Control
LAN Flow Control

@ [ Enable Flow Control

() soone[r5xcanons [g]

1. When you click Preference under the Options menu, the Preference settings
box will display. The last tab is Video Stream Control.

2. Check the Enable Flow Control box to enable support for video stream con-
trol.

3. Select the speed from the pull-down menu. The options are as follows:
® 256K Cable/DSL
o T1
° T2

4. Click <OK> to save the change and exit the window. To exit without saving,
click <Cancel>.

2-83



Super BMC IPMI User's Guide

Options - Full Screen Mode
This feature allows you to configure window settings for your remote console.

UserList Capture Power Confrol Exit

Virtual Media Record Macro
PR Hotkey Settings

Preference
Full-Screen Mode @
‘OSD Ul Style

Keyboard Mouse Hotplug

1. Click Full Screen Mode under the Options menu.

2. To leave the full-screen display, click Leave Full-Screen Mode under the Op-

tions menu.
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Options - OSD Ul Style
This feature allows you to configure OSD (On-Screen Display) Ul (User Interface)

style settings for your remote console.

Virtual Media Record Macro User List Capture Power Control  Exit

PH Hotkey Settings.
Preference
Full-Screen Mode

0SD Ul Style @

Keyboard Mouse Hotplug

administrator

1. Click on OSD Ul Style under the Options menu.

2. A gray box with shortcut icons will appear. They are shortcuts to the main
features provided by the firmware for your console redirection. Click on an
icon to activate its function. See the next page for the list of icons and their
functions.
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10.

1.

12.

13

14.

15.

r@@@@@ 2000008 6
E”-ﬁ![ﬂ
@ 800 X 600
@_12?.1}.0.1

Move OSD: Click and drag this icon to move the OSD Ul pop-up screen to a
new location on the display

Hotkey Settings: Click this icon to access the Hotkeys submenu and config-
ure the settings.

Virtual Storage: Click this item to access the Virtual Media submenu and
configure the settings.

Virtual Keyboard: Click this item to access the Virtual Keyboard submenu
and use your virtual (soft) keyboard.

Preference: Click this item to access the Preferences window.

Full-Screen Mode: Click this item to change the size of your display window
to the full-screen mode.

Exit: Click this item to exit from the remote console.

Show User List: Click this item to display the user list.

Menubar Ul Style: Click this item to change the toolbar display format.
Keyboard Mouse Hotplug: Click this item to hotplug keyboard and mouse.
Macro: Click this item to enable Macro support and use Macro features.

Record: Click this item to access the Video Recording submenu and to use
video recording.

. Set power on-off: Click this item to turn the system off.

Resolution: This item displays the remote console resolution in pixels.

IP Address: This item displays the IP address of the BMC IPMI.
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Options - Keyboard Mouse Hotplug

This feature allows you to enable keyboard/mouse hotplug support for your remote
console.

Virtual Media Record Macro UserList Capture Power Control  Exit
Hotkey Settings

Preference

Full-Screen Mode

OSD Ul Style

Keyboard Mouse Hotplug

1. Click Keyboard Mouse Hotplug under the Options menu.
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2-8-1e Console Redirection - User List

For X10 or Newer Versions of Motherboards

This feature allows you to access the user list.

Virtual Media Record Macro  Options Capture Power Control  Exit

p Ut] I @) 017

1. Click on Show User List under the Options to show the user list. A pop-up
window will appear and show the following information:

® Session ID: This item displays the current session ID number.
® User Name: This item displays the name of each user.

® |P Address: This item displays the IP address of the client-server.

[ User List - X
User List

Session D User Name [ 1P Address
190/ADMIN 110134206
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2-8-1f Console Redirection - Capture

For X10 or Newer Versions of Motherboards

This feature allows you to capture the screen displayed on your remote console.

Virtual Media Record Macro Options User List Power Control  Exit

Aptio Setup Utility - |::w:n:wF o"r"iw:an

Administratar

1. Click Full screen view under the Capture menu.
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2-8-1g Console Redirection - Power Control

For X10 or Newer Versions of Motherboards

Under the Power Control menu, you can manage the power state of the system.

gl SctPowerOn

Set Power Off
Software Shutdown
Set Power Reset

Adminis

1. The power control features are the following:
® Set Power On: This feature allows you to turn the system on.
® Set Power Off: This feature allows you to turn the system off.

® Software Shutdown: This feature allows you to perform a graceful shutdown
of the system.

® Set Power Reset: This feature allows you to reset the system.
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1.

Power Control - Set Power On

The Set Power On option allows you to power on the system if the system is off.

Virtual Media Record Macro Options UserlList Capture

Set Power Off
Software Shutdown
Set Power Reset

administratop

Click the Set Power On option under the Power Control menu.
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Power Control - Set Power Off

The Set Power On option allows you to power off the system if the system is on.

Virtual Media Record Macro Opfions UserlList Capture

p Utility - T4l SetPowerOn
Set Power Off
Software Shutdown
Set Power Reset

Administrato

1. Click the Set Power Off option under the Power Control menu.

2-92



Chapter 2: Configuring BMC/IPMI Settings

1.

Power Control - Software Shutdown

The Software Shutdown option allows you to perform a graceful shutdown of
the operating system.

Virtual Media Record Macro Options Userlist Capture

Software Shutdown 0

Click the Software Shutdown option under the Power Control menu.
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Power Control - Set Power Reset

The Set Power On option allows you to reset the system.

Virtual Media Record Macro Options UserlList Capture
PRl Set Power On
Set Power Off

Software Shutdown
set Power Reset (1)

1. Click the Set Power Reset option under the Power Control menu.
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2-8-1h Console Redirection - Exit

For X10 or Newer Versions of Motherboards

The last tab allows you to exit the remote console.

Virtual Media Record Macro Options UserlList Capture Power Control Exit o

Aptio Setup Utility - Caop C) 2017 American

Are you sure??

@ [re=]lte]

1. To exit the Console Redirection, click on Exit under the Exit menu.

2. Click on <Yes> in the Exit dialog box to exit.
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2-8-2 iKVM/HTMLS5

This feature allows you to launch iIKVM/HTMLS5 via IKVM (keyboard, video/moni-
tor, mouse) support. When you click Remote Console in the Options window, the
following screen will display:

ost Identification:
Server: 1723132148
User:  ADMIN ( Administrator )

[Ofs¥ Jci=r=mm—| o |

System Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous Help

& Remote Control © Remote Console @ Help: Remote Console
Users can access servers remotely
© Remote Console using tis page.
remotely HTLS
© Power Control 1.To launch a remote console via
» Java or Active X (for Internet
CY h SOL Ll Explorer), click on [Launch
_— o set the Remote Console default interface, please click. here ‘Console]. It will automatically start

the download. Ifthe download is
blocked due to security reasons,
check the download page and the
browser securiy option.

2 AJava loading screen wil then
appear to incicate that Java is

pp Curentinterface: JAVA plug-in

= B launching.
Lname-man o s bootsrsp 113 warning screen appears after
the loading screen, cick [Run] to
VitualKeyboard  VitualMedia  Record  Macro  Optins  UserList  Capure  PowerControl  Help aunch the remote console.

Since this implementation is based
on fairly newr HTMILS technology, it
is highly recommended that you
use the most up-to-date browser.
Feature Limitation: Video
recording only wiorks the in
Chrome browser.

Options:

1 [HERE]: Click to modiy the
interface of remote console.

Systen Date

1. Click [here] to set the default interface of the Remote Console. Options
include Java plug-in and HTML5. User will be taken to the Remote Console
Settings page.

2. To use the HTMLS5 interface, select HTMLS5.

3. Click <Save> to confirm chosen interface option. User will be brought back to
Remote Console page.

4. Click <Launch Console> on the Console Redirection screen to launch the
remote console via HTML5. The main screen like the one above will appear.

5. Click <Help> to display the Help menu for the Remote Console page.
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2-8-2a iKVM/HTMLS5 - Virtual Device

For X10 or Newer Versions of Motherboards
This feature allows you to configure virtual device settings.

/ Note: Virtual Media features require SFT-DCMS-Single license to operate.

®

@ Virtual Keyboard ~ Vitual Media ~ Record  Macro  Options  UserList ~ Gapture  Power Control  Help

@ | Vitual Keyboard |

System Date

1. Click Virtual Keyboard to select virtual keyboard.

2. Click Virtual Keyboard to launch the virtual keyboard.

3. Click Virtual Media to configure virtual device settings of a server at a remote
site via Console Redirection.
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Virtual Keyboard

When you click on Virtual Keyboard in the Virtual Media menu, the virtual keyboard
will appear.

Esc IF1|FZIF3|F4JF5JF6JF7JF8JF9JF10 F11]F12 Prsc|scik|Pause
“J1]z]3]4]s]e]7]s]s]o]-]|=]sksp | ns |vome|rgup [m
TablqlwlelrJtJyJuJiJonJ[J]J\ Del |End |PgDn 7 8 9 !
Caps]a]s]d]flg]h]j k 1]; 'IEnter‘ 4 5 [ =
shift |z|x|c|v]b|n|m|.].]/]shift 1] 1|z ]3] -
ctr1|win]mt] IA'ItI'anIMenuICtr'I - | |- 0 a |+
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@
®

2-8-2b iKVM/HTMLS5 - Record

For X10 or Newer Versions of Motherboards

This feature allows you to record the media displayed.

Virtual Keyboard  Virtual Media ~ Record  Macro  Options  UserList  Caplure  PowerControl  Help

P Start
;1 Stop
System Date
1. Click on Start from the Record menu to start recording.
2. The recording process will continue until you click on Stop under the Record

menu.
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2-8-2¢ iIKVM/HTMLY5 - Macro

For X10 or Newer Versions of Motherboards

This feature allows you to configure Macro settings.

@

1.

Virtual Keyboard Virtual Media Recor Macro Options User List Capture Power Control Help

Hold Right Alt Key
Hold Left Alt Key
Right Windows Key
Left Windows Key

Macro

Sustem Date

Click Macro to configure the Macro settings for your remote server. The fea-
tures include the following:

® Hold Right Alt Key: This item performs the same function as holding down

the right <Alt> key.

® Hold Left Alt Key: This item performs the same function as holding down the

left <Alt> key.

® Right Windows Key: This item performs the same function as you pressing

the right <Windows> key. Select Hold Down or Press and Release.

® [eft Windows Key: This item performs the same function as pressing the left

<Windows> key. Select Hold Down or Press and Release.
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Macro: Click this item to activate a pull-down submenu. The Macro submenu
includes the following items:

® Ctrl+Alt+Del
® Alt+Tab

® Alt+Esc

® Ctrl+Tab

® Alt+Space

® Alt+Enter

® Alt+Hyphen
® Alt+F4

® Alt+PrntScrn
® PrntScrn

° F1

® Alt+F1

® Pause
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2-8-2d iKVM/HTMLS5 - Options

For X10 or Newer Versions of Motherboards

This feature allows you to configure Options settings.

@ Virtual Keyboard __ Virtual Media___Record _ Macig ~ Options ~ UserList  Capture  PowerControl  Help
>

Hotkey Settings
Preference

Full-Screen Mode

Keyboard Mouse Hotplug

System Date

1. Click on Options to activate the pull-down menu to configure options settings.
The options menu allows you to configure the following settings:

® HotKey

® Preference

® Full-Screen Mode

® Keyboard Mouse Hotplug
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Options - Hotkey Settings

This feature allows you to configure the hotkey settings.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

(‘D Hotkey Settings

Preference

Full-Screen Mode

Keyboard Mouse Hotplug |

System bate
Hotkey Settings

Hotkeys.

Action Hotkeys
Adjust Mouse Girl+Shift+F2
Exit Remote Location Ctrl+Shift+F3
Refresh Sereen Cirl+Shift+F4
Send Ctri+Alt+Del Cirl+Shift+F5

Toggle Mouse Display Grl+Shift+F6

Keyboard Monitor

1. To change the hotkey value for an action, click Hotkey Settings under the
Options menu. A Hotkey Settings window will display the hotkeys with its cor-
responding actions.

2. To change the hotkeys, click on the line with the hotkey you want to change.
The value of the line you chose should automatically appear in the keyboard
monitor section below.

3. Enter the hotkey of your choice. It can be a single word or a combination.

4. Click change <Change> to confirm the changed value.

5. Click <Default> to restore the hotkeys to the default values.

6. Click <Close> to exit the window.
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Options - Preference (Display)

This feature allows you to configure video recording settings.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

Hotkey Settings
Preference

Full-Screen Mode

B Keyboard Mouse Hotplug |

System Date

Preference

Display ~ Input  Language Setting  Video Stream Control

Recording Time

© Enable avosopatief Jminues)

Display Scale: 100%

Image Quality

Image Quality: Medium
——

1. Click Preference under the Options menu. The Preference settings box will
display. The first tab is Display.

2. The Recording Time section refers to video recording. If you want to automat-
ically stop recording after a preset time, check the box, then input the number
of minutes that should pass before the recording should automatically stop.

3. Use the slider on the Display Scale to set the appropriate scale setting for
your display from Low (10) to High (100).

4. You can adjust the image quality settings in accordance with varying degrees
of network traffic. To ensure the best image quality, select High for heavier
network traffic connections and select Low for lighter network traffic. The
default setting for Image Quality is Medium.

5. To exit the Preference window without saving, click <Cancel>.
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Options - Preference (Input)

This feature allows you to configure input settings.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

Hotkey Settings

@) Freersnce

Full-Screen Mode

Setup Utility
Keyboard Mouse Hotplug

System Date

Preference

Display | Input | Language Setting  Video Stream Control

Mouse Settings

©Absolute Mouse (Windows, Ubuntu, RHEL 6.x and later)
CRelative Mouse (Other Linux distributions)

Osingle Mouse

1. When you click Preference under the Options menu, the Preference settings
box will display. The second tab is Input.

2. To set a proper mouse mode for your remote console, check the correspond-
ing radio button from the list below.

® Select Absolute Mode if you have Windows, Ubuntu, RHEL 6.x and later.
® Select Relative Mouse for the Linux OS.
® Single Mouse

3. Click <Cancel> to exit the Preference window.

2-105



Super BMC IPMI User's Guide

Options - Preference (Language Setting)

This feature allows you to configure language settings.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

Hotkey Settings

@) Freersnce

Full-Screen Mode

Setup Utility
Keyboard Mouse Hotplug

System Date

Preference

Display ~ Input | Language Setting | Video Stream Control

Language Settings

(2) Language setting[Engish v ]

1. When you click Preference under the Options menu, the Preference settings

box will display. The third tab is Language Setting.

2. From the pull-down menu, select the language you want to use for your

remote console. The language options are the following:
® English

® Japanese

® Deutsch

® French

® Spanish

® |taliano

3. Click <Cancel> to exit the Preference window.
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Options - Preference (Video Stream Control)

This feature allows you to configure window settings.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

Hotkey Settings

@) Freersnce

Full-Screen Mode

B Keyboard Mouse Hotplug |

System Date

Preference

Display ~ Input  Language Sefting  Video Stream Control

LAN Flow Control

[ Enable Flow Control

Speed [256K Cable/DSL ¥

1. When you click Preference under the Options menu, the Preference settings
box will display. The last tab is Video Stream Control.

2. Check the Enable Flow Control box to enable support for video stream con-
trol.

3. Select the speed from the pull-down menu. The options are as follows:
® 256K Cable/DSL
o T1
° T2

4. Click <Cancel> to exit the Preference window.
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Options - Full Screen Mode

This feature allows you to configure window settings for your remote console.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

Hotkey Settings
Preference

(1) Fuil-Screen Mode
Keyboard Mouse Hotplug

System Date

1. Click Full Screen Mode under the Options menu.

2. To leave the full-screen display, click Full-Screen Mode under the Options
menu.
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Options - Keyboard Mouse Hotplug

This feature allows you to enable keyboard/mouse hotplug support for your remote
console.

VitualKeyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ Userlist  Capture  Power Control  Help

Hotkey Settings
Preference
Full-Screen Mode

Copy atrends, Inc.
0 Keyboard Mouse Hotplug

System Date

1. Click Keyboard Mouse Hotplug under the Options menu.
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2-8-2e iKVM/HTMLS5 - User List

For X10 or Newer Versions of Motherboards

This feature allows you to access the user list.

Virtual Keyboard ~ Virtual Media ~ Record ~ Macro ~ Options ~ UserList  Capture  Power Gontrol  Help

@ | Show User List

)12 American Megatrends, Inc.

System Date

1. Click on Show User List under the Options to show the user list. A pop-up
window will appear and show the following information:

® Session ID: This item displays the current session ID number.

® User Name: This item displays the name of each user.

® |P Address: This item displays the IP address of the client-server.

User List
Session ID User Name IP Address
686 ADMIN 010.001.037.173
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2-8-2f iKVM/HTMLS - Capture

For X10 or Newer Versions of Motherboards

This feature allows you to capture the screen displayed on your remote console.

Vitual Keyboard  Virtual Media ~ Record ~ Macro  Options  Userlist ~ Capture  Power Control  Help

(1)‘ Current Sereenshot |

System Date

1. Click Current Screenshot under the Capture menu.
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2-8-2g iKVM/HTMLS5 - Power Control

For X10 or Newer Versions of Motherboards

Under the Power Control menu, you can manage the power state of the system.

Virtual Keyboard ~ Virtual Media ~ Record  Macra  Options  User List Cap@ Power Control  Help

Set Power On
Set Power Off
Software Shutdown

Set Power Reset

System Bate

1. The power control features are the following:
® Set Power On: This feature allows you to turn the system on.
® Set Power Off: This feature allows you to turn the system off.

® Software Shutdown: This feature allows you to perform a graceful shutdown
of the system.

® Set Power Reset: This feature allows you to reset the system.
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1.

Power Control - Set Power On

The Set Power On option allows you to power on the system if the system is off.

Virtual Keyboard ~ Virtual Media ~ Record ~ Macro  Options ~ Userlist ~ Capture  PowerControl  Help

(1) setPoweron
Set Power Off
Software Shutdown

Set Power Reset

System Date

Click the Set Power On option under the Power Control menu.
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Power Control - Set Power Off

The Set Power On option allows you to power off the system if the system is on.

Vitual Keyboard ~ Virtual Media ~ Record ~ Macro  Options  Userlist  Capture  PowerControl  Help

Set Power On
Set Power Off
Software Shutdown

Set Power Reset

1. Click the Set Power Off option under the Power Control menu.
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1.

Power Control - Software Shutdown

The Software Shutdown option allows you to perform a graceful shutdown of
the operating system.

Virtual Keyboard ~ Virtual Media ~ Record ~ Macro  Options ~ Userlist ~ Capture  PowerControl  Help

Set Power On
Set Power Off
Software Shutdown

Set Power Reset

System Date

Click the Software Shutdown option under the Power Control menu.
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1.

Power Control - Set Power Reset

The Set Power On option allows you to reset the system.

Virtual Keyboard ~ Virtual Media ~ Record ~ Macro  Options ~ Userlist ~ Capture  Power Contral  Help

Set Power On

Set Power Off
Software Shutdown
o Set Power Reset

System Date

Click the Set Power Reset option under the Power Control menu.
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2-8-2h iKVM/HTMLS5 - Help

For X10 or Newer Versions of Motherboards

The last tab allows you to exit the remote console.

Virtual Keyboard ~ Virtual Media ~ Record ~ Macro  Options ~ Userlist ~ Capture  Power Control  Help

@

2012 American

Sustem Date

1. Click the <Help> tab to open Help webpage.
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2-8-3 Power Control

For X10 or Newer Versions of Motherboards

This feature allows the user to check the power state and manage the system. When
you click on Power Control in the Options window, the following screen will display.

@CAEE __ VE

~. fHost i
éwzxmcxo Server: 17231.32.143
User: _ ADMIN __ (Administrator )

Virtual Media

Remote Control

system Server Health Configuration Maintenance Miscellaneous Help

© Remote Control @ Power Control Help: Power Control
This page allows users to monitor and
@ Remote Console control system power.
“Tris page displays the curren pover talus of the senver.
© Power Control 1.To reset the host server, ick
[Reset erver]
2.To power offa remate server
© Launch soL Host is currently on immediately, click [Power Off

Server - Immediate]

3. To power off and shutdown a
remote server orderty, click
[Power Off Server - Orderly
Shutdown]

® Reset Server

O Pover OFf Server - Immediate
@ ; 4 To por on a remote erver,cich
O Power Off Server - Orderly Shutdown [Power On Server]
5.To reset the power of a remote
Povier On Server server, clck [Power Cycle
O Power Cycle S Server]
O Power Cycle Server 6 Then press [Perform Action] to

finish the desired change.

® [Portorm Action

1. To enter the screen shown above, click the "Power Control" item in the Re-
mote Control sidebar. The following options are listed:

® (Click on Reset Server to reset the host server.

® Click on Power Off Server - Immediate to power off the remote server im-
mediately.

® Click on Power Off Server - Orderly Shutdown to power off and shut down
the remote server in an orderly fashion.

® Click Power On Server to power on the remote server.
® Click Power Cycle Server to power cycle the remote server.
2. Click <Perform Action> after choosing an option to commence

3. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of all the power modes.
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2-8-4 Launch SOL

For X10 or Newer Versions of Motherboards

This feature allows you to launch the remote console by using SOL (Serial over
LAN). This feature provides serial port connections over LAN to allow the user to
access a host server via console redirection. It also allows a system administrator
to monitor and manage a server from a remote site.

fost Identification:
Server: 1723132148
ADMIN

(5] Englh ]
User (dminsttor) @S 2 (o [Engis [ o |

System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Helo (4

© Remote Control @ Launch SOL Help: Launch SOL
This feature allows users to faunch a
@ Remote Console remote console using SOL (Serial over

LAN), which provides serial port
e e0e e e e connections over LAN to access a host

© Power Control Server via console redrecion It a0
Slows he system samintretor o
RaTSOL monitor and manage servers from a
O e e
[Launch oL consol trough SOL. pleass consider

the following Setups.

1. Console redirection must be
enabled in BIOS

™| 2 The remote system has been

% | " configured properly based on the

operating system in use.

Do you want to run this application?
Name: Java viewer
- Publisher:  Super Micro Computer, Inc
— Locations:  https:/f172.31.34.207:443
Launched from downloaded JNLP file

This application wil run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above

[] Do not show this again for this app from the publisher above

€Y voemroman Cancel
X ® J

1. To enter the screen shown above, click Launch SOL in the left column.
2. Click the <Launch SOL> button to launch SOL.

3. In the dialog box that asks "Do you want to run this application?" click <Run>.
The SOL Viewer screen will appear as shown on the next page.

4. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of the SOL Console.
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® o
}

j

®
v

Baud Rate (bps) | 115200 | v

1. You can select a baud rate (bps) from the pull-down menu as your SOL trans-
fer rate. The options are listed below. Make sure that the baud rate selected
here matches the baud rate set in the UEFI BIOS.

9600 bps (bits per second)

® 19200 bps

e 38400 bps

57600 bps
® 115200 bps

2. Once you have selected the baud rate, click <Start> to start the session.
Once you have started the session, you can input SOL commands through

the command-line interface.

3. Click <Stop> to stop the SOL connection.
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2-9 Virtual Media

For X10 or Newer Versions of Motherboards

This feature allows you to upload and share images via the BMC (Baseboard
Management Controller). These images will be emulated to the host server as USB

applications. When you click Virtual Media in the Options window, the following
screen will display:

fost Identificatio
Server: 172.031.034.207
U MIN

( Agministrator )

Server Health Configuration

Remote Control  Virtual Media Maintenance

© Virtual Media @ Virtual Media ®

© CD-ROM Image

+ Floppy Disk M
+ CDROMImago - Sharo @ CD. a 768 s
Govio.

1. This section shows information related to virtual media, such as the Floppy
Disk and the CD-ROM Image.

® Floppy Disk: Upload a binary image with a maximum size of 1.44MB. This
image will be emulated to the host as a USB device.

® CD-ROM Image: Share a CD-ROM image over Windows Share with a maxi-
mum size of 4.7GB. This image will be emulated to the host as a USB device.

2. Click the <Help> tab to display the Help menu for the Virtual Media page.
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2-9-1 Floppy Disk

For X10 or Newer Versions of Motherboards

This feature allows you to configure the Floppy Disk image files for sharing. When
you click Floppy Disk in the Options window, the following screen will display:

ost dentifcation:
Server: 1723132143
User:  ADMIN ( Adminisirator )

@;

system

oy e — o |

Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous Help

© virtual Media © Floppy Disk Qelp: Floppy Disk
‘This page is used to upload a floppy
© Floppy Disk disk and check the status of available
flash devices.
‘This page is used to upload a binary image (e.q. test img. test ima) with a size of 1.44MB to the BMC. This image
© COROM mage will be emuiated to the host 25 a USB device
1. [Refresh Status]: Use ths button
1o refresh the USB foppy of the
@ —Pp flash device.
Device 1 No disk emulation set. 2 [Choose File]: Select an image
filefrom your database fo your
Device 2 No disk emulation set. console redirection.
3. Ater you have Selected your
Device 3 No disk emulation set. image i, cick on [Upload]to
° Refrosh Status upload yourimage fleto the
semer
+—Q®
@ P Foppy mage i Choose File | No fle chosen )
Upload

1. Displays a list of devices and their status (e.g. Device 1, Device 2, Device 3).

2. Click <Refresh Status> to refresh the Floppy Disk.

3. Click <Browse> to select an image file from a specified location for your
console redirection.

4. After you have selected your image file, click <Upload> to upload your image
file to the server.

5. Click the <Help> tab to display the Help menu. The menu explains the func-
tion of each button on the page.
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2-9-2 CD-ROM Image

For X10 or Newer Versions of Motherboards

This feature allows you to configure CD-ROM image files for sharing. When you
click CD-ROM Image in the Options window, the following screen will display:

system Server Health Configuration

& Virtual Media © CD-ROM Image @ Help: CD-ROM Image

© Fioppy Disk 1. Rotrsh statust o
OMimage overa 768.This fixe 0
© coRomimage g il b oot o th st o3 USB o

@ > )
Ol

‘share host
P

mount]

ek [Une
2. Clck [save]

1. Displays a list of devices and their status (e.g. Device 1, Device 2, Device 3).

2. Click <Refresh Status> to refresh USB Floppy/Flash and CD ROM/ISO
devices.

3. Enter the Share Host server for your console redirection.

4. In the Path to Image field, enter the path to the CD-ROM image file for shar-
ing.

5. In the Users (Optional) field, specify the users that have access to the CD-
ROM image files. (This item is optional).

6. In the Password (Optional) field, enter your user password. (Optional)
7. To mount an image file, click <Save> and then <Mount>.
8. To unmount an image file, click <Unmount> and then <Save>.

9. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to share a CD-ROM image.
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2-10 Maintenance

For X10 or Newer Versions of Motherboards

Use this feature to manage and configure BMC IPMI device settings. When you
click Maintenance in the Options window, the following screen will display:

jost Identificatior
Server: 1723132148
User:  ADMIN  ( Administrator )

5 @ ([ [Engish (3 n

‘m:mmca;

System

Remote Control Maintenance Miscellaneous. Help

Server Health Virtual Media

Configuration

© Maintenance © Maintenance Help: Maintenance
Ths feature alows users to manage
© Firmware Update Use these pages to maintain the IPMI device, such as to update firmware or reset the IPMI device. and configure IPMI device seftings.
@ Unit Reset
@ + Fimware Update - Perform firmware update.
- UnitReset - Reboot IPMI Device
© IKVM Reset B

© Factory Defauit

- m tLog
© IPMI Configuration + BIOS Update  Perform BIOS update.

© Maintenance Event Log

© 8105 Update

1. This screen displays the following items:

® Firmware Update: Click this item to update the remote server's BMC firmware.
The Firmware Update screen is shown in the next section.

® Unit Reset: Click this item to reboot the BMC IPMI controller.
® |KVM Reset: Click this item to reset the IKVM setting.

® Factory Default: Click this item to restore BMC IPMI to the factory default
settings.

® |PMI Configuration: Click this item to save BMC IPMI configuration settings
to a file or to load BMC IPMI configuration settings from a file.

® System Event Log: Click this item to turn on or off the system event log.
® UEFI BIOS Update: Click this item to update the UEFI BIOS.

2. Click the <Help> tab to display the Help menu for the Maintenance page.
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2-10-1 Firmware Update

For X10 or Newer Versions of Motherboards

Use this feature to update the BMC IPMI firmware. When you click Firmware Update
in the Options window, the following screen will display:

PEacss Server: 172091.034.207 @ NormalQRereshLogoulEngish -
ADMIN (A

system Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous Help

© Firmware Update @

© Factory m\m® P [Eniar Upasia iods

© IPMI Configuration
© system Event Log
© 8108 Update

© EC update

© Trouble Shooting

@>—>

Do you want to enter update mode? You will not be sble to perform any
other tasks until firmware upgrade is complete and the device is
rebooted.

1
® o

To update BMC IPMI Firmware, follow the instructions below.

1. Click <Enter Update Mode>.

2. Adialog box will appear. It will ask: "Do you want to enter update mode?"
Click <OK> to proceed with the update.

3. Click <OK> to update your BMC IPMI firmware. After you click <OK> to up-
date the firmware, the Firmware Upload screen will display as shown on the
next page.

4. Click <Cancel> to cancel firmware updates.

5. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to update the firmware.
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After you click <OK> to update the BMC IPMI Firmware, the following Firmware
Upload screen will display as shown below.

Eumma; @ Normal @ Retresh @ Logout [Engl

System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous. Help

© Firmware Upload

buming get 100 percent. Afer tha, lease st wal for system rabadt. The web page wil
receedt o the Lo page automatcaly

6. Enter the name of the firmware you wish to upload. You can also select a
firmware specified location by clicking <Choose File>.

7. Click <Upload Firmware> to upload the selected firmware to the host server.

Warning: To properly update your firmware, do not interrupt the process. The system
will reboot after the firmware update is complete.

8. Click <Cancel> to abort firmware uploading.

7 Note: For documents concerning utility support such as Redfish, SMCIP-

' MITool, SUM, SSM, IPMICFG, SPM, SuperDoctor, UEFI BIOS, RSD/SCC,

TAS, and IPMIView, please refer to our website at https://www.supermicro.
com/products/nfo/IPMI.cfm for details.
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2-10-2 Unit Reset

For X10 or Newer Versions of Motherboards

Use this feature to reset the IPMI device. When you click Unit Reset in the Options
window, the following screen will display:

fost Identiication-
Server: 172.031.034.207
ADMIN

(Adminisirator )

Server Health

Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help

© Unit Reset @ Holp : Unit Resot
Uso i eaturo o roset e
P e
i page ks ontheeset b o b e 1WA vk,
© unitResat
© KM Reset
© Factory Deraut

© system EventLog
© 8105 Update
© Ec Update

© Trouble Shooting

1. Click <Reset> to reset the IPMI device.

2. Click the <Help> tab to display the Help menu for the Unit Reset page.
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2-10-3 IKVM Reset

For X10 or Newer Versions of Motherboards

This feature allows you to reset IKVM. It will reset virtual media as well as the
IKVM keyboard and mouse. When you click IKVM Reset in the Options window,
the following screen will display:

st Identification
Server: 172.031.034.207
User: __ADMIN __(Administrator)

éummcu

System Server Health Configuration Romote Control  Virtual Media Maintenance Miscallaneous Help

@ vomaQrstasn@hoseulErgIER V]

© Maintenance © IKVM Reset ® Help : IKVM Reset
histeature alows you to

© Fimware Update reset IKV. It wil reset vitual
media, IKVM keyboard and

© nit Resot o

© KM Resat

© Factory Dataut

© System Event Log
© 8105 Upaate
© Ec update

© Trouble Shooting

1. Click <Reset> to reset virtual media as well as the IKVM keyboard and
mouse.

2. Click the <Help> tab to display the Help menu for the IKVM Reset page.
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2-10-4 Factory Default

For X10 or Newer Versions of Motherboards

This feature allows the user to restore IPMI to factory default settings. When you
click Factory Default in the Options window, the following screen will display:

fost Identification-
Server: 1723132148
User:  ADMIN  ( Adminitrator )

(Olsy T m— o |

émc“

System

Virtual Media Maintenance Miscellaneous Help

Remote Control

Server Health

Configuration

© Maintenance @ Factory Default Help: Factory Default
This feature allows users torestore IPMI
© Firmware Update 10the factory default seftings
m o estore the B
© Unit Reset
© IKVM Reset
© Factory Default ® Remove current settings but preserve User confgurations

O Remove current setings and restore to factory defautt
© 1PMi Configuration
O Remove current setings and set user defauts to ADMINADMIN

© Maintenance Event,
@ wn

© BIOS Update

1. Click <Restore> to reset the IPMI to factory default settings. The IPMI con-
nection will reset.

2. Click the <Help> tab to display the Help menu for the Factory Default page.
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2-10-5 IPMI Configuration

For X10 or Newer Versions of Motherboards

This feature allows the user to save and restore IPMI configuration settings. When
you click IPMI Configuration in the Options window, the following screen will display:

..... 172091034207
User: ADMIN __(Administator )

@ Mo DRt PlosaulErgi ]

Grmas

system

Remote Control _ Virtual Media Maintenance Miscellancous

Server Health Configuration

© Maintenance @ IPMI Configuration @ Help: IPMI Configuration

© Firmware Update 1. Clck [Save] to save the.

© UnitReset
© IKVM Reset
© recioy DE@._>S.V. 1PM Configuration [ Save]|

© 1PM Configuration

© system EventLog

©f

© 8105 pdate
© Ec Update

© Trouble Shooting

1. Click <Save> to save the current IPMI configuration.

2. Click <Choose file> to select a configuration from a specified location to
reload.

3. Click <Reload> to save the IPMI Configuration settings.

4. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the IPMI configuration.
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2-10-6 Maintenance Event Log

For X10 or Newer Versions of Motherboards

This feature displays the firmware event log. When you click Maintenance Event
Log in the Options window, the following screen will display:

Host Identification
Server: 172.031.034.207
User: __ADMIN __(Administrator)

@ NormaiQRetresh@LogoutEngish V]

Sorver Hoalth

Systom Configuration Remote Control  Virtual Madia Maintenance Miscallansous

& Maintenance © List of System Event Log ® Help : List of System
Event Log
© Firmware Update T page displays the records
45 page isplays te s of e System Even of System events. The event
© unitReset e paan R RSl Sy Frent 9 1og ndicates he time when a

© Factory Default Log Table: 92 enries

© 1PMI Configuration 1P Adaress. Descriptioin

o
1 201771018, 16:40:57 1723108 ADMIN:ogin web
© Syotem EventLog 2 2017/10/18,16:550 1723108 AOMIN:ogin wed
B 20171018,16:59:0 1014980 ADMIN:ogin wed
© 5105 Update 4 201771018,17:01:50 1014063 ADMIN:ogin web
s 20171018,47:10:44 1014980 ADMIN:ogin wed
© Ec Update 6 2017110118,17:15:20 1723108 ADMIN:iogin web
7 201771018,17:32:02 1723108 AOMINaunch IKVM
© Trouble Shooting A 201711018, 18:01:51 1723108 ADMiNogin web
9 2017/10/18,18:05:38 723108 ADMIN:unch IKVM
0 2017710/18,16:06:36 1723108 AOMIN:reset IKVM
W 2017110/18,18:06:39 723108 ADMIN:faunch IKVM
2 2017/10/18,1807:13 1723108 ADMIN:unch IKVM
1 201771018,1807:13 1723108 ADMIN:close KVM
14 201710118, 18:08.01 723108 ADMIN:close KVM
15 201771018, 16:08:04 1723108 OMiNaunch iKVA
s 201771018,18:08:56 1723108 DMiN:cose iKvM

1. Check the <Enable Maintenace Event Log> box to display the records of
system events.

2. Click the <Help> tab to display the Help menu for the Maintenance Event Log
page.
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2-10-7 BIOS Update
This feature allows the user to update the BIOS. When you click BIOS Update in
the Options window, the following screen will display:

” Note 1: For the BIOS update to take effect, please reboot the system.

Note 2: Once the server is in update mode, BIOS will revert back to normal
operating mode even if you abort the update process.

Host Identification
Server: 1723132448

user:  ADMIN  ( Administrator )

éwmwncu

System

(oYl el m— o |

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help

© Maintenance @ @ BIOS Update @ Help: BIOS Update
To update BIOS, follow the instructions

© Firmware Update

This page can be used to update BIOS. 1. Check node product key status.

© unit Reset If key status is inaciive, enter
product key to activate the BIOS
Ticense.

& MRt Select the BIOS image to upload 2 ;‘D‘"‘ai‘"e[“gﬁm E‘FOISI”“EGE

y clicking [Choose File]

© Factory Default Ghoose File |No file chosen 3. Ciick [Update BIOS] to begin

the updating process.
4. Check the following options i

@ IPMI Configuration @ you want to make any

preservation

© Maintenance Event Log e tosion Ok emoment
Engine)

« NVRAM (Non-volatie Random-
Access Memo

- SMEIOS (System Management
BIOS)

& Bi0S Update

5. Gick [Start Upgrade] to inttate
the process.

“[Warning]*": Once the server
i in update mode, BIOS wil
resetin order o go back to
normal operating mode even if
you abort the update process.

1. Check the status of the node product key. If key status is inactive, enter the
product key to activate the SFT-OOB-LIC license.

2. Click <Choose File> to select a BIOS image to upload.

3. Click <Upload BIOS> to begin updating.

4. Check the following options if you want to make any preservation:
® ME region (Management)
® NVRAM (Non-volatile Random-Access Memory)
® SMBIOS (System Management BIOS)

5. Click <Start Upgrade> to initiate the process.

6. Click the <Help> tab to display the Help menu for the BIOS Update page.
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# Note: X9 UP (Uni-processor) motherboards do not support this feature.
This feature is only available on the X9DP (dual-processor) motherboards.

UEFI BIOS Fea- Support
OOB Flash UEFI N
OOB Update Setting
OOB Change SMUEFI
InBand Flash UEFI
InBand Update Setting
InBand Change SMUEFI
InBand SMI E7h support

Z|1Z|1Z2|Z2|Z2|Z2
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2-11 Miscellaneous

This screen displays various features that the user can perform. When you click
Miscellaneous in the Options window, the following screen will display:

fost Identfication:
Server: 1723132148
User:  ADMIN

( Adminitrator )

ecreE——~@

System Server Health

Configuration Remote Control __ Virtual Media Waintenance Miscellaneous Help

© Miscellaneous. @ Miscellaneous Help: Miscellaneous
This feature allows users o perform

© Activate License Use these pages to perform various features, such as to query the POST snooping code. various netviork aciivies incuding
POST (Power-On-Self Test) code

oo queries, RAKP control and UID control

noopin
- @ P This page '8 i Ifthe iense is ot actvated, please ener
orreter
© sMcRAKP

+ POST Snooping - Query the POST snooping code.

+ SMCRAKP - SMC RAKP enableidisable

+ Troubleshoating - This page provides troubleshocling il dovnload.
+ UID Control Set UID On/OR

© Troubleshooting

© ui control

1. This screen displays the following information:

® Activate License: Input the license key to enable advanced features such as
UEFI BIOS update and RAID management.

Post Snooping: Query the post snooping code.

SMC RAKP: Use this feature to enable or disable RAKP (Remote Authen-
ticated Key-Exchange Protocol). If this feature is enabled, it will use SMC
RAKP and standard RAKP protocol will be disabled.

UID Control: Turn on or off the UID on this page.

2. Click the <Help> tab to display the Help menu for the Miscellaneous page.
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2-11-1 Activate License

For X10 or Newer Versions of Motherboards

This page displays the Node Product Key. Enter the license key to enable features
such as OOB (Out of Band) UEFI BIOS update and RAID management. The optional
license key is a paid feature. The part number for the license key is SFT-OOB-LIC
and can be purchased from the Supermicro Sales department or a reseller. One
license key can be only used for one motherboard.

—. st Identifcatior
SUPERMICR® Server: 1723132148
ADMIN__( Administrator )

Server Health

foYsY Tl w—] - |

Configuration ontrol irtual Media  Maintenance

© Activate License Help: Activate License
itne Key i

ey s ot
ntact Supermicro

© POST snooping ot tey o rr'

© swucrakp

© un control

1. This feature displays the Node Product Key.

2. Click the <Help> tab to display the Help menu for the Activate License page.
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2-11-2 Post Snooping

For X10 or Newer Versions of Motherboards

This page displays the current UEFI BIOS code. When you click Post Snooping in
the Options window, the following screen will display:

jost Identification-
Server: 1723132 148
User: __ADMIN _( Agminisiator)

(O)sy i m— o |

éummcn.

System

Miscellaneous Help

Maintenance

Remote Control  Virtual Media

Server Health Configuration

© Miscellaneous. © POST Snooping Help: POST Snooping
This page displays the curent BIOS
@ Activate License POST codes.
“Tis page dispiays the curent BIOS POST codes.

© POST Snooping 1. Click [Refresh] to query the POST
snooping code for BIOS LPC
Pors0

© swc Rakp

POST
© Troubleshooting Snooping &
@ uib Control Refresh | <ff———o @

1. Displays the current UEFI BIOS code.

2. Click the <Help> tab to display the Help menu for the Post Snooping page.
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2-11-3 SMC RAKP

For X10 or Newer Versions of Motherboards

This feature allows the user to enable or disable the SMC RAKP (Remote Authen-
ticated Key-Exchange Protocol). The OEM version of SMC RAKP has stronger
encryption and SMCIPMITOOL can be used to execute the commands. If this feature
is enabled, it will use SMC RAKP and standard RAKP protocol will be disabled.
This means that users will no longer be able to use ipmitool with the standard
RAKP method. When you click SMC RAKP in the Options window, the following
screen will display:

éUIERMICR;

@ & F o+ [Engish v \u

| system Server Health Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help

© Miscellaneous. © SMC RAKP

© Activate License

Ths page shows the current RAKP status
© POST snooping 1. Clck [Enable}/Disable] to control
SMIC RAKP.

2 Cick [Save] to save the seting
© smcRa
P Current RAKP status: OFF

© Troublesprng
@._—> ® Enabie
© uiD Contrd] P> O pisabie
O

[save|

®

1. This feature displays the current SMC RAKP status.
2. Click <Enable> to enable SMC RAKP.

3. Click <Disable> to disable SMC RAKP.

4. Click <Save> to save the changes.

5. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to enable or disable SMC RAKP.
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2-11-4 Troubleshooting

For X10 or Newer Versions of Motherboards

This feature allows the user to troubleshoot file downloads after the system has
crashed. The downloaded file can then be sent to Supermicro for review. When
you click Troubleshooting in the Options window, the following screen will display:

fost Identification
Server: 172313214
User:  ADMIN (Administrator )

©® 4 o+ [Engin 2 n

System Server Health Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help

] @ Trol @ Help: Troubleshooting

This feature allows the user o cump
© Activate License. and dovioad CPU registers
This page povides roublshootng le dounlosd
© POST Snooping
1. Click [Dump] to dump CPU
© smcRAKP registers informion.

2 Click [Download] to download the
© Troubleshooting
System auto eset

dump e
© uip Control
Generate

@ 06

1. Check the box to enable System auto-reset.

2. Click <Generate> to generate files after a system crash. If your system has
not crashed, nothing will generate.

3. Click <Download> to download the file after a system crash. If your system
has not crashed, <Download> will remain grayed out.

4. Click the <Help> tab to display the Help menu.
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2-11-5 UID Control

For X10 or Newer Versions of Motherboards

This feature allows the user to turn on or off the UID (Unit Identification). When you
click UID Control in the Options window, the following screen will display:

jost Identification:
Server: 1723132143
User: ADMIN __ ( Administrator )

[OYsy I —] o |

System Server Health Configuration Remote Control Vil Media Maintenance Miscellaneous _Help
© Miscellaneous © UID Control Help: UID Control
This feature llows the user totum-on or
@ Activate License turn-off UID (Unit Identification) control.
This page shows the UID stte and 3ows you o tum onof the UID gt
@ POST Snooping 1. Ciick [Turn On}/[Tum OFf] to tum
onof UID control
© suc, 2. Click [Save] to save the setting.

e—— - Curent UID staus : OFF
@ Troubleshootin

o—P» O TURNON
oW (Do P e

[E===]

@®

1. This feature displays the current UID status.
2. Click <TURN ON> to support the UID feature.
3. Click <TURN OFF> to turn off UID support.

4. Click <Save> to save the settings.

5. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to turn on or off the UID.
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Chapter 3

Frequently Asked Questions

3-1 Frequently Asked Questions

Question: How do | flash the BMC IPMI firmware?

Answer:

1. Click the <Maintenance> button. Browse the files available and select the cor-
rect file to flash the firmware.

2. Click the <Update Firmware> button to proceed with firmware flashing.

Question: If | am using a firewall for my network connections, which ports should
| open so that | can access my BMC IPMI connection?

Answer: In order to access your BMC IPMI connection behind a firewall, please
open the following ports:

HTTP: 80 (TCP)

HTTPS: 443 (TCP)

BMC IPMI: 623 (UDP)
Remote console: 5900 (TCP)
Virtual media: 623 (TCP)
SMASH: 22 (TCP)
WS-MAN: 8889 (TCP)

Question: When | update the BMC IPMI firmware through the web, why do | get a
file download pop-up even though the firmware was not updated?

Answer: This may be caused by your anti-virus software. Disable your anti-virus
software temporarily and update your firmware.
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Question: My system seems to function properly. Why does the BMC IPMI event
log indicate that my voltage and temperatures are beyond the limits?

Answer: It is not a normal condition. Make sure that there is no other device ac-
cessing the 12C bus. If another device accesses the I°C bus frequently, it might
cause a collision with the BMC when this device accesses the I)C bus. When you
see this error, please uninstall Im_sensors in the Linux.
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Appendix A

Flash Tools

A-1 Overview

This chapter provides instructions on how to use ATEN Flash Tools, which supports
firmware updates and firmware dumping.

Firmware Updates

The ATEN Flash Tools utility provides a complete solution for firmware updates. The
users can flash the firmware using DOS, Windows, or Linux. In addition, Windows
and Linux allow the user to update the firmware via LAN or KCS.

Firmware Dumping

Firmware dumping is supported by DOS, Windows, and Linux. In addition to
firmware updating, ATEN Flash Tools also supports firmware dumping from the
BMC (Baseboard Management Controller). You can use this feature to back up
the firmware by dumping the current version of the firmware to an archive folder
before updating to a new version. It will also allow you to flash other BMCs in the
factory for mass production.

# Note: For documents concerning utility support such as Redfish, SMCIPMI-
Tool, SUM, SSM, IPMICFG, SPM, SuperDoctor, UEFI UEFI BIOS, RSD/SCC,
TAS, and IPMIView, please refer to our website at https://www.supermicro.
com/products/nfo/IPMI.cfm for details.

A-2 Reference

ATEN Flash Tools Utility was built in reference to the IPMI - Intelligent Platform

Management Interface Specification Second Generation v2.0, Document Revision
1.0, February 12, 2004, by Intel, Hewlett-Packard, NEC, and Dell.
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A-3 Using ATEN Flash Tools in the DOS Environment

To use the ATEN Flash Tools in DOS, follow the steps below:

1. At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”

2. At the command line prompt, type "AdUpdate.exe" and press <Enter>.

3. The information about the utility will be displayed. Follow the instructions
given on the screen to configure the settings as shown in Figure 1.

e
ATEN Technology, Inc. £
L
FUNCTION : IPMI FIRHMWARE UPDATE UTILITY 50
VERSION i Z.88 =
BUILD DATE : 0Oct 9 2818 50
USAGE : =
(1)Update FIRMUARE : AdUpdate.exe -f filename.bin [OPTIONI]
(Z2)Dunp FIRMUARE : AdUpdate.exe -d filename
(3)Restore CONFIG : AdUpdate.exe -c -f filename.bin
(4)Backup CONFIG : AdUpdate.exe -c -d filename.bin
3636363 9 30303 303 36 30 36K I M HEHIEHH M I H I I HHIH I IR HH I K IR I KK R NI MHHHIN IR KRR I KA KKK
OPTION
-r Preserve Configuration(default is Preserwve)
n:No Preserve, reset to factory default settings
y:Preserve, keep all of the settings
IPMI configuration backuprrestore
-f [restore.bin] Restore configurations
-d [backup.binl] Backup configurations
36363039 30303 3036 30 36K IR IHH HHIEH M N H I I HHFH I HIH HH I K IR I K KRNI MHHHIN KR KKK I KA KKK

*
*
*
*

Figure 1: BMC IPMI Firmware Updates Utility in DOS - Main Screen

The main screen of the BMC IPMI Update Utility for DOS (above) displays the ver-
sion and the built date of the utility currently used in the system. The DOS version of
Flash Tools Utility allows the user to update or dump the firmware via KCS channels.
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Firmware Updating via KCS Channels

To update your firmware via KCS (Keyboard Controller Style), type <dUpdate.
exe —f [filename.bin] —r y.>. After entering this command, a screen will display as
shown in Figure 2.

1.

—f: Type <-f> to enter the file name of the firmware that you want to update.

—r: Type <-r> to preserve the configuration settings you've chosen. This fea-
ture is optional. The default setting is to "preserve" the configuration.

3. y: Type <y> for the BMC to keep all settings after the firmware is updated,;

otherwise, the BMC will reset all settings to factory default.

After you have entered the commands above, ATEN Flash Tools will start to update
the firmware. There are two phases in firmware updating.

\DOS>AdUpdate. e

Figure 2: Examples of Firmware Updates with or without the "Preserved”

Command

Phase 1 is to transfer the FW image file to the BMC. In this phase, Flash
Tools will transfer three parts to the BMC as shown in Figure 3, Figure 4 and
Figure 5.

If the FW update fails,PLEASE TRY AGAIN
update part @, the size is Ox6f0000 bytes
Transfer data 164K bytes

Figure 3: Transferring (Part 0)

If the FW update fails,PLEASE TRY AGAIN
update part 1, the size is Ox110000 bytes
Transfer data 61K bytes b

Figure 4: Transferring (Part 1)

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is OxZ240000 bytes

Transfer data B8ZK bytes 4 _

Figure 5: Transferring (Part 2)

A-3
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2. Phase 2 is to flash the new firmware. The progress of firmware updating will

be displayed as shown in Figure 6. After the firmware is completely updated,
the BMC will reboot. Please wait for the BMC to complete system reboot
(Figure 7).

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is 0x240000 bytes
Transfer data 2304K bytes 100x

Programming Flash
Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOVE THE AC...
Update progress:2 »

Figure 6: Progress of Firmware Updating

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is ©x240000 bytes
Transfer data 2304K bytes 100

Programming Flash

Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOUVE THE AC...
Update progress:100 x

Update Complete,Please wait for BMC reboot, about 1 min

Figure 7: Updates Completed

Dumping Firmware from the BMC via KCS channels

The user can dump the firmware by typing <dupdate.exe —d [filename].>. Flash
Tools will dump the firmware into the file that the user has assigned in the previous
command. In the example given in Figure 8, Flash Tools will dump the firmware
to dump_img.

C:NGET>dupdate.exe —-d dump_img_

Figure 8: Example of Firmware Dumping via KCS

There are two phases in firmware dumping.

1.

During Phase 1, the Flash Tools Utility is waiting for the BMC to prepare the
firmware for dumping. As soon as preparation is complete, the Flash Tools Util-
ity will enter Phase 2.

In Phase 2, the Flash Tools utility gets the firmware from the BMC. The user
can see the progress on the screen as shown in Figure 10.

SRS SRR KRS SEIEN B R B I IS IE R R MSESEI B IR K RIS R R M HSEH I SR KR M HHSIEH KKK KIS
» ATEN Technology, Inc. *
I ICK KNI KKK KK IK KKK FII I K IK KRR HHIK K K F KK HH N HIH KR KR KKK KRR RHRKHK
»* FUNCTION :  IPMI FIRMWARE UPDATE UTILITY bd

VERSION ¢ 1.15

BUILD DATE : Jan 06 2010

USAGE

(1)Update FIRMWARE : dUpdate.exe -f filename.bin [OPTIONI
(2)Dump FIRMWARE : dUpdate.exe —-d filename

5555 R BB SR BRI B R BB SSEBRE R  R B A RES M IER MR A I MR R R SE
» OPTION M
= -r Preserve Configuration(default is Preserve) *
= n:No Preserve, reset to factory default settings *
- y:Preserve, keep all of the settings -
552 R BRI R BB SRS AR AR BB R S HIER A M IRA I MR RS

Phasel:Wait for BMC... L1107 _

Figure 9: Phase 1- Flash Tools Waiting for the BMC to Prepare Data
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S ———
* ATEN Technology, Inc. *
R R KRR R R SRR K I K RIS RH ISR M I KRR R H SN KR IERFIH R R H SR KRR HHN R RF IR KRR HAH R KK IR
= FUNCTION ¢ IPMI FIRMWARE UPDATE UTILITY

= UERSIDN ¢ 1.15

* BUILD DATE Jan 06 Z010
* USAGE

=

(1)Update FIRMWARE : dUpdate.exe —f filename.bin [0 ON1
(2)YDump FIRMWARE : dUpdate.exe -d filename

= OPTION

* -r Preserve Configuration(default is Preserve)

* n:No Preserve, reset to factory default settings

= y:Preserve, keep all of the scttings

Phasel:Wait for BMC - -100x
PhaseZ:Receive the flash data...... .137K bytes

Figure 10: Flash Tools Dumping the Firmware
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A-4 Using ATEN Flash Tools in Windows

In addition to DOS, ATEN's Flash Tools Utility supports Windows platforms.

The Windows version of Flash Tools Utility provides the same features supported
by the DOS version. In addition, it also allows the user to update the firmware via
LAN connections.

To use the ATEN Flash Tools in Windows, follow the steps below:

1. For Windows, start the Command Prompt.

2. At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”.

3. At the command line prompt, type "AwUpdate.exe" and press <Enter>.

4. The information about the utility will display. Follow the instructions given on
the screen to configure the settings as shown in Figure 11.

Figure 11: Main Screen of Flash Tools (Windows Version)
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In the Windows version of the Flash Tools Utility, there are six parameters:

1.

—f: Type <-f> to enter the filename of the firmware that you want to update.
—i: -i indicates the BMC IPMI channel. Currently, KCS and LAN connections
are supported. If a LAN connection is used, the user needs to enter the fol-

lowing parameters:

—h: Type <-h> to enter the addresses of the remote BMC IPMI and the
RMCP+ port (default port is 623).

—u: Type <-u> to enter the BMC IPMI username.
—p: Type <-p> to enter the password for the BMC IPMI user.

—r: Type <-r> to preserve (to save) the configuration settings you've entered.
(This feature is optional.) (Default: preserve configuration.)

-y: Type <-y> for the BMC IPMI to keep all settings after updating the firm-
ware; otherwise, the BMC will reset the settings to factory default.

To connect BMC IPMI via KCS, type <wUpdate.exe/lUpdate —f [filename.bin] —I kcs
—r y> as shown in Figure 12.

rAwlpdate.exe -f SMT_16_166.bin -i kcs

>AwUpdate.exe - SMT_16 10@.bin -i kcs

Figure 12: Example of KCS FW Updates with/without Preserving Configuration

To connect BMC IPMI via LAN, type <wUpdate.exe/lUpdatewUpdate.exe -f [file-
name.bin] -i lan -h 192.168.46.65 623 -u alice -p secret -r y> as shown in Figure 13.

Awlpdate.exe -f

Figure 13: Example of LAN_FW_Updates with/without Preserving Configuration

and RMCP+ Port

For other settings, please refer to their counterparts in the DOS version for con-
figuration instructions.
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A-5 Using ATEN Flash Tools in Linux

In addition to DOS, ATEN's Flash Tools Utility supports Linux platforms.

The Linux version of Flash Tools Utility provides the same features supported by
the DOS version. In addition, it also allows the user to update the firmware via
LAN connections.

To use the ATEN Flash Tools in Linux, follow the steps below:

1. For Linux, start the Terminal.

2. At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”

3. At the command line prompt, type "AlUpdate.exe" and press <Enter>.

4. The information about the utility will display. Follow the instructions given on
the screen to configure the settings as shown in Figure 14.
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Figure 14: Main Screen of Flash Tools (Linux Version)
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In the Linux version of the Flash Tools Utility, there are six parameters:

1.

—f: Type <-f> to enter the filename of the firmware that you want to update.
—i: -i indicates the BMC IPMI channel. Currently, KCS and LAN connections
are supported. If a LAN connection is used, the user needs to enter the fol-

lowing parameters:

—h: Type <-h> to enter the addresses of the remote BMC IPMI and the
RMCP+ port (default port is 623).

—u: Type <-u> to enter the BMC IPMI username.
—p: Type <-p> to enter the password for the BMC IPMI user.

—r: Type <-r> to preserve (to save) the configuration settings you've entered.
(This feature is optional.) (Default: preserve configuration.)

-y: Type <-y> for the BMC IPMI to keep all settings after updating the firm-
ware; otherwise, the BMC will reset the settings to factory default.

To connect BMC IPMI via KCS, type <wUpdate.exe/lUpdate —f [filename.bin] —I kcs
—ry> as shown in Figure 15.

Figure 15: Example of KCS FW Updates with/without Preserving Configuration

To connect BMC IPMI via LAN, type <wUpdate.exe/lUpdatewUpdate.exe -f [file-
name.bin] -i lan -h 192.168.46.65 623 -u alice -p secret -r y> as shown in Figure 16.

Figure 16: Example of LAN_FW_Updates with/without Preserving Configuration

and RMCP+ Port

For other settings, please refer to their counterparts in the DOS version for con-

figuration instructions.
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Appendix B

Introduction to SMASH

B-1 Overview

The SMASH (System Management Architecture for Server Hardware) platform,
developed by Distributed Management Task Force, Inc. (DMTF), delivers a host of
architecture-based and industry-standard protocols that will allow IT professionals
to simplify the task of managing multiple network systems in a data center. This
platform offers a simple, intuitive solution to manage heterogeneous servers in a web
environment regardless of their differences in hardware, software, OS, or network
configuration. It also provides the end-user and the ISV community with interoper-
able management technology for multi-vendor server platforms.

How SMASH works

SMASH simplifies typical SMASH scripts by reducing commands to simple verbs.
Although designed to manage multi-servers as a whole, SMASH can address indi-
vidual components in a specific machine by using the SSH command-line protocol.
Even when multiple processors, add-on cards, logical devices, and cooling systems
are installed in a server, SMASH can be directed at a particular component in the
server. Amanager can use a text console to access, monitor, and manage all servers
that are connected to the same SSL connection. This platform can be programmed
to periodically check all sensors in all machines or monitor a particular component in
a specific server at any time. By adjusting the scope of tasks and the schedules of
monitoring, SMASH allows the IT professionals to effectively manage multi-system
clusters, minimize power consumption, and achieve system management efficiency.

1.
Command: 2. Transport

Protocol
->show &— >

4. 3.
Command Output: 4—
cpu0 Transport
disk1 Protocol
m sensor1
-

Figure 1 SMASH-CLP User Interface

B-1
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SMASH Compliance Information

The SMASH platform documented in this user's guide is developed in reference
to and in compliance with the SMASH Initiative Standards based on the following
DMTF documents.

® System Management Architecture for Server Hardware (SMASH) Command
Line Protocol (CLP) Architecture White Paper (DSP 2001)

® SM CLP Specification (DSP 0214)

® SM ME Addressing Specifications (DSP 0215)

® SM SLP to CIM Common Mapping Specification (DSP 0216)

® Common Information Model (CIM) Infrastructure Specification (DSP0004)
® The Secure Shell (SSH) Protocol Architecture (RFC4251)

® The Secure Shell (SSH) Connection Protocol (RFC4254)

B-2 An Important Note to the User

The information included in this user's guide provides a general guideline on how
to use the SMASH protocol for your system management. Instructions given in this
document may or may not be applicable to your system depending on the configu-
ration of the system or the environment it operates in.

For documents concerning utility support such as Redfish, SMCIPMITool, SUM,
SSM, IPMICFG, SPM, SuperDoctor, UEFI BIOS, RSD/SCC, TAS, and IPMIView,
please refer to our website at https://www.supermicro.com/products/nfo/IPMI.cfm
for details.

B-2



Appendix B: Using SMASH

B-3 Using SMASH

This section provides a general guideline on how to use SMASH for your system
management in a web-based environment. Refer to the SMASH script provided
below to curtail a server management protocol for your systems.

# Note: The instructions listed below are applicable to both Windows and
Linux systems. We use the Windows platform as our default setting.

B-4 Initiating the SMASH Protocol

There are two ways of initiating the SMASH protocol.

To Initiate SMASH Automatically

You can initiate SMASH automatically by connecting the BMC (Baseboard Manage-
ment Controller) via the Secure Shell protocol (SSH) from a client machine.

To connect from a Linux machine
1. Use 'ssh<BMC ip address>'.

2. Enter the password.

To connect from other machines

1. Use a terminal emulator application such as Putty.

2. Enter the BMC ip address in the terminal emulator application.
3. Choose ssh as the connection type

4. Enter the password at the prompt.

5. If you have successfully logged in, the SMASH prompt will display.
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B-5 SMASH-CLP Main Screen

After you've successfully logged in the SSL network, the SMASH Command Line
Protocol Main screen will display as shown below.

£ 172314161 - PuTTY S | A e

Figure 2 SMASH-CLP Main Screen

B-6 Using SMASH for System Management

After you've familiarized yourself with SMASH commands, you are able to use these
commands to manage your system. To properly manage your network system, be
sure to follow the instructions below.

’ Note: Make sure that the format of all your commands are compliant with
the DMTF specification, which is "<Verb> [<option>] [<target>] [<proper-
ties>]", where:

® A Verb means a command.

® An Option works according to the definition of a command given in Section
B-7: Definitions of Command Verbs.

® A Target is a managed device.

® Properties are the specific attributes that you want to assign to a target
machine or to get from a target machine.
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Figure 3 Using SMASH for System Management
B-7 Definitions of Command Verbs

Based on the DSP Specification, each target supports its own set of verbs. These
verbs allow the user to issue commands to a target system to perform certain tasks.
For example, the verbs supported by the admin target group include: cd, help, load,
dump, create, delete, exit, version, show, etc.

® cd

The command verb cd is used to navigate to a specific target address using the
SSL protocol. For example, issuing the command cd/admin1 will direct you to the
target admin (AdminDomain).

® show

The command verb show is used to display the properties and the contents of a
target, a group of targets, a sub-groups of the target(s). Properties, contents, sup-
ported operations related to the target, the group of targets or their sub-targets will
be displayed.

® exit
The command verb exit is used when you want to exit from a SMASH session or
close a session.

® help

The command verb help is used when you want to get helpful hints or information
on a context-specific item. This command has the same function as the help option
listed for the target group.

® Version
Use the command verb version to display the CLP version used in a specific
machine.
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® set
Use the command verb sef to assign a set of values to the properties of a target
machine.

® start
The command verb start is used to turn on the power control, to start a process,
or to change an operation state from a lower level to a higher level in a system.

® stop
The command verb stop is used to turn off the power, to stop a process, or to
change an operation state from a higher level to a lower level.

® reset
The command verb reset is used to enable or to disable the power control of or
the processes of the machine.

® delete

The command verb delete is used to delete or to destroy an entry or a value previ-
ously entered. It can only be used in a specific target as defined according to the
SAMSHCLP Standards.

® Joad

The command verb load is used to move a binary image file from a URI source to
the MAP. This command will achieve different results depending on the setting of
a target system, and how the verb /oad is defined in the DSP specification used
in the system.

® dump

The command verb dump is used to move a binary image file from the MAP to a
URI source. This command will achieve different results depending on the setting
of a target system, and how the verb dump is defined in the DSP specification
implemented in the system.

® create

The command verb create is used to create a new address entry or a new item in
the MAP. It can only be used in a specific target as defined in the SMASH profile
or in MAP specifications.
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B-8 SMASH Commands

The following table provides the definitions and descriptions of SMASH commands.
The most useful commands are show and help, which will provide the user with

information on how to navigate through the SSL network connection.

Option Short Definition Notes
Name Form
-all -a Instructs a command verb to perform None
all tasks possible
-destination <UR/> None Indicates the final location of an image | URI or SM instance
or selected data address
-display -d Selects data that the user wishes to This can generate mul-
display tiple query results
-examine -X Instructs the Command Processor None
to examine a command for syntax or
semantic errors without executing it
-force -f Instructs the verb to ignore any warn- None
ings triggered by default but go ahead
executing the command instead
-help -h Displays all information and documen- | None
tation regarding the command verb
-keep <ml[.s] -k Sets a time period to hold and keep The amount of time set to
the Job ID and the status of a com- hold a command Job ID
mand or its status can differ.
-level <n> - Instructs the Command Processor to Levels should be
execute the command for the current expressed in a nature
target and for all target machines number or "all".
within the level specified by the user
-Output <args> -0 Controls the format and the content of | Many variables or factors
a command output. This only supports | can affect the outcome of
"format=clpxml" and "format=keyword" | format, language, level of
details of the output.
-Source <URI> None Indicates the location of a source im- URI or SM Instance
age or a target Address
-Version -V Displays the version of the command None
verb
-Wait -w Instructs the Command Processor None
to hold the command response or
query result until all spawned jobs are
completed.

Table 1 SMASH Commands
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B-9 Standard Command Options

The following table lists the standard command options.

CLP CLP Verbs
Option
2 2 =3 - o L] ° - 2 t o g
8 88 5 % =8 8/ % 2% 3¢
S| 8| © o = | =2 = ] [z ] g
all X
destination X
display X
examine X X X X X X X X X X
force X X X X X X X
help X X X X X X X X X X X X
keep
level X
Output X X X X X X X X X X X X
Source X
Version X X X X X X X X X X X
Wait

Table 2 Standard Command Options
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B-10 Target Addressing

To simplified the process of SMASH command execution, a file system called Target
Addressing was created as shown in the diagram below.

pwrmgtsvc1 ‘ ‘ logs1 ‘ ‘ sensors1 ‘
log1
{ record001 ‘ { sensor001 ‘
4 record002 ‘ { sensor002 ‘
# recordxxx ‘ # Sensorxxx ‘

Figure 4 Target Addressing Diagram

Terms Used in the Target Addressing Diagram

This section provides the descriptions of the terms used in the Target Addressing
Diagram above.

® "/"indicates the root of the system.

® "/system1” includes all major Targets.

® "/system1/logs1/log1"” includes all senor event logs.

® "/system1/sensors1"” contains the readings and information of all sensors.
® "/system1/pwrmgtsvc1” is used for chassis control.

® "show../logs1" allows you to issue SMASH commands for the system to per-
form the tasks of your choice. For example:

® |ssuing the command "show/system1/logs1"” while you are in "show../
logs1" will allow you to set the Absolute or the Relative target path.
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Appendix C

RADIUS Configuration

C-1 Overview

This chapter provides instructions on how to configure RADIUS on Ubuntu and the
Windows operating systems.

RADIUS (Remote Authentication Dial In User Service) is a network protocol that
allows you to manage remote user authentication and accounting. It authenticates
users trying to establish a network connection, authorizes users to access the
network, and accounts for users accessing the network. Before you run RADIUS,
you need to cocfigure the user account and client information.

C-2 Configuring a User Account in Ubuntu

Follow the instructions below to configure a user account.

1. To add a local user and password, type the following command at the prompt
and press <Enter>:

# vi Jfeto/freeradius/users
2. Then you will be able to grant privileges to a user account. There are four

types of user accounts. The list below displays the four types of accounts and
vendor-specific attributes.

® radius_admin: Password: "123456"
Vendor-Specific Attributes: "H=4, 1=4"

® radius_operator: Password: "654321"
Vendor-Specific Attributes: "H=3, 1=3"

® radius_user: Password: "654321"
Vendor-Specific Attributes: "H=2, 1=2"

® radius_callback: Password: "654321"
Vendor-Specific Attributes: "H=1, 1=1"A-2
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C-3 Configuring Client Information in Ubuntu

Follow the instructions below to configure the client information.

1. To add the client IP, secret and short name, type the following command at
the prompt and press <Enter>:

# vi fetoffreeradius/client.conf

Example:
client 192.123.4.5 {
secret = super

shortname = superbmc

}

C-4 Starting the RADIUS Server in Ubuntu
1. To start the server, type the following command:

# service radiusd start

2. To start the server in debugging mode, type the following command:

& fusr/sbin/radiusd -X
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C-5 Adding Roles in Windows

Follow the instructions below to add a role in Windows Server.

1.

1.

Click on the <Start> button, then Adminstrative Tools and then Server Man-

ager.

Under Server Manager, select Add Roles.

Select Server Roles and click on <Next>.

Select Network Policy and Access Services and click on <OK>.

Adding a New Object - Group

To add a new object group, enter the group name and select the group scope
and type. Click on <OK> to complete to this step.

Nrw Object - Group !j

&!’ Create n:  chid kil bing.servis Asers

Group name:

| paRssGROLE

Group name (pre-Windows 20007

| RADBISGROLP

{or o scooE
7 Do local
™ Gobsl

1 Ursversal

Groug type
& Sacurity
™ Distribution

Add a New Object - User

To add a new object user, enter the user's name and login name. Click on

<Next>.
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Adding a New Network Policy

1. To add a new network policy, click on Network Policies. Enter the policy name
and select the type of network access server.

x|
Specify Network Policy Name and Connection Type
* You can ppectly 8 ramafer voul Mefeork SONo7 Bnd the tre of comnec 4 12 whueh P%e DACH i ADDIed
Pakcy rame
==
Mstuorh corrachor methi ——
ype ¥ Ve wache i et maed |y e
seiect Lnapacifid
@ Tiow of rerwon nocens wrver
T -
" Vendr ipectic
|

2. Click on <Next> to choose a permission.
3. Then configure Contraints and remove Framed protocol.
4. Edit Service-Type for login.

5. Check the Others option and select Login. Click <OK> to complete the con-
figuration.

e etk Pobey E x|

Configure Settings
']
* NPS appiies seltings to the connection request If all of the network palicy conditions and constraints forthe policy

are matched,
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Adding a Vendor Specific

1. In the New Network Policy screen, select Vendor Specific and click <Add>.

2. Select a vendor specific attribute and click <Add>.

3. Click <Add> and configure the attrbiute.

4. Specify the vendor specific account and click the <Configure Attribute> button
to configure the attribute. Click on <OK> to complete the configuration.

Configuring a New RADIUS Client

1. In the New RADIUS Client screen, select the Settings tab and enter informa-

tion in the following fields:
® Friendly name:
® Address (IP or DNS):
® Shared secret:

® Confirm shared secret:

2. In the Advanced tab, select a vendor name from the drop-down menu. Select
RADIUS Standard for most RADIUS clients.

TS x

Vendor
Spacify RADILS most RADILIS clients, or RADILIS client

wvendorfrom the kst

-~ Addtional Opticns:
™ AccessRequett

AL attribute:

™ RADIUS clent s NAP-capadle
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Appendix D: Unique Password for BMC

Appendix D

Unique Password for BMC

D-1 Overview

Due to California Senate Bill No. 327, a common default password in a connected
device that is capable of connecting to an IP network. Supermicro will no longer use
the default password “ADMIN” for new devices or systems. Instead, we will assign
a unique password that is specific to each new motherboard.

Effective as of January 1, 2020, each new Supermicro motherboard will come with
two labels that contain a unique password assigned to that motherboard. One
unique password label will be placed near the BMC (Baseboard Management
Controller) chip and/or close to the MB serial number label. This label is not to
be removed. The other unique password label will be placed on the CPU1 socket
cover. This label is removable and can be placed in any location, such as on the
side of the chassis or a service tag.

When logging in to the BMC for the first time, please use the unique password
provided by Supermicro to log in. Afterward, the unique password can be changed
to the customer's chosen user name and password for subsequent logins.

For more information regarding BMC passwords, please visit our website at http://
www.supermicro.com/bmcpassword.
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D-2 Notice and Shipping Label Identifier

Every server that has a BMC unique password will include a notice in the plastic
wrap on the top side of the plastic wrap as well as an identifier on its shipping label.

Important Notice for BMC “ADMIN" Login Credentials

Supermicro has implemented new security feature enhancements on this product that will change the current
default BMC login credentials to a unique password for the ADMIN user.

BMC barcode labels (see figure 1) containing the unique password for the ADMIN user may be found on this
roduct:

[T R Y TR T
iy i

Figure 1; BMC BMC ML add) d user

1. On the system matherboard {label locations will vary depending on motherboard model)

Figure 2: BMC barcode iabels iocated an the motherboard

Figure 3. BMC borcode iobel locoted on the chassis service tog ond chassis

For assk mare contact Technical Support online at
WWw.supermicro.com/support

BMC Unique Password Notice for servers
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Password

Shipping Label Identifier
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D-3 Label Specifications

The unique password will consist of at least 10 alphabetic upper case characters.
To avoid confusion, provided passwords will not include any lower case alphabetic
characters or numbers.

One password label will be located near the BMC (Baseboard Management
Controller) chip and/or close to the motherboard serial number label. Do not remove
this label. The other label will be placed on the CPU1 socket cover. This label may
be removed and placed in another location, such as on the side of the chassis or
a service tag.

Most systems have a pull-out tag to display the BMC MAC address and the
preprogrammed unique password. The rest of the systems will have the sticker on
top/front of the chassis.

Default password label

WARNING!

This cap WAUBT be piaced
Feturming ihe mothersoard
T protect the sockel pns.
rumave s cap only whan
ataiting & CPU

Label location on BMC chip
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Label locations on motherboard PCB and the cover of CPU1.

D-5



Super BMC IPMI User's Guide

Label locations on motherboard PCB and the cover of CPU1.
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Label on the opposite side of the service tag

Label on the opposite side of the service tag
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Label on the opposite side of the service tag

Label on the opposite side of the service tag

D-8



Appendix D: Unique Password for BMC
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Label location on chassis
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D-4 Restore Factory Default

When restoring the BMC to the factory default settings, the unique password may
only be reset once.

O Factory Default

This page is used to restore the BMC to the factory default settings.

® Remove current settings but preserve User configurations
O Remove current settings and restore to factory default
O Remove current settings and set user defaults to ADMIN/ADMIN

D-5 Change All Unique Passwords Using Script

Due to possible different operating environments, the user is given the option to
modify their provisioning script and unique passwords.
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D-6 Frequently Asked Questions

Question: What if a password sticker is lost? How do | get my unique password?

Answer: There is a minimum of two stickers on each product. One sticker will be
placed on the motherboard and a second sticker will be on the server chassis. At
this time, Supermicro has not encountered any instances of lost or misplaced stick-
ers. In the rare case of such incidence, please contact your direct sales support to
receive the soft copy of the password.

Question: What if the password stickers on the chassis and the motherboard are
different?

Answer: If there is a discrepancy, use the motherboard sticker. The motherboard
sticker is always correct.

Question: | purchased my products from a distributor. Can Supermicro provide me
soft copies of the unique preprogrammed passwords?

Answer: At this time, we only have the ability to provide soft copies to our direct
customers. These customers will need to register their products to obtain soft cop-
ies of their passwords. For direct customers, please use the Supermicro Customer
Registration portal.

Question: Do you have a script that can change all unique passwords to my
password?

Answer: We will provide a sample script with documentation. Of course, the op-
erating environment may change from customer to customer. It is the end user's
responsibility to modify their provisioning script.
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Question: Will this law affect customers in Europe and Asia where shipments are
from the Netherlands or Taiwan manufacturing facilities?

Answer: Since our standard SKUs will be originated from California, we keep
the same design across our portfolio, so it gives a unified experience across all
platforms.

Question: Will customers purchasing Supermicro products from an OEM vendor
be subject to the preprogrammed password initiative?

Answer: Yes, customers will still receive products with a unique preprogrammed
password. Customers will be able to change the preprogrammed password them-
selves or they can work with their OEM vendor to make the necessary password
updates.

Question: | am purchasing multiple systems for my datacenter. How do | change all
of the unique preprogrammed passwords for these systems in an efficient manner
to support my operations?

Answer: Please contact your systems integrator (Sl) or value-added reseller (VAR)
to assist you in this process.

Question: Can Supermicro apply a single unique customer-specified password for
all my systems? Will this comply with SB3277?

Answer: All systems from Supermicro will ship with a unique preprogrammed
password. Customers will be able to change the password on each system. In order
for Supermicro to comply with SB327, we are not able to use customer-specified
passwords. All passwords will be unique and assigned at the time of manufacturing.

Question: When will my motherboard have this change rolled out?

Answer: Supermicro plans to have new stickers rolled out starting mid-December
2019.




(Disclaimer Continued)

The products sold by Supermicro are not intended for and will not be used in life support systems,
medical equipment, nuclear facilities or systems, aircraft, aircraft devices, aircraft/emergency com-
munication devices or other critical systems whose failure to perform be reasonably expected to result
in significant injury or loss of life or catastrophic property damage. Accordingly, Supermicro disclaims
any and all liability, and should buyer use or sell such products for use in such ultra-hazardous ap-
plications, it does so entirely at its own risk. Furthermore, buyer agrees to fully indemnify, defend
and hold Supermicro harmless for and against any and all claims, demands, actions, litigation, and
proceedings of any kind arising out of or related to such ultra-hazardous use or sale.
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