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The information in this user’s guide has been carefully reviewed and is believed to be accurate. The manufacturer
assumes no responsibility for any inaccuracies that may be contained in this document, and makes no commitment to
update or to keep current the information in this user’s guide, or to notify any person or organization of the updates.
Please Note: For the most up-to-date version of this user’s guide, please see our website at www.supermicro.
com.

Super Micro Computer, Inc. ("Supermicro") reserves the right to make changes to the product described in this
user’s guide at any time and without notice. This product, including software and documentation, is the property of
Supermicro and/or its licensors, and is supplied only under a license. Any use or reproduction of this product is not
allowed, except as expressly permitted by the terms of said license.

IN NO EVENT WILL SUPER MICRO COMPUTER, INC. BE LIABLE FOR DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, SPECULATIVE OR CONSEQUENTIAL DAMAGES ARISING FROM THE USE OR INABILITY TO
USE THIS PRODUCT OR DOCUMENTATION EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
IN PARTICULAR, SUPER MICRO COMPUTER, INC. SHALL NOT HAVE LIABILITY FOR ANY HARDWARE,
SOFTWARE, OR DATA STORED OR USED WITH THE PRODUCT, INCLUDING THE COSTS OF REPAIRING,
REPLACING, INTEGRATING, INSTALLING, OR RECOVERING SUCH HARDWARE, SOFTWARE, OR DATA.

Any disputes arising between manufacturer and customer shall be governed by the laws of Santa Clara County in the
State of California, USA. The State of California, County of Santa Clara shall be the exclusive venue for the resolution
of any such disputes. Supermicro's total liability for all claims will not exceed the price paid for the hardware product.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in an industrial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the manufacturer’s instruction manual,
may cause harmful interference with radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference, in which case you will be required to correct the interference at your own expense.

California Best Management Practices Regulations for Perchlorate Materials: This Perchlorate warning applies only
to products containing CR (Manganese Dioxide) Lithium coin cells. “Perchlorate Material-special handling may apply.
See www.dtsc.ca.gov/hazardouswaste/perchlorate”.

WARNING: This product can expose you to chemicals including
A lead, known to the State of California to cause cancer and birth

defects or other reproductive harm. For more information, go

to www.P65Warnings.ca.gov.
The products sold by Supermicro are not intended for and will not be used in life support systems, medical equipment,
nuclear facilities or systems, aircraft, aircraft devices, aircraft/emergency communication devices or other critical
systems whose failure to perform be reasonably expected to result in significant injury or loss of life or catastrophic
property damage. Accordingly, Supermicro disclaims any and all liability, and should buyer use or sell such products
for use in such ultra-hazardous applications, it does so entirely at its own risk. Furthermore, buyer agrees to fully
indemnify, defend and hold Supermicro harmless for and against any and all claims, demands, actions, litigation, and
proceedings of any kind arising out of or related to such ultra-hazardous use or sale.

User’s Guide Revision 1.0
Release Date: May 07, 2021
Unless you request and receive written permission from Super Micro Computer, Inc., you may not copy any part of this

document. Information in this document is subject to change without notice. Other products and companies referred
to herein are trademarks or registered trademarks of their respective companies or mark holders.

Copyright © 2021 by Super Micro Computer, Inc.
All rights reserved.
Printed in the United States of America
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Supermicro X12FEREZLEEEHBAFIERE

FAZ Supermicro

SEB

btk Super Micro Computer, Inc.
980 Rock Ave.
San Jose, CA 95131 US.A.

FEIE: +1 (408) 503-8000

EE: +1 (408) 503-8008

Email: marketing@supermicro.com (General Information)
support@supermicro.com (Technical Support)

pod iy WWW.supermicro.com

BRiM

bk Super Micro Computer B.V.
Het Sterrenbeeld 28, 5215 ML
's-Hertogenbosch, The Netherlands

EEIE: +31 (0) 73-6400390

(=N +31 (0) 73-6416525

Email: sales@supermicro.nl (General Information)
support@supermicro.nl (Technical Support)
rma@supermicro.nl (Customer Support)

pod ighy: www.supermicro.nl

X

btk Super Micro Computer, Inc.
3F, No. 150, Jian 1st Rd.
Zhonghe Dist., New Taipei City 235
Taiwan (R.0.C)

FEIE: +886-(2) 8226-3990

=R +886-(2) 8226-3992

Email: support@supermicro.com.tw

pod iy www.supermicro.com.tw

bt SUPERMICRO ®#l% (dtR) BIRAE LEBHAE
thE EiEmhEZEILE83985702%=

R4 200030

FEIE: +86-021-61152556/7/8

Email: Support-cn@supermicro.com (¥ARSZH)

pod i WWWw.supermicro.org.cn
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Supermicro X12FRZEExEEixBREF 1SR

BeBERERMSE

LZ2EESF—AY REHHEO (UEFI) BIOSHRRI—IRIHAE, @idFhIERSERFF IR ERS
INEREFEREURZHFERR/R NE6, NMERELEH. KEEHREHINERE
FHERFEMN CESHFERMINIE. EAVIER, PAEHREEREEMRE. AXIEE
1~ 3PNEIMIEVEFIFERLZEEMINEE. R4 BNAEEKey Managementig®, &
ECEBIOSIREIMZ 2], BIRIRLATRFERE,

F170 BRIMNEIIZEIUEFI
HFZeBohRUEFIFN—INThEE, SEERBIATSBRAEVEFISERZeEmiER.
1. RREshRfig<Del>, #ABIOSIZESLFER.

2. NREIRERRE=HEEBoot (JF5h) EINR, ARSI <Enter>, FERAMATEELERA TR
ELAEIRINEE: Boot Mode Select#fiZ <Enter>,

3. Boot Mode Selectig&i%IN (EELEGACY, UEFIFIDUAL) BRI, MEahEms
EERUEFIFHZ <Enter> & BaiE iR E I UEFI,

4. BEFEERER, B <FA>RFREAEFENRL.




ZEBNIRE

527 R2EH/RERBMEN/CSM3ZHF

EFRLZLBIEE, BEEERRMETHFEES LI —E¥EEH (PK) . KFER
BZeEohiee, BLeBmEiRENEEN, FHEBIOSIRELFAERFEACSMIZEE.
TBIRRBLA AR TR -

RAEEIAdE<Del>, HABIOSIRE, MITEBSREIZERSecurity,
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B3 2R E
SERREZSENE, BUTUTSE,

L] BeEmEiIRE/sStandard (TrfE) . &Yes () REFELEHEDNAE
.

\ﬁﬁ: L EMERIEE MR ER, Key Management (BHAETE) ZEEAAIHA,




ZEBNIRE

SER2. BEENAER, BiE<FA>RFIREFREBIOSIRELARER.

[Standard]

T3, RGtEmAtZ <Del>, HABIOSIRESLARER. SMESecurity (RE) EITRLUAN
REEMFKE, WEIHANR, BCSMZRHgEADisabled (ZF) .

CSM Support

BEENER, BR<F4>RFIREFRHBIOSIRESLRER.
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TRA. RFFNEHR <Del>, HABIOSIRESLAER. SMESecurity (Z2) IERAHHA
REEHHE. BReRRENEnabled (ERA) .

[Disabled]

BFEENEN, BIR<FA>RFREHIEHBIOSIRESLFERF. RAEoifik<Del>, HA
BIOSIREXLAERF. SMZESecurity (%2) BIRHHAZEERKE, LITEEEET.

Aptio Setup Utility - Copyright (C)

[Enabled]

gt BRZeR0E, CSMIFEHER, ERAFEEAAEEE FadhRnse
N UEFIREBFER, WNUEFI OS. AOC UEFI FWFIUEFI PXERRSSEE,

10



ZEBNIRE

%47 Key Managementig&

Key Management (Z{HEHE) XE ((NAREEMNMEXNRENBENIOA) RF@EEst
MR BLRREREENERHBTRERREN.

Factory Keu Provision

Vendor Keys ({tRiE5E55H)

Factory Key Provision Defaults (T~ 3Z$ATRECEKIAE)

SRFVTIREEI, IR TMEFIEBTUTIRENMANR 2EHNER, &
Disabled (£HM) LIERECCH%EENERENRL.

Factory key Provision [Disahled]

11



Supermicro X12FRZEExEEixBREF 1SR

» Restore Factory Keys (k&I %54R)

EEYes (B) , ARIR<Enter>kEFIEHMANLZLEHNER. XERKBRREENHEH
&3l. ELUA Yes () # No (&) .

FE)Reset To Setup Mode (EE/MKERN) (RHLTFRHFEIRT]

EEYes (&) , AeiE<Enter>BIRMEREEME, ABRFAEENRERI. BN
Yes (&) ¥ No (&) .

» Reset To Setup Mode
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ZEBNIRE

» Export Secure Boot Variables (& £RiIES)
EFRLTRER R 2SN ES H E M R RIS PIRIUFZ A,

JHD(Parti, Sig -WHAMI

»Enroll Efi Image (ZHCEfifRiR)
IWWIHBEFEISINES B HUERE (DB) HhEHCSHA256I57F —(EEEE, HArEgrReBmER

TIETT.

¥ Enroll Efi Imade

, D)WPCIC11]5
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Device Guard Ready (i&&FPB1ihs)

!Jiél)?B (8ERF) HHlER “UEFI CA" (HEFRLEFEFRIHMEIRSE
=]

EiRYes (B) , ARGk <Enter> NEUERE (DB) SffigMicrosoft UEFI CAIER., %I
Yes (@) 1 No (&) .

emove 'UEFI CA' from DB

» Restore DB (Database) defaults (IRSEIEEENAE)

EfEYes (B) , AR <Enter>SHIRELTENEIH BOARE. &I Yes ()
No (&)
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ZEBNIRE

ZE2RMPERANEERENER
>EeER (PK)

FEFRPKERGEIETRLZEERSE G, ezt eBatiERRRER.,
EMEIREMER. S, EFMMER. EEDetails ((FAER) BRPKAGFMHES. %
#Export (S) HBHRIPKRFEIFATISIUAYUR. i Update (E3T) MNEHBIERROA
B, SMIINEBIREAIIEFINEPK, SEEDelete (MiFR) BIRURIPKHBERAEENIRE
B, BXESER, SIUTFEE.

P Flatform Key(FK)

Details (I¥4H{ER) : ERASELRIERHFMER FOA) | RER<Enter>, XEETRPK
HIFRER, SRR,

..| DO NOT TRUST - AMI Test PK

¥ Platform Ke

15
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Export (§it) @ (EASFELEERE "SH" Fik<Enter>, WIRIUSHRIPKREFEIFATIET
MU,

Aptio Setup — AMI

Platform Key(PK)

> Platform Key(PK) i

& <Enter>, U THREBEER.

\ﬁﬁ: SN FRAERA R A SIS 8.
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ZEBNIRE

Update (S8#) @ (EASSCRBIERE "B . XBINEGISHEOAMBEEMNINRIRERISG

EDIIE=74

Aptio Setup - AMI

Flatform Key(PK)

¥ Flatform Keu(PK)

& <Enter>, LITHEEBER.

Aptio Setup -

P Flatform Key(FK)

17
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ENNERFIEREIIANE, BiEEYes (B) , AE&L<Enter>, UTEEBER.

Aptin Setup Utility - Copyright (C) 2019 American Megat

¥ Platform Key(PK) | 1466| 1| Fact

ZMNINBIRERI A IIEPK, BiEENo (F) |, S <Enter>,

Aptio Setup Utility - Copyright (C) 2019 American Megat

Update

» Platform Key(PK)
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UTHF=ETE, SRESEXHIVE, ARiE<Enter>,

put 1le

Public Key Cer
AUTHENT Icated

19
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& <Enter>, U THREBEER.

Aptin Setup Utility - G

| 1466] 1] Fact

Delete (MiF%) : fEFEEISKERIEE "WER" | PASI&<Enter>BERRIRIPKFSRREE IR
=B W

Aptio Setup Utility - Coj igh 019 Amer ic

¥ Platform Key(PK)

¥ Platform Key(PK)
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» Key Exchange Key (E24A3Ziig24R)

PKIFB AR LIEH IR FRSHNAFERERRRER (KEK) , FRTZREE, KU
RIFESERIEERFRZIELNE. EREHFHAER. SH. B, BI0OmeER. &%
Details (IF{EE) BRKEKEHFMER. @EFExport (SH) BERIKEKRFZIFATIEZ(
AUE, EEUpdate (FE#T) MNECHEIEREOAME, BONIMBIREAISGFIIEKEK, 5
Append (IBf0) DNEHIEREIAE, SMIMNBRERISXHHINEKEK, iEEDelete (H
BR) iBRRSRIKEKE(XMNEZBEGRETRRR—MER. (AXSHERE, 2WHE16T. 8§
KEFIRE, SHH17,. 18, 19F020I. )

Append (BNN) : (EFFSETLEEERE "EIN .

21
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& <Enter>, LITHEEEER.

BINBFNERROAE, BikiEYes (B) , RE&k<Enter>, LITHRRBET.

Aptio Setup Utility - C

» Key Exchar Keys

BEMNIMERRERI G INEKEK, BEENo (&) , AEiKk<Enter>, BTRERUMAIMIMNEIR
BRSUAHINEKEK, SREE21F022R,

Apt i etup Utility - Ci




ZEBNIRE

Delete (fifR%) : EFISTLIELER "HiFR" |, MEiK<Enter>, %EFYes (B)  RIEK
<Enter>i&ERZHAIKEK,

EENo () , AR <Enter> WEREIEZEPXMIF—MIES.

Aptio Setup - AMI

| 1860 1| Factory

23
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» Authorized Signatures (iZiINER)

ENERHIEE (DB) BaRNERILIBNHFER, BIEFHAER. SH. B B
IOFOMRR. iEEEDetails (FAER) BRINERRNFMES. EFExport (SH) B3
AR (RFEIFATIEZUAOUE, 1iEUpdate (B83T) MNEEIEREONME, SMINERIZERY
MX4enEDB, 1EFEAppend (IBIN) BREFNZIMELUER. 1EEDelete (HIFR) iEbR
SRIEIEEES(XNEREIEETRRR—MER. (BXSHIRE, SH%E16I. BXER
T2, 20517, 18, 19H12008, BXIEMIRE, SWHE21TSE22A,

BXRMRIE, W23\, )
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» Forbidden Signatures (Z1EER)

ISR LIERE (DBX) B3RELAERIIAFER. CEFHEES. SH. FiH. B
INFOMIBR. #efEDetails (FHER) ERFELERAFMER. ERExport (SH) B35
HIDBX{RIFRIFATIEZURIVUR. EfFUpdate (BBHT) MNEHISEECAE, BMINBIRERIX
f4epnEDBX, %EFEAppend (IBIN) BEEFNEIIMEDBX, i&iFDelete (MBR) B
HUDBX, EU{NMEBEIEEFME—MER. (BXSHTRE, 2WFE16T. BXEH
T2, 20517, 18, 19H12008, BXIEMIRE, SWHE21TSE22A,

BXRMRIE, W23\, )

25



Supermicro X12FRZEExEEixBREF 1SR

» Authorized TimeStamps (IZiNAIEE)

SINESEEGERE (DBT) RHHNECESEMNNEIET., RIAHMAER. SH. B B
DOFOMER. EEEDetails (FAER) BRIBTBRIFMES. EFExport (SH) B3
HIDBTERZEIFATIETRIUER. iEiEUpdate (BB3r) DNEBISEFOME, SUAIMNBIREHIX
f4epn#DBT, %EFAppend (IBIN) BEEFINEIIMEDBT, i&iFDelete (HBR) i
HUDBT, EU{(NAEREIREEFRF—MER. (BXSHEURE, SHH16IN. BXEH
T2, 20517, 18, 19H12018, BXIEMIRE, SWHE21TSE22A,

BXRMRIE, SWHE23). )

» Authorized TimeStamps| 1565

26
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» OsRecovery Signatures (IREERIRSZELUER)

OsRecovery&##ER (DBR) E2%ReEENIKERE. HIEHMER. SH.
BT, BINFOMRR, EEDetails (FMER) EOsRecovery&BRIFMER. 1HE
Export (SiH) BHRIDBRERFRIFATISINAIVUE, EFEUpdate (BH7) MNEHIEREIA
B, BRMINEBIREAIEINEDBR, ¥EiFAppend (IBIN) EEERNZIEDBR, iHE#F
Delete (Miif%) iBFFZRIDBREVNNEREEETMIF—MER. (BXSHIRE, &1
16, BXEHNIIE, 2WHE17,. 18, 1980200, BXENNTRE, 2WHE
21TAFI5E22I. BXMRERE, SW%23). )
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