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Preface

About this Manual

This manual is written for professional system integrators, Information Technology
professionals, service personnel and technicians. It provides information for the
installation and use of Supermicro's network modules. Installation and maintenance
should be performed by experienced professionals only.

Manual Organization

Chapter 1: Introduction
The first chapter provides an overview of this manual.
Chapter 2: System Safety

You should familiarize yourself with this chapter for a general overview of safety
precautions that should be followed when installing and servicing Superblade Network
Modules.

Chapter 3: Setup and Installation

Refer here for details on installing the modules into a SuperBlade enclosure and for their
setup and configuration.

Chapter 4: InfiniBand Modules

This chapter details the InfiniBand modules and their features.

Chapter 5: Ethernet Modules

This chapter details all Ethernet switches and pass-through modules for the SuperBlade
system.

Chapter 6: 1-Gb Ethernet Switch Firmware

This chapter details 1-Gb switch firmware menus and screens and how to use them.
Chapter 7: Layer 2/3 Ethernet Switch Firmware

This chapter details 1/10-Gb switch firmware menus and screens and how to use them.
Appendix A: HCA Mezzanine Cards

This appendix details the HCA mezzanine cards that can be installed in blade modules
for use with the InfiniBand or 1/10-Gb switch modules.

Appendix B: LED Descriptions
LED descriptions are summarized here in this appendix for quick reference.
Appendix C: Installing Triple Wide Bays

This appendix describes and details how to use and set up triple-wide bays.
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Chapter 1
Introduction

1-1 Overview

The Superblade Network Modules User’s Manual contains information on all network
modules used for the Supermicro SuperBlade system. This incorporates information on
the InfiniBand switch module, all Ethernet switch modules and all pass-through modules
for both InfiniBand and Ethernet.

1-2 Product Checklist of Typical Components

All modules are shipped alone or with a SuperBlade enclosure when ordered. Aside
from packaging, no cables or cords are included.

Please refer to our web site for information on operating systems that have been
certified for use with the SuperBlade (www.supermicro.com/products/superblade/).

Note: For your system to work properly, please follow the links below to download all

necessary drivers/utilities and the user’s manual for your server.

e Supermicro product manuals: http://www.supermicro.com/support/manuals/

¢ Product drivers and utilities: ftp://ftp.supermicro.com

* Product safety information: http://super-dev/about/policies/safety_information.cfm

« If you have any questions, please contact our support team at:
support@supermicor.com

Note: A complete list of safety warnings is provided on the Supermicro web site at
http://www.supermicro.com/about/policies/safety_information.cfm.

1-3 Features

See Chapter 4: "InfiniBand Modules" on page 4-1 for information and features of the
InfiniBand modules. See Chapter 5: "Ethernet Modules" on page 5-1 for information on
all Ethernet switches and pass-through modules.
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1-4 Contacting Supermicro

Headquarters
Address: Super Micro Computer, Inc.
980 Rock Ave.
San Jose, CA 95131 U.S.A.
Tel: +1 (408) 503-8000
Fax: +1 (408) 503-8008
) marketing@supermicro.com (General Information)
Emalt support@supermicro.com (Technical Support)
Web Site: WWW.Supermicro.com
Europe
Address: Super Micro Computer B.V.
Het Sterrenbeeld 28, 5215 ML
‘s-Hertogenbosch, The Netherlands
Tel: +31 (0) 73-6400390
Fax: +31 (0) 73-6416525
Web Site: www.supermicro.nl
sales@supermicro.nl (General Information)
Email: support@supermicro.nl (Technical Support)
rma@supermicro.nl (Customer Support)
Asia-Pacific
Address: Super Micro Computer, Inc.
3F, No. 150, Jian 1st Rd.
Zhonghe Dist., New Taipei City 23511
Taiwan (R.0.C)
Tel: +886-(2) 8226-3990
Fax: +886-(2) 8226-3992
Web Site: WWWw.supermicro.com.tw

Technical Support:

Email: support@supermicro.com.tw
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Chapter 2
Standardized Warning Statements

2-1 About Standardized Warning Statements

The following statements are industry standard warnings, provided to warn the user of
situations which have the potential for bodily injury. Should you have questions or
experience difficulty, contact Supermicro's Technical Support department for assistance.
Only certified technicians should attempt to install or configure components.

Read this appendix in its entirety before installing or configuring components in the
Supermicro chassis

These warnings may also be found on our web site at http://
www.supermicro.com/about/policies/safety_information.cfm.

Warning Definition
Warning!

This warning symbol means danger. You are in a situation that could cause

bodily injury. Before you work on any equipment, be aware of the hazards
involved with electrical circuitry and be familiar with standard practices for preventing
accidents.
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Warnung
WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu
Verletzungen fiihren kann. Machen Sie sich vor der Arbeit mit Geraten mit den Gefahren
elektrischer Schaltungen und den Ublichen Verfahren zur Vorbeugung vor Unfallen
vertraut. Suchen Sie mit der am Ende jeder Warnung angegebenen
Anweisungsnummer nach der jeweiligen Ubersetzung in den tibersetzten
Sicherheitshinweisen, die zusammen mit diesem Geréat ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.
INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de
manipular cualquier equipo, considere los riesgos de la corriente eléctrica 'y
familiaricese con los procedimientos estandar de prevencion de accidentes. Al final de
cada advertencia encontrara el nimero que le ayudara a encontrar el texto traducido en
el apartado de traducciones que acompafia a este dispositivo.

GUARDE ESTAS INSTRUCCIONES.
IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation
pouvant entrainer des blessures ou des dommages corporels. Avant de travailler sur un
équipement, soyez conscient des dangers liés aux circuits électriques et
familiarisez-vous avec les procédures couramment utilisées pour éviter les accidents.
Pour prendre connaissance des traductions des avertissements figurant dans les
consignes de sécurité traduites qui accompagnent cet appareil, référez-vous au numéro
de l'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS.
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BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwings symbool betekent gevaar. U verkeert in een situatie die lichamelijk
letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich
bewust te zijn van de bij een elektrische installatie betrokken risico's en dient u op de
hoogte te zijn van de standaard procedures om ongelukken te voorkomen. Gebruik de
nummers aan het eind van elke waarschuwing om deze te herleiden naar de
desbetreffende locatie.

BEWAAR DEZE INSTRUCTIES

Installation Instructions

Warning!
A Read the installation instructions before connecting the system to the power
' ~ source.
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Warnung

Vor dem AnschlieBen des Systems an die Stromquelle die Installationsanweisungen
lesen.

jAdvertencia!

Lea las instrucciones de instalacién antes de conectar el sistema a la red de
alimentacion.

Attention

Avant de brancher le systeme sur la source d'alimentation, consulter les directives
d'installation.
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Waarschuwing

Raadpleeg de installatie-instructies voordat u het systeem op de voedingsbron aansluit.

Circuit Breaker

Warning!
& This product relies on the building's installation for short-circuit (overcurrent)
~ protection. Ensure that the protective device is rated not greater than: 250 V,
20 A.
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Warnung

Dieses Produkt ist darauf angewiesen, dass im Gebaude ein Kurzschluss- bzw.
Uberstromschutz installiert ist. Stellen Sie sicher, dass der Nennwert der
Schutzvorrichtung nicht mehr als: 250 V, 20 A betragt.

jAdvertencia!

Este equipo utiliza el sistema de proteccién contra cortocircuitos (o sobrecorrientes) del
edificio. Asegurese de que el dispositivo de proteccioén no sea superior a: 250 V, 20 A.

Attention

Pour ce qui est de la protection contre les courts-circuits (surtension), ce produit dépend
de l'installation électrique du local. Vérifiez que le courant nominal du dispositif de
protection n'est pas supérieur a :250 V, 20 A.

*3 RIN? W2 YnWwn I8 DY In? 021213 NIPRINT 7337 2V HN0M 7T 9%IN
250 V, 20 A-» INT? XY X177 220WNT 18R 2101 1307 WO

2-4



Chapter 2: Standardized Warning Statements
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Waarschuwing

Dit product is afhankelijk van de kortsluitbeveiliging (overspanning) van uw electrische
installatie. Controleer of het beveiligde aparaat niet groter gedimensioneerd is dan
220V, 20A.

Power Disconnection Warning

Warning!

The system must be disconnected from all sources of power and the power
cord removed from the power supply module(s) before accessing the chassis
interior to install or remove system components.

IRV OEE
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Warnung

Das System muss von allen Quellen der Energie und vom Netzanschlusskabel getrennt
sein, das von den Spg.Versorgungsteilmodulen entfernt wird, bevor es auf den
Chassisinnenraum zuriickgreift, um Systemsbestandteile anzubringen oder zu
entfernen.
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jAdvertencia!

El sistema debe ser disconnected de todas las fuentes de energia y del cable eléctrico
quitado de los médulos de fuente de alimentacién antes de tener acceso el interior del
chasis para instalar o para quitar componentes de sistema.

Attention

Le systeme doit étre débranché de toutes les sources de puissance ainsi que de son
cordon d'alimentation secteur avant d'accéder a l'intérieur du chassis pour installer ou
enlever des composants de systéme.
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Waarschuwing

Voordat u toegang neemt tot het binnenwerk van de behuizing voor het installeren of
verwijderen van systeem onderdelen, dient u alle spanningsbronnen en alle
stroomkabels aangesloten op de voeding(en) van de behuizing te verwijderen.

Equipment Installation

Warning!
A Only trained and qualified personnel should be allowed to install, replace, or
) ~ service this equipment.

%ggo)ﬂl.
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Warnung

Das Installieren, Ersetzen oder Bedienen dieser Ausrustung sollte nur geschultem,
qualifiziertem Personal gestattet werden.

jAdvertencia!
Solamente el personal calificado debe instalar, reemplazar o utilizar este equipo.
Attention

Il est vivement recommandé de confier l'installation, le remplacement et la maintenance
de ces équipements a des personnels qualifiés et expérimentés.

IR
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Waarschuwing

Deze apparatuur mag alleen worden geinstalleerd, vervangen of hersteld door
geschoold en gekwalificeerd personeel.

Restricted Area

Warning!
A_ This unit is intended for installation in restricted access areas. A restricted
! access area can be accessed only through the use of a special tool, lock and
key, or other means of security. (This warning does not apply to workstations).
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Warnung

Diese Einheit ist zur Installation in Bereichen mit beschranktem Zutritt vorgesehen. Der
Zutritt zu derartigen Bereichen ist nur mit einem Spezialwerkzeug, Schloss und
Schlissel oder einer sonstigen Sicherheitsvorkehrung méglich.

jAdvertencia!

Esta unidad ha sido disefiada para instalacién en areas de acceso restringido. Sélo
puede obtenerse acceso a una de estas areas mediante la utilizaciéon de una
herramienta especial, cerradura con llave u otro medio de seguridad.

Attention

Cet appareil doit étre installée dans des zones d'acces réservés. L'acceés a une zone
d'acces réservé n'est possible qu'en utilisant un outil spécial, un mécanisme de
verrouillage et une clé, ou tout autre moyen de sécurité.
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Waarschuwing

Dit apparaat is bedoeld voor installatie in gebieden met een beperkte toegang. Toegang
tot dergelijke gebieden kunnen alleen verkregen worden door gebruik te maken van
speciaal gereedschap, slot en sleutel of andere veiligheidsmaatregelen.
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Battery Handling
Warning!

~ There is the danger of explosion if the battery is replaced incorrectly. Replace
the battery only with the same or equivalent type recommended by the
manufacturer. Dispose of used batteries according to the manufacturer's instructions.
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Warnung

Bei Einsetzen einer falschen Batterie besteht Explosionsgefahr. Ersetzen Sie die

Batterie nur durch den gleichen oder vom Hersteller empfohlenen Batterietyp.
Entsorgen Sie die benutzten Batterien nach den Anweisungen des Herstellers.

Attention

Danger d'explosion si la pile n'est pas remplacée correctement. Ne la remplacer que par
une pile de type semblable ou équivalent, recommandée par le fabricant. Jeter les piles
usagées conformément aux instructions du fabricant.

jAdvertencia!

Existe peligro de explosién si la bateria se reemplaza de manera incorrecta.
Reemplazar la bateria exclusivamente con el mismo tipo o el equivalente recomendado
por el fabricante. Desechar las baterias gastadas segun las instrucciones del fabricante.
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Waarschuwing

Er is ontploffingsgevaar indien de batterij verkeerd vervangen wordt. Vervang de batterij
slechts met hetzelfde of een equivalent type die door de fabrikant aanbevolen wordt.
Gebruikte batterijen dienen overeenkomstig fabrieksvoorschriften afgevoerd te worden.

Redundant Power Supplies
Warning!
_ This unit might have more than one power supply connection. All connections
must be removed to de-energize the unit.
TR
COoazZy FIBBOBHERDMEGHEN TR LARH D X T,
=y FOERZYSHICE. TN TOERZINO NS TR A,

%ﬂ:

PEER R BRI REA LIE— » TR R R T A e LR 28 T A e
T

HEE BRI RN R WRVIERFTA IR R LB E R E
Warnung

Dieses Gerat kann mehr als eine Stromzufuhr haben. Um sicherzustellen, dass der
Einheit kein trom zugefuhrt wird, mussen alle Verbindungen entfernt werden.

jAdvertencia!

Puede que esta unidad tenga mas de una conexién para fuentes de alimentacion. Para
cortar por completo el suministro de energia, deben desconectarse todas las
conexiones.

Attention

Cette unité peut avoir plus d'une connexion d'alimentation. Pour supprimer toute tension
et tout courant électrique de I'unité, toutes les connexions d'alimentation doivent étre

débranchées.
IR POOM N DMp DX
LTIIR
P12 NIn PY ©°112°171 95 DR 1oAY W2 .pd YW INXR 270N N w1 37
1T DR
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Waarschuwing

Deze eenheid kan meer dan één stroomtoevoeraansluiting bevatten. Alle aansluitingen
dienen verwijderd te worden om het apparaat stroomloos te maken

Backplane Voltage

Warning!
& Hazardous voltage or energy is present on the backplane when the system is
i ~operating. Use caution when servicing.

N 7T L—r DI
AT LOBEPERAEE X ZEND. Ny T L=V Rtk o T0E T,
BB BEACIITER S IZE W,
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Warnung

Wenn das System in Betrieb ist, treten auf der Riickwandplatine geféahrliche
Spannungen oder Energien auf. Vorsicht bei der Wartung.

jAdvertencia!

Cuando el sistema esta en funcionamiento, el voltaje del plano trasero es peligroso.
Tenga cuidado cuando lo revise.

Attention

Lorsque le systéeme est en fonctionnement, des tensions électriques circulent sur le fond
de panier. Prendre des précautions lors de la maintenance.
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Waarschuwing

Een gevaarlijke spanning of energie is aanwezig op de backplane wanneer het systeem
in gebruik is. Voorzichtigheid is geboden tijdens het onderhoud.

Comply with Local and National Electrical Codes

Warning!
& Installation of the equipment must comply with local and national electrical
i ~ codes.

Hiys 3 X U E O BB I HERL
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Warnung

Die Installation der Gerate muss den Sicherheitsstandards entsprechen.
jAdvertencia!

La instalacion del equipo debe cumplir con las normas de electricidad locales y
nacionales.

Attention

L'équipement doit étre installé conformément aux normes électriques nationales et
locales.

2R Ynwnn P OIR°N
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Waarschuwing

Bij installatie van de apparatuur moet worden voldaan aan de lokale en nationale
elektriciteitsvoorschriften.

Product Disposal

Warning!
A_ Ultimate disposal of this product should be handled according to all national
' laws and regulations.
BUTHOPERE

C OGN ETII B350, FIOBIGRT 52 TOMEHE - S[ONCHEVLLY 2 2D
HHET,

B
AT EnB R T AN AR P [ 2 A R B A T
L
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Warnung

Die Entsorgung dieses Produkts sollte gemaR allen Bestimmungen und Gesetzen des
Landes erfolgen.

jAdvertencia!

Al deshacerse por completo de este producto debe seguir todas las leyes y reglamentos
nacionales.

Attention

La mise au rebut ou le recyclage de ce produit sont généralement soumis a des lois et/
ou directives de respect de I'environnement. Renseignez-vous auprés de |'organisme
compétent.

93071 P1270
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Waarschuwing

De uiteindelijke verwijdering van dit product dient te geschieden in overeenstemming
met alle nationale wetten en reglementen.

Hot Swap Fan Warning

Warning!
A The fans might still be turning when you remove the fan assembly from the
chassis. Keep fingers, screwdrivers, and other objects away from the
openings in the fan assembly's housing.

Ty Ry ATy TOER
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Warnung
Die Lufter drehen sich u. U. noch, wenn die Lufterbaugruppe aus dem Chassis

genommen wird. Halten Sie Finger, Schraubendreher und andere Gegenstande von
den Offnungen des Liiftergehauses entfernt.

jAdvertencia!

Los ventiladores podran dar vuelta cuando usted quite ell montaje del ventilador del
chasis. Mandtenga los dedos, los destornilladores y todos los objetos lejos de las
aberturas del ventilador

Attention

Il est possible que les ventilateurs soient toujours en rotation lorsque vous retirerez le
bloc ventilateur du chassis. Prenez garde a ce que doigts, tournevis et autres objets
soient éloignés du logement du bloc ventilateur.

et
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Waarschuwing

Het is mogelijk dat de ventilator nog draait tijdens het verwijderen van het
ventilatorsamenstel uit het chassis. Houd uw vingers, schroevendraaiers en eventuele
andere voorwerpen uit de buurt van de openingen in de ventilatorbehuizing.

Power Cable and AC Adapter
Warning!

When installing the product, use the provided or designated connection
~ cables, power cables and AC adaptors. Using any other cables and adaptors
could cause a malfunction or a fire. Electrical Appliance and Material Safety Law
prohibits the use of UL or CSA -certified cables (that have UL/CSA shown on the code)
for any other electrical devices than products designated by Supermicro only.
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Warnung

Bei der Installation des Produkts, die zur Verfligung gestellten oder benannt
Anschlusskabel, Stromkabel und Netzteile. Verwendung anderer Kabel und Adapter
kann zu einer Fehlfunktion oder ein Brand entstehen. Elektrische Gerate und Material
Safety Law verbietet die Verwendung von UL-oder CSA-zertifizierte Kabel, UL oder
CSA auf der Code fir alle anderen elektrischen Gerate als Produkte von Supermicro
nur bezeichnet gezeigt haben.

jAdvertencia!

Al instalar el producto, utilice los cables de conexion previstos o designados, los cables
y adaptadores de CA. La utilizacién de otros cables y adaptadores podria ocasionar un
mal funcionamiento o un incendio. Aparatos Eléctricos y la Ley de Seguridad del
Material prohibe el uso de UL o CSA cables certificados que tienen UL o CSA se
muestra en el cadigo de otros dispositivos eléctricos que los productos designados por
Supermicro solamente.

Attention

Lors de l'installation du produit, utilisez les bables de connection fournis ou désigné.
L'utilisation d'autres cables et adaptateurs peut provoquer un dysfonctionnement ou un
incendie. Appareils électroménagers et de loi sur la sécurité Matériel interdit I'utilisation
de UL ou CSA cables certifiés qui ont UL ou CSA indiqué sur le code pour tous les
autres appareils électriques que les produits désignés par Supermicro seulement.
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Waarschuwing

Bij het installeren van het product, gebruik de meegeleverde of aangewezen kabels,
stroomkabels en adapters. Het gebruik van andere kabels en adapters kan leiden tot
een storing of een brand. Elektrisch apparaat en veiligheidsinformatiebladen wet
verbiedt het gebruik van UL of CSA gecertificeerde kabels die UL of CSA die op de code
voor andere elektrische apparaten dan de producten die door Supermicro alleen.
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Chapter 3
Setup and Installation

This chapter covers the setup and installation of the SuperBladeSuperBlade Ethernet
switch modules.

SuperMicro has three different Gigabit Ethernet switch modules for its SuperBlade
system. The first is the SBM-GEM-001 Gigabit Ethernet switch module with ten external
1-Gbps Ethernet uplinks. The second SBM-GEM-X2C(+) and third SBM-GEM-X3S+ 1/
10-Gigabit Ethernet switch modules are a 1-Gbps Ethernet switches with three external
10-Gbps uplink and two/four external 1-Gbps Ethernet uplink ports. Supermicro also
offers a 10-Gbps Ethernet switch — the SBM-XEM-X10SM. The following pages contain
some installation instructions that are common to both switches.

NOTE: The pass-through modules do not require any special setup or
configuration, just installation in their bays.

The SBM-GEM-002 Gigabit pass-through module uses the same single bays as
the Gigabit Ethernet switch modules, while the SBM-XEM-002/MM 10-Gigabit
pass-through and the SBM-XEM-X10SM 10-Gigabit switch modules require a
double-wide bay for installation into the SuperBlade enclosure. See the
SuperBlade User’s Manual for details on double-wide bay setup.

3-1 Installing/Removing a Switch Module

Follow the procedures below for installing or uninstalling any of the Gigabit Ethernet
switch modules into a SuperBlade system.

Installing a Switch Module

1. Make sure the cover to the module has been installed before proceeding. Follow the
anti-static precautions described in Chapter 2.

2. Remove the dummy cover from the bay you want to place the module in.
Place the module's release handle in the open position.

4. Slide the module into the module bay until it stops (see Figure 3-1 and Figure 3-2).
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Figure 3-1. Blade Enclosure with 1-Gbps Switch Modules Installed

SBM-GEM-001
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Figure 3-2. Blade Enclosure with 1/10-Gbps Switch Modules Installed
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5. Push the release handle to the closed position.

NOTE: After the module has been installed and the handle locked, it will turn on
% and a POST test will run to verify it is working properly. If there are no problems
the blue Init. OK LED on the module will illuminate and you will see an OK
v under INITIATED in the GBE SwiTcH screen of the management software utility.

NOTE: If the module is installed in a top bay it must be positioned upside-down.

Removing a Switch Module
1. Pull out the release handle to the open position.
2. Pull the module out of the bay.

3. Replace immediately with another module or with a dummy module cover to
maintain airflow integrity.
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3-2 Configuring the Switch Module

Figure 3-3. Configuring the Switch Module
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A Gigabit Ethernet switch module can be configured using two methods (as shown in
Figure 3-3). You may configure it:

*  Through the web-based management utility or IPMI (via the CMM module)

« Directly through a command line (using a telnet interface or a serial console)

The management utility and IPMI access the switch module through the CMM module.
To access it directly, use the command line.

Note that any port may be configured as up (active) or down (inactive). All ports are
active by default.

For more detailed information on configuration of the switches, see either Chapter 6:
"1-Gb Ethernet Switch Firmware" on page 6-1 or Chapter 7: "Layer 2/3 Ethernet Switch
Firmware" on page 7-1.
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Web-based Management Utility/IPMI

Using the Web-based Management Utility or IPMI is the most user-friendly method of
configuring the switch module. You can access the configuration menu either through
the management utility or by a network connection.

See either Chapter 6 or Chapter 7 for more details on the Web-based Management
Utility.
Network Connection
Use the procedure below to connect and login to the IPMI system.
Logging In to the IPMI:
1. Connect a PC to a network that is accessible to the switch.

For example, connect a PC to any of the front panel ports of the switch and make
sure the PC has an IP address on the same subnet as the switch management IP.

2. Type the IP address of the switch that you want to connect to in the address bar of
your browser, and hit <ENTER>. Once the connection is made, the LOGIN screen
displays (Figure 3-4).

Figure 3-4. IPMI Login Screen

T IPMI View ¥2.6.37 (build 071213) - Super Micro Computer, Inc.
B Edit Sesion Manage Help

1@ a B0 R

&) SupesBlade
SUPERMICR®
PMIDnﬂin X sUperBIade

System Name  SuperBlede
IP Address  192.168.1.112

Description  192.168.1.112

LoginID:  |FOEIY D [Administestor]

[] Save 1D and Password

Anthentication | Blade System | Text Console | K¥M Console | EventLog || Logon Management | Virtual Media | CMM Setting

Get Virnal Media information done
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a. Type in your Username in the USERNAME box.

b. Type in your Password in the PASSWORD box and click on LOGIN.

% NOTE: The default username and the default password are both ADMIN. The
Default IP address is https://192.168.100.102.

The IPMI Blade System screen shown in Figure 3-5 is then displayed.

Figure 3-5. IPMI Blade System Screen

T IPMI View ¥2.6.37 (build 071213) - Super Micro Computer, Inc.

File Edit Session Manage Help
Bag0e 2
S & SuperBlade \
UPERMICR. Surnmary Blade System Chassis LED
PMIDomain & v @ £ % | Failore @
@
Blade:
Fiew Option
Power 7] Stats
Switch 7] Bicture
M ] Humber
B = == = : @ Legend Help
N [Failure Summary] I:’|:|
Fedluze Table
Ho Level | Soure Itemn Detsil Side
Fedluze Location
Front Rear
Authentication | Elade Syster | Texd Console | K¥M Console | Event Log | Logon Management | Tirtual Medin | CHM Setting
Login to SuperBlade(193.168 1.112) succsssfully

3. Clicking on a gigabit switch module will display the gigabit switch in the Gigabit
Switch panel on the screen (Figure 3-6). You may make changes in the
configuration of the switch module in this panel to your needs.
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Figure 3-6. Gigabit Switch Panel

A [ GB Switch 1] QE

Satus Tebiuperimart Configuration
PowerStatus: () On Username and Password:
Eror LED: ° Normal
Initialized: @ oK

WSS IF: 192.168.1 66
Switch Temp: ° Mopmal _
35V Status: @ Nommal Netmask: 2552552550
1 25V Status: & Normal Cratewa: 192.168.1.1

Datetime: 12/19/2007 08:58:47
Power Control

[ Gret [ Update || Weh |
FowerOn || Powerofi |[  Reset

oltage

Temperature

& et

Buritch

Address Defaults

The following defaults in Table 3-1 are the default addresses that are initially set.

Afterwards, you can change these values within the program.

Table 3-1. SBM-GEM-001 Switch Module Address Default Settings

Address
Default IP Address
Default Gateway Address

Default Subnet Mask

Default Setting
https://192.168.100.102
192.168.100.1
255.255.255.0

NOTE: If two switches are installed in a SuperBlade system, you will have to
change the IP address of one from the default so that both switches have

unique addresses.
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Command Line

Configuring the 1/10-G Ethernet switch (SBM-GEM-X2C/SBM-GEM-X3S+) or the 10-G
Ethernet switch (SBM-XEM-X10SM) can be done using a command line via telnet or by
using the serial console interface.

Accessing CLI through Telnet:

To access command line via telnet, follow the below steps.

1.

Connect a PC to a network that is accessible to the switch.

For example, connect a PC to any of the front panel ports of the switch and make
sure the PC has an IP address on the same subnet as the switch management IP.

In the PC, start a telnet client session with the switch management IP (default IP is
192.168.100.102).

This brings up the switch’s command line interface for user login.
Enter username and password to login to the switch.

To view the switch configurations use show commands and to configure the switch
type config term to get access to the configuration commands. For help type ? or
help.

Accessing CLI through a Serial Console

To access command line via a serial console, follow the below steps.

1.
2.

Connect a PC serial port to the switch console port.

In the PC, open any seral port access applications, such as Hyperterminal or Term
Term.

Choose the serial port connected with the switch and configure with the following
parameters:

Baudrate = 9600

Data bits = 8

Parity = None

Stop bit=1
This brings up the switch’s command line interface for user login.
Enter username and password to login to the switch.

To view the switch configurations use show commands and to configure the switch
type config term to get access to the configuration commands. For help type ? or
help.
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3-3 Locating and Identifying Switches and Switch
Ports on a Blade Enclosure

Use this section to help you in locating and identifying the switch ports and switches on
a blad enclosure.

Locating and Identifying a Switch on a Blade Enclosure

When you are looking at the rear of the blade enclosure, you can identify the switch
associating with a CMM designation by using the information in Table 3-2.

Table 3-2. Locating and Identifying a Switch

Switch SBM-GEM | SBM-GEM- |SBM-GEP- |SBM-XEM- |SBM-XEM- |SBM-IBS
Name? -001/003 |X2C+/X3S+|T20 X10SM 002M All models
Uoper Slo | Gigabit L3 Gigabit | Gigabit 10G 10G '(’(‘?ﬁ[')‘g’)a"d
PP Switchl Switchl Switch 1 Switch 2 Switch 2 -
Switch 2
Lower Sior | Gigabit L3 Gigabit | Gigabit 10G 10G '(”f:;g’)a“d
Switch 2 Switch 2 Switch 2 Switch 1 Switch 1 SQwitch 1

a. As shown on the CMM.

Locating and Identifying a Switch Port on a Blade Enclosure

In general, a switch that is designated on the CMM as "Switch 1", has its ports
electrically routed to the first network interfaces of the blade servers, while the switch
designed as "Switch 2" has its ports electrically routed to the second network interfaces
of the blade servers. However, pass-through Ethernet modules have a one-to-one
relationship between their internal and external ports.

Managed switches have internal ports that are associated with the blade server slots
and network interfaces (NIC) as shown in Table 3-3 through Table 3-7.

4% NOTE: Not all switches shown are supported on all blade enclosures. Please
check the Superblade matrix for the supported models.
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Table 3-3. SBE-710 Enclosures with SBM-GEM-001/002 or SBM-GEM-X2C+/X3S+

Table 3-4. SBE-710 Enclosures with SBM-XEM-X10SM

Table 3-5. SBE-720 Enclosures with SBM-GEM-X2C+/X3S+

Blade 7 NIC1 NIC2 Gi o077
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Table 3-5. SBE-720 Enclosures with SBM-GEM-X2C+/X3S+

Blade 11 NIC1 NIC2 Gi0/11
Blade 13 NIC1 NIC2 Gi0/13

Blade 17 NIC1 NIC2 Gi0/17
Blade 19 NIC1 NIC2 Gi 0/19

Table 3-6. SBE-720 Enclosures with SBM-XEM-X10SM

Blade 17 NIC2 NIC1 Ex 0/17

3-11



Superblade Network Modules User’s Manual

Table 3-6. SBE-720 Enclosures with SBM-XEM-X10SM (Continued)

Table 3-7. SBE-714 Enclosures with SBM-GEM-001/002 or SBM-GEM-X2C+/X3S+

Bladel NIC1 NIC2 Gi0/1
Blade 3 NIC1 NIC2 Gi0/3
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3-4 Firmware for the 1/10 Gigabit and 10-Gigabit
Ethernet Switch Modules

The firmware for the 1/10-Gigabit and 10-Gigabit Ethernet switch modules resides on a
chip on the PCB.

The switch modules have internal flash memory in two areas to hold two firmware
images. The flash area used for the normal firmware image is referred to as the normal
area. The other flash area, referred to as the fallback area, is used to store the firmware
image for fallback purpose in case of a failure to boot from the normal area.

Firmware Upgrading Procedures

The procedures for firmware upgrading and using a fallback firmware image are listed
below.

Upgrading Firmware on the Switch using TFTP:

To upgrade the switch’s firmware, use the procedure below.

1. Copy the latest firmware to the TFTP root directory on the TFTP server machine.
2. Make sure the upgraded TFTP server and switch both have network reach ability.
3. Login to the Switch CLI, either through Telnet or a serial console port.

4. Type the below command to upgrade the firmware in the normal area:

firmware upgrade tftp://<ip-address>/<filename>
flash:normal

Here <ip-address> is the IP address of the TFTP server and <filename> is the name
of the firmware image file.

5. On successful download CLI displays the below string:
Firmware download completed successfully.
6. After a successful download, reboot the switch to use this latest firmware.

7. If the download fails, check the IP address, file name, network connections and
configurations to reach the TFTP server.

8. If the switch does not come up after the firmware upgrade due to any incorrect
firmware images, boot the switch using a fallback firmware image. Refer the steps in
the procedure "Booting using a Fallback Firmware Image:" below to boot the switch
using a fallback firmware image.

9. Once the switch is booted with a fallback firmware, repeat the above steps to
upgrade with the correct firmware image.

10. On successful upgrade of the latest firmware, it is advised that you upgrade the
fallback firmware image also. Follow the steps listed in the procedure "Upgrading
Fallback Firmware using TFTP:" below to upgrade the fallback firmware image.
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Booting using a Fallback Firmware Image:
Use the procedure below to boot using a fallback firmware image.
1. Reboot the switch by power cycling the switch power.

2. During reboot, press any key when it displays the below text (as shown in
Figure 3-7).

Hit any key to stop autoboot: 5

Figure 3-7. Displayed Text for Rebooting

Decompressing,. OK

Image Fumming, Clock=1
Image Bumming Clock =21
syatetn et oy inform ot ons
podl size : 25NB

free size : Z1MB

PRODUCT TYFPE : 24 GE Parts+4 GE Combo Ports L2 Managed PoE Switch
Hit any key to stop autohoot: 5

ERFROE: PCI configuati on read (Ox0=0x i) -READ ERROR

ERFROR: PCT corfiguarat of read (0x0=0x ) -FEAD ERROE

PCT wrdt 0: Dev0xb313, Rev 0x0l, Chip BOMS6313_A0, Diiver BOMEA314 A0
SOC unit 0 attached to PCI device BCMWS8313 AD

Test chipl......... (5):4

<< T3ER MEN T ===

= 3VETEM [HEO:

Hardware Verdon Bl

[P Address D192 1A% 2 32

Subnet Wl asg: D255255 2550

Default G atewray (192168 2.100

TFTF Server (192 16%.2.100

Fitmwate File Name BBMIGEM-ZRC 5 210 hin
= MENT OPTIONS:

Press [H] toi3et Hardarare Info

Press [3] to Get Hardwrare Infio
Ptress [F]to Dowrload Fismwrate
Press [I] to Jump to Fitmwrare

SMC=

3-14



Chapter 3: Setup and Installation

NOTE: The numbers in the Product Type entry change depending upon the
switch you are using.

[

3. Once the boot sequence is interrupted, it will display menu options as shown in
Figure 3-7.

Use the "H" option to set hardware information by typing the character H. This will
display the hardware information that can be changed as shown in Figure 3-8.

Figure 3-8. Setting Hardware Information

SMIC=H

= HARDWAFE IMFO:

Local [P (ip) = 192,162 2,32

Subrwet Black (amcle) = 2552552550

Default Crateraray (gateraray) = 192.162.2.100

TFTP Server (Hipaddr) = 192.168.2.100

Finroearare Harre [ramdiskraane’) = SERE GER-22Curh 210 bin
Famdick Flaz (fhz)=0

SMIC.POSCE dlag=l

= HARDWAFE IMFO:

Local [P (ip) = 192,162 2,32

Subriet Dlask (amck) = 2552552550

Default Crateraray (gateraray) = 192.162.2.100

TFTP Server (Hipaddo) = 192.162.2.100

Finrearare Harre [Tamdiskraane’) = SERE GER-22Curh 210 bin

Famrdick Flag (fhg)=1
SMIC.POSC= exdt
Sanre before Exit ? [Y0H]

Sz, Har darare Frdo .. 0K

= HARDWAFE INFO:

Local [P (i) = 192,168 2 32

Subriet Dofask (mmck) = 2552552550

Drefault Cratevray (Zatewray) = 192.168.2.100

TFTP Server (Hipaddr) = 192.168.2.100

Fintrarare Marre [Tandislrene’) = SERLE GERL- 22 C-ws 210 bin
Ramdick Flag (fhg) =1

To choose the boot from a fallback image, type the command: rflag=1
Type Save to save the hardware information.

Type Exit to exit the hardware information menu.

N g &

Type J to boot the image. In this case it will boot from a fallback image.
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8.

In case you wish to later move back to a normal image, repeat the above the steps
with one difference for step 4, where you should use the command rflag=0
instead of rflag=1 to boot with a normal firmware image.

Upgrading Fallback Firmware using TFTP:

To upgrade fallback firmware using TFTP, use the procedure below.

1.

2
3.
4

Copy the latest firmware to the TFTP root directory on the TFTP server machine.
Make sure the upgraded TFTP server and switch both have network reach ability.
Login to the Switch CLI either through Telnet or a serial console port.
Type the below command to upgrade the firmware in the normal area:

firmware upgrade tftp://<ip-address>/<filename> flash:fallbackl

Here <ip-address> is the IP address of the TFTP server and <filename> is the name
of the firmware image file.

On a successful download, the CLI displays the below string:
Firmware download completed successfully.

After a successful download, reboot the switch using the fallback image to verify the
fallback image. Refer the steps listed above in the procedure "Booting using a
Fallback Firmware Image:" above to boot the switch in the fallback image.

Once both the normal and fallback image both have latest firmware, continue to use
the normal image as directed in step 8 of the procedure "Booting using a Fallback
Firmware Image:".

Firmware Failure Recovery Steps

In case you have any issues in booting the switch with either a normal or fallback image,
use the procedure below to recover the switch functionality with a correctly working
firmware image.

Recovering Switch Functionality with a Firmware Image:

1.

2
1.
2

Copy the latest firmware to the TFTP root directory on a TFTP server machine.
Make sure the upgraded TFTP server and switch both have network reach ability.
Reboot the switch by power cycling the switch power.

During reboot, press any key when it displays the below text (as shown in
Figure 3-7).

Hit any key to stop autoboot: 5

Once the boot sequence is interrupted, it will display menu options as shown in
Figure 3-7.Use the "H" option to set hardware information by typing the character H.

This will display the hardware information that can be changed as shown in
Figure 3-8.
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10.
11.

12.

13.
14.

Configure the IP address for this switch (only for booting purposes) using the
command: ip=<IP address>

For example ip=https://192.168.2.3

Configure the subnet mask for this switch IP address using the below command:
mask=<subnet mask>

For example mask=255.255.255.0

Configure the TFTP server IP address using the below command:
tftpaddr=<TFTP server IP>

For example tftpaddr=192.168.2.100

Configure the gateway address to reach the TFTP server using the below command
if the TFTP server is in different network:

gateway=<gateway IP>

For example gateway=192.168.2.100

Configure the firmware image file name using the below command:
ramdiskname=<filename>

For example ramdiskname= SBM-GEM-X2C-v5.2.10.bin

Type Save to save the hardware information.

Type EXxit to exit the hardware information menu.

Type F to download the firmware image. In this case it will download to the normal
image area.

On a successful download, the switch displays the below string.

Updating the ramdisk image ...
This may take awhile
oK

After a successful download, boot the switch to use this latest firmware by typing J.

If the download fails, check the IP address, file name, network connections and
configurations to reach the TFTP server.
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Notes
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Chapter 4
InfiniBand Modules

4-1 Overview

InfiniBand is a switch-based, point-to-point bidirectional serial link network
communications architecture. Supermicro offers three different Infiniband modules:

¢ 4X DDR (20-Gb/s) switch with 14 internal ports and 10 external CX4 ports
¢« 4X DDR (20-Gb/s) pass-through with 14 internal ports and 14 external CX4 ports

¢ 4X QDR (40-Gh/s) switch with up to 20 internal ports and up to 18 external QSFP
ports (4 models).

The main function of the SuperBlade InifiniBand switch modules is to provide
high-speed interconnectivity among the blade modules and with external peripherals.
These are hot-pluggable modules that must be installed in a double-wide or triple-wide
bay at the lower right of the enclosure. Because they occupy one of the bays
alternatively used for the CMM, only one InfiniBand module may normally be installed in
the system. However, the SBM-IBS-Q3616M and SBM-IBS-Q3618M are exceptions to
this since they allow installation of an optional integrated CMM. See Section 4-4:
SBM-IBS-Q3618M/SBM-IBS-Q3616M 4X QDR InfiniBand Switch Modules on page 4-4
for details.

NOTE: For any blade to access the InfiniBand module, it must first have an
InfiniBand card installed on its mainboard. See Appendix A for details on the
Mezzanine HCA cards that are available for use with the InfiniBand module.

==
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4-2 SBM-IBS-001 4X DDR InfiniBand Switch Module

Figure 4-1. SBM-IBS-001 InfiniBand Switch Module

Table 4-1. SBM-IBS-001 InfiniBand Module Interface

Module Power LED
External InfiniBand Port (10 total)
Port Activity LED (Yellow)

Table 4-2. SBM-IBS-001 InfiniBand Module Features

Internal/External Ports Internal: 14 4X DDR copper ports/ External: 10 4X DDR copper ports

160 ns port-to-port switch latency

Operating System Firmware (upgradable)
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4-3 SBM-IBS-Q3618/Q3616 4X QDR InfiniBand Switch
Modules

| [Fs s =lF s+ s e s v ) D i i
-
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Figure 4-2. SBM-IBS-Q3618/Q3616 InfiniBand Switch Module
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Table 4-3. SBM-IBS-Q3618/Q3616 InfiniBand Module Interface

Item

N o g s w N

Description

System error. Fault LED (Red)?

System status. Ready LED (Green)?

External InfiniBand Port (16 QSFP ports for Q3616 and 18 QSFP ports for Q3618)

Per Port Dual-color LED, PHY link(Green)/Logic link(Amber)/ACT blinking(Green+Amber)
Module Release Handle

Port Numbers (First port number is top port, second port number is bottom port)

QDR Switch Reset Button

a. If the fault LED goes on, the QDR switch operation is stopped. It then needs a hardware
reset or a power off cycle to bring it back into normal operation.

b. If the Green LED is blinking, the QDR switch is overheated. Please check the air fan and
vent condition. If the fault LED goes on at the same time, a hard reset or a power off
cycle needs to be initiated.

Table 4-4. SBM-IBS-Q3618/Q3616 InfiniBand Module Features

Feature

Internal/External Ports

Description

Internal: 18/20 4X QDR copper ports/ External: 18/16 4X QDR copper
ports

4X QDR (40-Gbps) non-blocking architecture for 2.88-Tbps total bandwidth

Bandwidth (36-port)

Latency 120-ns port-to-port switch latency
Power Consumption 100W

Operating System Firmware (upgradable)
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4-4 SBM-IBS-Q3618M/SBM-IBS-Q3616M 4X QDR

InfiniBand Switch Modules

Figure 4-3. SBM-IBS-Q3616M InfiniBand Switch Module

11712 1314 1816

Table 4-5. SBM-IBS-Q3618M/SBM-IBS-Q3616M InfiniBand Module Interface

Item

© O N o g s W N P

=
o

Description

System error. Fault LED (Red)?

System status. Ready LED (Green)®

External InfiniBand Ports (16 QSFP ports for Q3616M and 18 QSFP ports for Q3618M)
Per Port Dual-color LED, PHY link(Green)/Logic link(Amber)/ACT blinking(Green+Amber)
Module Release Handle

Internal CMM Module Ethernet Port

Port Numbers (First port number is top port, second port number is bottom port)

QDR Switch Reset and CMM Load Default

KVM Connector

CMM Activity LED

a. If the fault LED goes on, the QDR switch operation is stopped. It then needs a hardware
reset or a power off cycle to bring it back into normal operation.

b. If the Green LED is blinking, the QDR switch is overheated. Please check the air fan and
vent condition. If the fault LED goes on at the same time, a hard reset or a power off
cycle needs to be initiated.
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Table 4-6. SBM-IBS-Q3618M/SBM-IBS-Q3616M InfiniBand Module Features

Feature

Internal/External Ports

Bandwidth

Latency
Power Consumption

Operating System

Description

Internal: 18/20 4X QDR copper ports/ External: 18/16 4X QDR copper
ports

4X QDR (40-Gbps) non-blocking architecture for 2.88-Tbps total bandwidth
(36-port)

120-ns port-to-port switch latency
120W (with CMM Module Loaded)

Firmware (upgradable)

In addition to the InfiniBand switching capability it shares with other Supermicro Blade
InfiniBand switches, the SBM-IBS-Q3618M/SBM-IBS-Q3616M modules include
provision for the installation of an optional integrated Chassis Management Module
(CMM). This “mini-CMM” (BMB-CMM-002) is installed as an add-on-module inside the
switch chassis. This allows installation of two (redundant) switches in the SuperBlade
enclosure without the loss of system management capability. Note that a dual-port
InfiniBand add-on card is required if redundant switches are installed.

Either the RJ45 connector or the KVM connector on the front of the SBM-IBS-Q3618M/
SBM-IBS-Q3616M modules can be used to connect to the integrated CMM module (see
Figure 4-3). There is also an activity indicator LED for the CMM on the left-hand side of
the front of the SBM-IBS-Q3618M/SBM-IBS-Q3616M modules.

The reset button (lower left), pushed once, will reset the SBM-IBS-Q3618M/
SBM-IBS-Q3616M modules. If held down for approximately 5 seconds it will send a
signal to the CMM, which cause the CMM to return to default settings.

See Chapter 4, Section 4.1 of the SuperBlade User’'s Manual for more information on
the operation of the CMM itself, including instructions on how to use both the KVM and
RJ45 connections.
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4-5 SBM-IBS-F3616M 4X FDR InfiniBand Switch

Module

Figure 4-4. SBM-IBS-F3616M InfiniBand Switch Module

11712 1314 1816

Table 4-7. SBM-IBS-F3616M InfiniBand Module Interface

Item

© O N o g s W N P

=
o

Description

System error. Fault LED (Red)?

System status. Ready LED (Green)®

External InfiniBand FDR Ports

Per Port Dual-color LED, PHY link(Green)/Logic link(Amber)/ACT blinking(Green+Amber)
Module Release Handle

Internal CMM Module Ethernet Port

Port Numbers (First port number is top port, second port number is bottom port)
QDR Switch Reset and CMM Load Default

KVM Connector

CMM Activity LED

a. If the fault LED goes on, the FDR switch operation is stopped. It then needs a hardware
reset or a power off cycle to bring it back into normal operation.

b. If the Green LED is blinking, the FDR switch is overheated. Please check the air fan and
vent condition. If the fault LED goes on at the same time, a hard reset or a power off
cycle needs to be initiated.
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Table 4-8. SBM-IBS-F3616M InfiniBand Module Features

Feature

Internal/External Ports
Bandwidth

Latency

Power Consumption

Description
Internal: 20 FDR10 ports/ External: 16 4X FDR with QSFP connectors

4X FDR (56-Gbps) non-blocking architecture with 56Gbps through external
ports for 3.392Thps total switch bandwidth (36-port)

120-ns port-to-port switch latency
120W (with CMM Module Loaded)

Operating System Firmware (upgradable)

In addition to the InfiniBand switching capability it shares with other Supermicro Blade
InfiniBand switches, the SBM-IBS-F3616M modules include provision for the installation
of an optional integrated Chassis Management Module (CMM). This “mini-CMM”
(BMB-CMM-002) is installed as an add-on-module inside the switch chassis. This allows
installation of two (redundant) switches in the SuperBlade enclosure without the loss of
system management capability. Note that a dual-port InfiniBand add-on card is required
if redundant switches are installed.

Either the RJ45 connector or the KVM connector on the front of the SBM-IBS-F3616M
modules can be used to connect to the integrated CMM module (see Figure 4-3). There
is also an activity indicator LED for the CMM on the left-hand side of the front of the
SBM-IBS-F3616M modules.

The reset button (lower left), pushed once, will reset the SBM-IBS-QF3616M modules. If
held down for approximately 5 seconds it will send a signal to the CMM, which cause the
CMM to return to default settings.

See Chapter 4, Section 4.1 of the SuperBlade User’s Manual for more information on
the operation of the CMM itself, including instructions on how to use both the KVM and
RJ45 connections.
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4-6 SBM-IBP-D14 InfiniBand Pass-Through Module

Figure 4-5. SBM-IBP-D14 InfiniBand Pass-Through Triple-Wide Module

The SBM-IBP-D14 InfniBand Pass-through Module is a triple-wide non-configurable
pass-through module that includes fourteen (14) 4X DDR copper ports with CX-4
connectors. The pass-through module is used to provide a connection between the
Infiniband controller (Add-on Card) mounted on the blade’s mainboard and an external
InfiniBand device.

Unlike the SBM-IBS-001 4x DDR InfiniBand switch module, this is a pass-through
module. With this module Blade 1 would be connected directly to port 1, Blade 2 to port
2 and so on. If you are only connected to 10 blades then ports 11 through 14 are not
connected.

Temperature and voltage of the pass-through module are read through the CMM
module. Like other SuperBlade network modules, this pass-through module is
hot-pluggable.

éf' NOTE: The SBM-IBP-D14 InfniBand Pass-through Module must be connected
to another InfiniBand module in order to operate.

¥

4-7 Installation and Configuration of InfiniBand Switch
Modules

This section covers the installation, removal and configuration of InfiniBand switch
modules and InfiniBand pass-through modules.

Installing/Removing the InfiniBand Switch Module

Before installing the InfiniBand switch module make sure the cover to the module has
been installed before proceeding. Refer to the anti-static precautions described in
Chapter 2.

The InifiniBand switch module must be installed into a double-wide bay. Assuming that
you have already created a double-wide bay out of two single-wide bays, continue with
the steps below. See the SuperBlade User’s Manual for details on setting up
double-wide bays in the SuperBlade enclosure.
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NOTE: The 10GbE Pass-through module (SBM-XEM-002/M) also requires the

% same double-wide bay as the InfiniBand switch module and may be installed
instead of the InfiniBand switch module in your blade enclosure system. Use
the same instructions below for installing either the pass-through module or the
InfiniBand switch module.

Installing the Module

1. Remove the dummy cover from the bay you want to place the module in.
2. Place the module's release handle in the open position.

3. Slide the module into the module bay until it stops.

4. Push the release handle to the closed position.

After the module has been installed and the handle locked, it will power on after a short
delay and a POST test will run to verify it is working properly.

Removing the Module
1. Pull out the release handle to the open position.
2. Pull the module out of the bay.

3. Replace immediately with another module or with a dummy module cover to
maintain airflow integrity.

Installing/Removing the InfiniBand Pass-Through Module

Before installing the InfiniBand pass-through module make sure the cover to the module
has been installed before proceeding. Refer to the anti-static precautions described in
Chapter 2.

The InifiniBand pass-through module must be installed into a triple-wide bay. For
instructions on how to create a triple-wide bay, see Appendix C.

Assuming that you have already created a triple-wide bay out of three single-wide bays,
continue with the steps below.

Installing the Module

1. Remove the dummy cover from the bay you want to place the module in.
2. Place the module's release handle in the open position.

3. Slide the module into the module bay until it stops.

4. Push the release handle to the closed position.

Removing the Module

1. Pull out the release handle to the open position.

2. Pull the module out of the bay.

3. Replace immediately with another module or with a dummy module cover to
maintain airflow integrity.
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InfiniBand Switch LEDs

InfiniBand switch LEDs are listed and described in Table B-5 in Appendix B.

Blade Software for Access to InfiniBand Switch Module

The InfiniBand Switch Module is an unmanaged switch and requires no configuration.
Blades which are to be connected to it will require an appropriate driver software
package to be installed.

The Windows software package (WinOF) can be downloaded from:
http://www.mellanox.com/content/
pages.php?pg=products_dyn&product_family=32&menu_section=34

The Windows ReadMe is available at:

http://www.mellanox.com/related-docs/prod_software/
Mellanox_WinOF_VPI_Readme.pdf

Linux OFED software package is available from the following link:

http://www.mellanox.com/content/
pages.php?pg=products_dyn&product_family=26&menu_section=34

Linux release notes:

http://www.mellanox.com/related-docs/prod_software/
MLNX OFED_1_5 1 release_notes.txt
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Chapter 5
Ethernet Modules

Your SuperBlade enclosure can include either of several models of Ethernet switch
modules or of Ethernet pass-through modules installed in it.

The Ethernet switch modules and pass-through modules can only be installed in the
upper and/or lower left module bays, whereas the SBM-XEM-002/M 10-Gigabit
pass-through module must be installed in a double-wide slot in the enclosure in a
location alternately used for the InfiniBand switch module. The InfiniBand module is
discussed in Chapter 4.

5-1 SBM-GEM-001 Gigabit Ethernet Switch Module

The SBM-GEM-001 Gigabit Ethernet switch module is a layer 2 Ethernet switch. It
includes ten 1-Gb/s uplink (RJ45) ports and fourteen 1-Gb/s downlink ports for the
SuperBlade's LAN interfaces. The Gigabit Ethernet switch module has two internal
Ethernet paths to the CMM(s). The switch is used to provide a connection between the
Ethernet controller integrated on the mainboard and an external Ethernet device. This is
a hot-pluggable module. See Figure 5-1, Table 5-1 and Table 5-2 for switch details.

Figure 5-1. SBM-GEM-001 Gigabit Ethernet Switch Module

Table 5-1. SBM-GEM-001 Gigabit Ethernet Switch Module Interface

Iltem Description

B W N

RS232 (COM) Serial Port
“Initiation OK” LED
Module Fault LED

RJ45 Ethernet Ports
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Table 5-1. SBM-GEM-001 Gigabit Ethernet Switch Module Interface (Continued)

Ethernet Port Status LEDs

Table 5-2. GEM-001 Gigabit Ethernet Switch Module Features

Broadcom BCM5345M

Bandwidth 24-Gbps non-blocking
Jumbo Frame Support Up to 9kb
Protocols Spanning Tree, Rapid Spanning Tree, Multiple Spanning Tree (802.1d.1w)

Firmware (see Section 3-4: Firmware for the 1/10 Gigabit and 10-Gigabit
Ethernet Switch Modules on page 3-13 for details)

Operating System

LED Indicators

LED indicators for the SBM-GEM-001 Gigabit Ethernet switch module are listed and
described in Table B-1 of Appendix B.

Ports

The SBM-GEM-001 Gigabit Ethernet switch module contains several front-mounted
ports as described below in Table 5-3.

Table 5-3. SBM-GEM-001 Gigabit Ethernet Switch Module Ports

y . . This port accepts an connector cable for uplink using RS-232
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5-2 SBM-GEM-X2C(+) 1/10-Gb Ethernet Switch Module

The SBM-GEM-X2C(+) 1/10-Gigabit Ethernet switch module is a layer 2/3 Ethernet
switch. It includes three 10-Gb/s uplink ports (two CX4 and one SPF+), two 1-Gb/s
uplink RJ45 uplink ports and fourteen (X2C) or twenty (X2C+) 1-Gb/s downlink ports for
the SuperBlade's LAN interfaces. The Ethernet switch module has two internal Ethernet
paths to the CMM(s). The switch is used to provide a connection between the Ethernet
controller integrated on the mainboard and an external Ethernet device. This is a
hot-pluggable module. See Figure 5-2, Table 5-4 and Table 5-5 for switch details.

Figure 5-2. SBM-GEM-X2C(+) 1/10-Gigabit Ethernet Switch Module Ports & Indicators

Table 5-4. SBM-GEM-X2C(+) 1/10-Gigabit Ethernet Switch Module Interface

Item Description

RS-232 (COM) Serial Port

Module Fault LED

“Initiation OK” LED

Stack ID LEDs (4)

10-Gbps Uplink Port Status LEDs (3)

1-Gbps RJ45 Uplink Port Status LEDs (Link/Activity and Speed)
1-Gbps RJ45 Uplink Ports (2)

CX4 10-Gbps Uplink Ports (2)

SFP+ 10-Gbps Uplink Port

=

© 0 N o o A WwiN

Module Release Handle

=
o
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Table 5-5. SBM-GEM-X2C(+) 1/10-Gigabit Ethernet Switch Module Features

Bandwidth 112-Gbps non-blocking

Spanning Tree, Rapid Spanning Tree, Multiple Spanning Tree, IGMP
SnooPing and 802.1x

Firmware (see Section 3-4: Firmware for the 1/10 Gigabit and 10-Gigabit
Ethernet Switch Modules on page 3-13 for details)

Operating System

LED Indicators

LED indicators for the SBM-GEM-X2C(+) 1/10-Gigabit Ethernet switch module are listed
and described in Table B-2 of Appendix B.

Ports

The SBM-GEM-X2C(+) 1/10-Gigabit Ethernet switch module contains several
front-mounted ports as described below in Table 5-6.

Table 5-6. SBM-GEM-X2C(+) Ports

y . . This port accepts an connector cable for uplink using RS-232

CX4 10-Gbps Ports These two p_orts accept a C)_(4 10GBase-CX_4 connectors for
10-Gbps uplink communications or for stacking.
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5-3 SBM-GEM-X3S+ 1/10-Gb Ethernet Switch Module

The SBM-GEM-X3S+ 1/10-Gigabit Ethernet switch module is a layer 2/3 Ethernet
switch. It includes three 10-Gb/s uplink ports (SFP+), four 1-Gb/s uplink RJ45 uplink
ports and twenty 1-Gb/s downlink ports for the SuperBlade's LAN interfaces. The
Ethernet switch module has two internal Ethernet paths to the CMM(s). The switch is
used to provide a connection between the Ethernet controller integrated on the
mainboard and an external Ethernet device. This is a hot-pluggable module. See
Figure 5-3, Table 5-7 and Table 5-8 for switch details.

Figure 5-3. SBM-GEM-X3S+ 1/10-Gigabit Ethernet Switch Module Ports & Indicators

Table 5-7. SBM-GEM-X3S+ 1/10-Gigabit Ethernet Switch Module Interface

Item Description

0 N o g B W N

RS-232 (COM) Serial Port

Module Fault LED

“Initiation OK” LED

SFP+ 10-Gbps Uplink Ports

10-Gbps Uplink Port Status LEDs (3)

1-Gbps RJ45 Uplink Ports (4)

1-Gbps RJ45 Uplink Port Status LEDs (Link/Activity and Speed)

Module Release Handle
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Table 5-8. SBM-GEM-X3S+ 1/10-Gigabit Ethernet Switch Module Features

Bandwidth 104-Gbps non-blocking

Spanning Tree, Rapid Spanning Tree, Multiple Spanning Tree, IGMP
SnooPing and 802.1x

Firmware (see Section 3-4: Firmware for the 1/10 Gigabit and 10-Gigabit
Ethernet Switch Modules on page 3-13 for details)

Operating System

LED Indicators

LED indicators for the SBM-GEM-X3S+ 1/10-Gigabit Ethernet switch module are listed
and described in Table B-2 of Appendix B.

Ports

The SBM-GEM-X3S+ 1/10-Gigabit Ethernet switch module contains several
front-mounted ports as described below in Table 5-9.

Table 5-9. SBM-GEM-X3S+ Ports

y . . This port accepts an connector cable for uplink using RS-232

These three ports accept a SFP+ Direct Attach connector or fiber
with transceiver for 10-Gbps uplink communications.

SFP+ 10-Gbps Port
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5-4 SBM-GEM-002 1-Gb Ethernet Pass-through Module

The SBM-GEM-002 Gigabit pass-through module is a non-configurable pass through
module that includes fourteen (14) 1-Gb/s uplink (RJ45) ports and fourteen 1-Gb/s
downlink ports for the SuperBlade's LAN interfaces. This Ethernet module has two
internal Ethernet paths to the CMM(s). The switch is used to provide a connection
between the Ethernet controller integrated on the mainboard and an external Ethernet
device.

Unlike the SBM-GEM-001 Gigabit Ethernet switch module, this is a pass-through
module and is not configurable. With this module Blade 1 would be connected directly to
port 1, Blade 2 to port 2 and so on. If you are only connected to 10 blades then ports 11
through 14 are not connected.

Temperature and voltage of the pass-through module are read through the CMM
module. The LED’s of the pass-through for a blade are only lit when the blade is on. Like
the SBM-GEM-001 Gigabit Ethernet switch module, this pass-through module is a
hot-pluggable module. See Figure 5-4, Table 5-10 and Table 5-11 for switch details.

NOTE: The SBM-GEM-002 Gigabit pass-through module must be connected
to another Gigabit Ethernet switch module in order to operate. If you connect it
to a 10/100 switch, it will not work.

Figure 5-4. SBM-GEM-002 Gigabit Pass-through Module

Table 5-10. SBM-GEM-002 Gigabit Pass-through Module Interface

Item Description

Module Release Handle
RJ45 Ethernet Ports
Ethernet Port Status LEDs
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Table 5-11. SBM-GEM-002 Gigabit Ethernet Pass-through Module Features

Feature Description

Internal/External Ports Lnéﬁr:rlla;:oft(;urteen 1-Gbps downlink ports / External: fourteen 1-Gbps RJ45
Remote Management NA

Protocols NA

Power Consumption ~30.6W

5-5 SBM-XEM-002/M 10-Gb Ethernet Pass-through
Module

The SBM-XEM-002/M, and the newer SBM-XEMO0-002M 10-Gigabit pass-through
modules are non-configurable pass through modules that includes 14 (fourteen) 10-Gb/
s uplink (SFP+) ports and 14 10-Gb/s internal downlink (XAUI) ports for the
SuperBlade's LAN interfaces.

The SBM-XEM-002/M 10-Gigabit pass-through module includes connectors and
circuitry that allow the installation of an optional mini-CMM module (BMB-CMM-002).
See the SuperBlade User’s Manual for information on the installation and operation of
the mini-CMM module. The RJ45 connector is used for console connection to the
mini-CMM module.

The SBM-XEM-002/M 10-Gigabit pass-through module must be installed in a
double-wide slot in the enclosure. It is installed in a location that is alternately used for
the InfiniBand switch module. See the SuperBlade User’s Manual for details.

NOTE: For any blade to access the 10-Gigabit pass-through module, it must
% first have one of the Connect-X based add-on InfiniBand cards installed on its
mainboard (AOC-IBH-XDS or AOC-IBH-XDD, AOC-IBH-XDS, AOC-IBH-XDD
i or AOC-IBH-XDS or AOC-IBH-XDD cards). See Appendix A for details on the
AOC cards.

Unlike the SBM-GEM-001 or SBM-GEM-X2C(+) Ethernet switch modules, this is a
pass-through module, and just like the SBM-GEM-002 1-Gb Ethernet Pass-through
Module model described above, it is not configurable.

With this module Blade 1 would be connected directly to port 1, Blade 2 to port 2 and so
on. If you are connected to 10 blades then ports 11 through 14 are not connected.

Temperature and voltage of the pass-through module are read through the CMM
module. The LED’s of the pass-through for a blade are only lit when the blade is on. Like
the other switches, this pass-through module is a hot-pluggable module. See Figure 5-5,
Table 5-12 and Table 5-13 for switch details.
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. 4

NOTE: The SBM-XEM-002/M 10-Gigabit pass-through module must be
connected to another 10-Gigabit Ethernet switch module in order to operate. If
you connect it to a 10/100/1000 switch, it will not work.

Figure 5-5. SBM-XEM-002/M 10-Gigabit Pass-through Module

Table 5-12. SBM-XEM-002/M 10-Gigabit Pass-through Module Interface

Item Description
1 Module Release Handles
2 10-Gbp/s Uplink SFP+ Ports
3 RJ45 Ethernet Port for conncection to console for mini-CMM
4 “Initiation OK” LED for mini-CMM
5 Reset Button for mini-CMM
Table 5-13. SBM-XEM-002/M 10-Gigabit Pass-through Module Features
Feature Description

Internal/External Ports

Internal: Fourteen 10-Gbps downlink ports to internal 10-Gbps Mezzanine
Add-on Card / External: fourteen 10-Gbps SFP+ uplink ports

Remote Management NA
Protocols NA
Power Consumption ~30.6W
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5-6 SBM-GEP-T20 1-Gb Ethernet Pass-through Module
for Twin-Blade Modules

The SBM-GEP-T20 Gigabit pass-through module is a non-configurable pass through
module that includes twenty (20) 1-Gb/s uplink (RJ45) ports and twenty (20) 1-Gb/s
downlink ports for the SuperBlade's LAN interfaces. This Ethernet module has an
internal 12C path to the CMM. The pass-through module is used to provide a connection
between the Ethernet controller integrated on the mainboard and an external Ethernet
device.

Unlike the SBM-GEM-001 Gigabit Ethernet switch module, this is a pass-through
module and is not configurable. With this module Blade 1 would be connected directly to
port 1, Blade 2 to port 2 and so on. If you are only connected to 10 blades then ports 11
through 20 are not connected.

Temperature and voltage of the pass-through module are read through the CMM
module. The LED’s of the pass-through for a blade are only lit when the blade is on. Like
the SBM-GEM-001 Gigabit Ethernet switch module, this pass-through module is a
hot-pluggable module. See Figure 5-6, Table 5-14 and Table 5-15 for switch details.

NOTE: The SBM-GEP-T20 Gigabit pass-through module must be connected to
another Gigabit Ethernet switch module in order to operate. If you connect it to
a 10/100 switch, it will not work.

Figure 5-6. SBM-GEP-T20 Gigabit Pass-through Module
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Table 5-14. SBM-GEP-T20 Gigabit Pass-through Module Interface

Item Description

1 Module Release Handles
2 RJ45 Ethernet Ports

3 Ethernet Port Status LEDs
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Table 5-15. SBM-GEP-T20 Gigabit Ethernet Pass-through Module Features

Feature Description

Internal: Twenty 1 Gbps downlink ports / External: twenty 1 Gbps RJ45

Internal/External Ports uplink ports (fixed speed at 1 Gbps)

Remote Management NA
Protocols NA
Power Consumption ~30.6W

The SBM-GEP-T20 is a double-wide module. It installs in the upper left-hand slot in the
rear of the SuperBlade enclosure. Only one SBM-GEP-T20 is supported per enclosure
(see Figure 5-7).

Figure 5-7. SBM-GEP-T20 Installed in Enclosure
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5-7 SBM-XEM-X10SM 10-Gb Ethernet Switch Module

The SBM-XEM-X10SM 10-Gigabit Ethernet switch module is a layer 2/3 Ethernet
switch. It offers advanced switching features and connection to 10-Gigabit Ethernet
networks. Internally it connects to the SuperBlade through a one or two-port mezzanine
add-on-card. Externally there are up to ten 10-Gb/s uplink connections (four only that
function in the TwinBlade™ system). It also has two internal Ethernet paths to the
CMM(s) to allow configuration, management, and control of the switch and its ports
through a browser-based management interface. In addition to the Web-based GUI, it
offers a CLI for enhanced flexibility in switch management and control. See Figure 5-8,
Table 5-16 and Table 5-17 for switch details.

Figure 5-8. SBM-XEM-X10SM 10 Gigabit Ethernet Switch Module Ports & Indicators

Table 5-16. SBM-XEM-X10SM 10 Gigabit Ethernet Switch Module Interface

Item Description

1 Switch Fault Indicator LED

2 Switch Available Indicator LED

3 CMM Available Indicator LED

4 Reset Button

5 SFP+ 10-Gbps Uplink Ports

6 Module Release Handle

7 10-Gbps Uplink Port Link Up/Available LED
8 10-Gbps Uplink Port Link Activity LED
9 Switch Console USB Port

10 KVM for CMM Port

11 CMM Console RJ45 Port

12 Switch Console RJ45 Port

5-12



Chapter 5: Ethernet Modules

Table 5-17. SBM-XEM-X10SM 10 Gigabit Ethernet Switch Module Features

Bandwidth 480-Gbps

Spanning Tree, Rapid Spanning Tree, Multiple Spanning Tree, IGMP
SnooPing and 802.1x

Firmware (see Section 3-4: Firmware for the 1/10 Gigabit and 10-Gigabit
Ethernet Switch Modules on page 3-13 for details)

Operating System

LED Indicators

LED indicators for the SBM-XEM-X10SM 10-Gigabit Ethernet switch module are listed
and described in Table B-4 of Appendix B.

Ports

The SBM-XEM-X10SM 10-Gigabit Ethernet switch module contains several
front-mounted ports as described below in Table 5-6.

Table 5-18. SBM-XEM-X10SM Ports

3 . . This port accepts a connector cable for uplink using RS-232

This port is for a USB connector for switch console communications.
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5-8 SBM-XEM-F8X4SM Converged Networking Switch
Module

The Supermicro SBM-XEM-F8X4SM converged networking switch module combines
10-Gigabit Ethernet (DCB), Fibre Channel over Ethernet (FCoE) and Fibre Channel
(FC) in a single optimized switch. It features a compact design that integrates both
10-GbE Data Center Bridging (DCB) external ports and Fiber Channel external ports for
connectivity to both LAN and Storage Area Networks (SANSs). It allows you to select a
combination of internal and external ports for connectivity to Data Center resources
(LAN) and storage including 10GbE, FC and FCoE. This module provides visibility of the
VMs in the storage fabric through vHBA capable Supermicro AOC-XEM-iN2 CNA cards,
and it provides a high performance low latency architecture supporting a combined
482-Gbps switching bandwidth in full duplex operation. This module provides a rich
standard-based features at Layer 2 (Data Link) and Layer 3. Data link layer features
include link aggregation to uplink switches, VLANSs, QoS, ACLs, IGMP and multicast
forwarding. At layer 3, it supports both static and dynamic routing.

See Figure 5-8, Table 5-16 and Table 5-17 for switch details.

Figure 5-9. SBM-XEM-F8X4SM 10 Gigabit Ethernet Switch Module Ports & Indicators
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Table 5-19. SBM-XEM-F8X4SM 10 Gigabit Ethernet Switch Module Interface

Switch Fault Indicator LED
CMM Available Indicator LED
SFP+ 10-Gbps Uplink Ports

10-Gbps Uplink Port Link Up/Available LED
_ Switch Console USB Port
CMM Console RJ45 Port

13 Module Release Handle

Table 5-20. SBM-XEM-F8X4SM 10 Gigabit Ethernet Switch Module Features

Broadcom BCM56820

Bandwidth 480-Gbps
Jumbo Frame Support Up to 9KB

Priority-based Flow Control (PFC), Enhanced Transmission Selection
(ETS), Data Center Bridging Exchange (DCBX), Spanning Tree, Spanning
Tree, Rapid Spanning Tree, Multiple Spanning Tree, LACP (802.3ad),
Protocols LLDP (802.1AB), Flow Control (802.3x), ACL, Port-based Network Access
Control (802.1x), QoS, QoSx, Egress Queuing, Strict priority, Weighted
Round Robin (WRR), Weighted Fair Queuing, IGMP snooping (v1 and v2),
Support Unicast, Multicast and Broadcast

Firmware (see Section 3-4: Firmware for the 1/10 Gigabit and 10-Gigabit

Operating System Ethernet Switch Modules on page 3-13 for details)
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LED Indicators
LED indicators for the SBM-XEM-F8X4SM 10-Gigabit Ethernet switch module are listed
and described in Table B-4 of Appendix B.

Ports

The SBM-XEM-F8X4SM 10-Gigabit Ethernet switch module contains several
front-mounted ports as described below in Table 5-6.

Table 5-21. SBM-XEM-F8X4SM Ports

3 . ; This port accepts a connector cable for uplink using RS-232

This port is for a USB connector for switch console communications.
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1-Gb Ethernet Switch Firmware

The firmware configuration system for the SBM-GEM-001 Gigabit Ethernet switch
module is covered in this chapter.

6-1 SBM-GEM-001 Firmware Features and Functions

Table 6-1 provides a summary of features and functions for the Gigabit Ethernet switch
module firmware.

Table 6-1. SBM-GEM-001 Software Features and Functions

Throughput

24Gbps
(14 internal 1-Gbps + 10 external 1-Gbps)

Increase bandwidth and redundancy.
Up to 8 ports per trunk, 4 trunks per switch.
IEEE802.1q VLAN Supports 256 VLAN groups.

. Prevents unnecessary forwarding of
IGMP v1/v2 Snooping multicast packets to reduce multicast traffic.

Http server Forwarding

Switching mode

. . MAC address learning
Basic Functions

Flow control

Ingress rate control

Scalability Trunking (Static Link Aggregation)

VLAN

Multicast
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To configure the switch, select the switch you want in the SwiTCH STATUS screen in the
Web-based Management Utility. See the Web-based Management Utility User’'s Manual
for details.

A SwiTCH STATUS screen will appear (Figure 6-1) in your browser.

Figure 6-1. Switch Status Screen
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In this screen, either select WEB MANAGEMENT or type the IP address of the switch
(usually 192.168.100.102) in the address field of your web browser. The SYSTEM
MANAGEMENT screen shown in Figure 6-2 appears.

Figure 6-2. Switch System Management Screen
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NOTE: You will see “BMB-GEM-003" on most of these screens. This the board
model number for the SBM-GEM-001 switch and is sometimes used
interchangeably with it in describing the product.
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6-1 Port Status

The PORT STATUS screen provides a status overview of the switch’s 24 ports. As shown
in Figure 6-3, it includes link, speed, duplex, flow control, jumbo frame and PVID. In this
screen click on PORT on the left menu bar. The port status will show up. To retrieve and
update to the latest status, click the REFRESH button.

Figure 6-3. Port Status Screen
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The PORT column indicates the port number of the switch.
The LINK STATUS column shows the current link status (either up or down) for each port.

The SPeeD DupLEX column indicates the link speed and duplex status for each port
when it is linked up. If the link is down, there is no status shown on SPEED DUPLEX.

The FLow CoNTROL column indicates that the state of flow control is either disabled or
enabled for each port when it is linked up.

The JumBo FRAMES column indicates that the state of jumbo frame support is either
disabled or enabled for each port when it is linked up.

The PVID column shows the current default port VLAN ID for each switch port.

afr' NOTE: In the figures BMB-GEM-003 is the number of the Gigabit switch board;
it is not a separate model of switch.
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Port VLAN ID (PVID)

The PVID is used in a port-based VLAN to allow assigning a port to belong to a VLAN. A
VLAN can then be configured to be a group of member ports. This switch is an 802.1q
tag-aware switch. If no VLANs are defined on the switch, every port will be assigned to a
default VLAN which has VLAN ID 1. Each port will have PVID equal to 1.

If incoming frames are untagged, they will be tagged with the default PVID of the port on
which they are received. The destination MAC address of the frame and the PVID will be
used for forwarding decisions. An incoming tagged frame will be kept intact. The switch
will use the VID in the frame and the destination MAC address for the forwarding
decision. Look for a more detailed description in the VLAN section.

Jumbo Frames Support

To modify the jumbo frames support for all of ports, click on the EDIT OF JuMBO
FRAME setting (as shown in Figure 6-3) to link to the JumBO FRAME SETTING screen
(Figure 6-4). Click the ENABLE JumMBO FRAME check box to enable/disable jumbo frame
support.
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.

= Statistics

= VLAN

When a jumbo frame is enabled, the maximum length of a frame that can be forwarded
by a switch is 9216. When the jumbo frame is disabled, the maximum length of a frame
that can be forwarded by a switch is 1518.

Port Configuration

To modify the configuration of each port, click on the port number in the PORT STATUS
screen (see Figure 6-3). The PORT CONFIGURATION screen appears (Figure 6-5). It is
used to define speed and duplexing for a port when auto-negotiation is off. When
auto-negotiation is on, this data is negotiated with the link partner.
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Figure 6-5. Port Configuration Screen
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Auto Negotiation

Flow Control

Enables or disables auto-negotiation. When auto-negotiation is enabled, the port
negotiates with the link partner and works out speed, duplex operation, and flow
control. When auto-negotiation is disabled, port speed, duplex operation, and
flow control is programmable by the user.

Turns flow control on or off. When flow control of the port is on, it sends out a
Pause frame or a Jam Packet if it is over-subscribed. When this port receives a
Pause Frame or Jam Signal, it will postpone sending for a certain period to send
out a frame by IEEE definition.

PVID

Assigns default port VLAN ID for the port. When the port receives a frame which
is untagged or priority tagged (VLAN ID = 0), the PVID will be used for
forwarding decision for these two kind of frame.
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6-2 Statistics

The StATISTICS screen displays the total number of packets transmitted or received on
each port as shown in Figure 6-6. Click on the REFRESH button to retrieve the current
count and update the screen. Click on the CLEAR COUNTERS button to reset the count to
zero for each port. Click on each port number to retrieve detail statistic information for

that particular port.

Figure 6-6. Statistics Screen
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{All numbers shown are numbers of packets)

Port Statistics

The PORT STATISTICS screen (Figure 6-7) displays detailed traffic statistics for each port
to help a user analyze network operations such as traffic bytes, errors, number of
packets, etc. These traffic statistics are shown in Table 6-3.
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Figure 6-7. Port Statistics Screen

SUPERMICR®

Port Statistics
Port 05
TX
Octets 48384 UnicastPkts )
NonUnicastPkts 746 Discards )
Errors 0 QLength a
RX
Octets 8170 UnicastPkts |5
NonUnicastPkts 31 Discards o
= L? Management Errors o
= Spanning Tree Summary
- 8021 DropEvents 0 UnkonwnProtos 0
= . TotalRxMulticastPkts 16 TotalRxBrodcastPkts 15
= IGMP Snooping RxUndersizePkts 0 RxOversizePkts 0
= Cable Diagnostic RxFragments Il RxJabbers 0
= UpLink Failure TxCollisions 0 RxCRCAlignErT i
Track Total Octets Rx 8170 Total Pkts Rx 36
o P 64 Bytes Rx Pkts 12 65.127 Bytes Rx Pkts |7
o e 128-255 Bytes Rx Pkts ) 256-511 Bytes Rx Pkts 17
512-1023 Bytes Rx Pkts |0 1024-1518 Bytes Rx Pkts |0
1519-9216 Bytes Rx Pkts |0 1519-9216 Bytes Tx Pkts |0

Table 6-3. Port Statistics Screen Controls

Displays traffic information on outgoing frames.
UnicastPkts This indicates transmitted unicast packets.
Discards This indicates discarded packets.

QLength This indicates count of packets currently buffered.
Octets Indicates total octets received.
NonUnicastPkts Indicates received non-unicast packets.
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Table 6-3. Port Statistics Screen Controls (Continued)

Indicates undersize/fragment/FCS error/oversized errors with good FCS
packets.

Indicates events in which packets are dropped due to a lack of resources.
DropEvents This includes events where the receiving shared buffer is full, and events
when a transmission failure is due to a late collision.

Errors

TotalRxMulticastPkts Indicates the total received multicast packets.

. Indicates received packets with a length that is less than the minimum

Indicates received packets (length 10 ~ 63 bytes) with an invalid FCS or an
RxFragments alignment error.

TxCollisions Indicates the total transmitted collision packets.

Indicates total number of octets of data received (excluding framing bits,

Total Octets Rx but including FCS bytes).

Indicates received packets with a packet length that is less than or equal to

64 Bytes Rx Pkts 64 bytes.

Indicates received packets with a packet length that is between (includes)

128-255 Bytes Rx Pkts 128 ~ 255 bytes.

Indicates received packets with a packet length that is between (includes)

512-1023 Bytes Rx Pkts 512 ~ 1023 bytes.
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Table 6-3. Port Statistics Screen Controls (Continued)

Control Description
1519-9216 Bytes Rx indicates received packets with a packet length that is between (includes)
Pkts 1519 ~ 9216 bytes.
1519-9216 Bytes Tx indicates transmitted packets with a packet length that is between
Pkts (includes) 1519 ~ 9216 bytes.
6-3 VLAN

Virtual LAN (VLAN) is a technology used to create several independent logical networks
in a physical network. Hence, it reduces the size of the broadcast domain in a network.
Packets are forwarded within the same VLAN. It can also be used to combine several
network segments into a same group of networks that appear as a single LAN to create
a flexible and extensible LAN network system. The VLAN screen is shown in Figure 6-8.

Figure 6-8. VLAN Screen
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= QoS Click on VLAN ID to change member state or remove vian.
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= | 2 Management
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= 802.1x

The switch supports an 802.1Q tagging VLAN. All packets entering the port of a switch
only can be forwarded to a port that is a member of same VLAN. The ingress untagged
frames are tagged by a per-port default tag (PVID). The forwarding decision is based on
this assigned default PVID. If the ingress frames are 802.1Q tagged, the port won't alter
the frames but will keep the frame’s VLAN information intact. Tagged frames are
forwarded according to a VID contained within the tag.

The switch also supports ingress filtering. The switch will examine the VLAN information
in the incoming packets header to determine whether to drop or forward the packets. If
the incoming frame has tagged VLAN information, the ingress port will check itself to
see if it is a member of the tagged VLAN. If it is not, the frame will be dropped. If it's a
member of the tagged VLAN, then it will check the destination port to see if it is a
member of the tagged VLAN. If not, the frame is dropped. If the destination is a member
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of the VLAN, the frame is forwarded to the destination port. If the incoming frame is not
tagged with VLAN information, the ingress port will use PVID as the VLAN ID. If the
destination port is not in the same VLAN, the frame is dropped.

The switch is initially configured to have one VLAN and its VID is 1. This VLAN is called
the default VLAN. By default, all ports are initially assigned to the default VLAN.

Frames can not be forwarded across VLANs. Frames, whether they are unicast,
multicast or broadcast, cannot flow from one VLAN to another VLAN unless there is a
VLAN routing device to bridge them.

The switch also allows a user to configure the egress packets to either tagging or
untagging. The untagging feature of 802.1Q VLAN allows a user to hook up the portto a
legacy switch that doesn’t recognize 802.1Q tagging header in the packet. Also, the
tagging feature allows VLANS to span into multiple 802.1Q compliant switches through
physical connections between switches.
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6-4 Configuring a Static VLAN

The switch currently supports static VLANs only. To configure the VLAN, click on the
VLAN folder at the left-hand side bar. The IEEE802.1Q VLAN screen should appear as
shown in Figure 6-8. It lists the entire current VLAN configuration and also allows a user
to create a new VLAN or modify port membership of a VLAN. The MEMBER PORTS
indicates the number of member ports of the VLAN. There are two color symbols for
each port to indicate tagging or untagging of packets egress from the port:

« Orange: Indicates a tagged egress packet
« Teal: Indicates an untagged egress packet

Creating a New VLAN
1. Click on the CREATE NEw VLAN button. The screen as shown in Figure 6-9 should
appear.

Figure 6-9. Creating a New VLAN
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2. Assign a new VLAN ID, then click on the icon under each port to change the
member state. There are three states to choose from: untag egress packets, tag
egress packets and not member of a VLAN.
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3. Click on the CREATE button to create the new VLAN. A new VLAN is shown in

Figure 6-10.

Figure 6-10. New VLAN Screen
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Click the icon under each port to change member state.

= Rate To change state of all ports, click the icon under "All".

= L2 Management
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= 802.1x

= IGMP Snooping
= Cable Diagnostic

J Mot member ﬂTag egress packets mumag egress packets

4. If you want to remove this VLAN, click on the REMOVE THIS VLAN button. Click on

DispLAY ALL VLAN to list all of current VLAN configuration.

To change the port member state or remove a VLAN, select the VLAN either from
the VLAN ID drop down menu or by clicking on the VLAN ID in the table in

Figure 6-8. This screen shows the current member state of the selected VLAN.
Users can modify the port member state, apply a change or remove the VLAN.

6-5 Trunking

Trunking aggregates multiple physical ports link into a single trunk to provide a single
logical high-speed pipeline link. This is useful for switch-to-switch, switch-to-server and
switch-to-router applications. The SuperMicro Gigabit Ethernet switch supports static
type link aggregations. It uses a distribution algorithm to balance traffic between trunk
members. This aggregates the bandwidth of the trunk. The switch considers a trunk as a
single port entity regardless of the trunk composition.

The switch supports up to four separate trunks. Each trunk consists of 2 to 8 ports. A
port in one trunk cannot simultaneously be in another trunk. Link aggregation is
supported only on point-to-point links with the MAC operating in full duplex mode. All
links in a trunk must operate at the same data rate.

The links within a trunk should have an equal amount of traffic to achieve maximum
efficiency in a multiple-link trunk. Thus, some sort of load balancing among the links in a
trunk is employed. One requirement for load balancing is that the frames being
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transmitted must not be out of order. The switch performs load balancing based on a
distribution algorithm that used the following information to assign conversation to ports:

¢« MAC source address
¢« MAC destination address
¢ MAC source address + destination address

The user can choose one of the distribution criteria from the configuration screen as
shown in Figure 6-11.

Configuring the Trunk
1. Click on TRUNKING folder on left-hand side bar to bring up the TRUNK SETTING
screen, as shown in Figure 6-11.

Figure 6-11. Trunking Screen
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2. Click on the TRUNK ID drop down list to select the trunk group to which you want to
add port member.

3. Click on the PoRrT drop down list to select the port number which you want to add to
the selected trunk.

4. Click on the ADD button to add it in. The port number should show up under the
TRUNK GROUP MEMBER in the table. Click the DEL button to delete a port member
from the selected trunk.

5. Select one of the distribution criteria for the load balancing algorithm.

6. Then, click AppLY button to update and save to a new setting.
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6-6 Mirroring

The switch supports port mirroring. A copy of the egress (transmit) data and the ingress
(receive) data of the mirrored (monitored) port is sent to the mirroring (snooping) port. A
user can attach a monitoring device to the mirroring port, such as a sniffer or an RMON
probe to view the traffic at the mirrored port. This is useful for network monitoring and
troubleshooting.

The switch allows for only one mirrored port at any given time. Port mirroring is
independent from L2 switching. The receive mirrored port still forwards the frame to the
mirroring port, even if the frame is eventually dropped.

To configuring port mirroring, click on the MIRROR folder in the left-hand side bar. The
MIRROR SETTING screen should appear as in Figure 6-12.

Figure 6-12. Port Mirroring Screen
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Table 6-4. Port Mirroring Screen Controls

Control Description

Mode This enables or disables mirroring. Select L2 to enable the mirroring.

Mirror This specifies a Mirror port to which ingress and egress traffic will be mirrored.
Mirror To This specifies the mirrored-to port.

Apply This applies the mirror setting to the system.
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6-7 Quality of Service

Quality of Service (QoS) helps a network user to reserve a guaranteed bandwidth for
some critical application functions that require a high bandwidth and high priority.
Applications such as video, audio streaming, VolP and video conferencing must have a
certain amount of bandwidth to maintain their operation correctly. QoS allows user to
prioritize network traffic, thereby providing better services for those applications with a
higher priority.

The switch supports 802.1p priority queuing QoS based on the priority bit in a frame’s
VLAN header. The 802.1p priority bit, if present in the frame, specifies the priority of the
frame during forwarding. The 802.1p standard uses eight (0-7) priority levels for network
traffic. Priority level 7 is the highest priority. Priority level 0 is the lowest level.

Priority Queues

Four priority queues are provided for each port. The priority queues are labeled from 3
to 0. Priority queue 3 has highest priority while queue 0 has lowest priority. The switch
transmits the frames based on the priority of the queue, not the priority tag. Frames in a
higher priority queue are served more often than frames in a lower priority queue.

User configurable mapping (priority queue assignment) between the eight 802.1p
priority classes and the four priority queues is provided. If the incoming frame is
untagged, the switch uses the priority field in the per-port default priority (configurable in
the PORT folder) to assign a frame to a priority queue. If the incoming frame is tagged or
priority-tagged, the switch uses the priority field in the incoming frame to assign the
frame to a priority queue.

The scheduling for transmission among the four priority queues is accomplished by one
of the two user-configurable schemes: strict (fixed) priority and weighted round-robin.

For strict priority based scheduling, the packets which were put in the higher priority
queue are transmitted first. If there are multiple frames with different priority tags in the
same priority queue, the frame with higher priority level is transmitted first. After all
frames in the higher priority queue have been transmitted, the frames in the lower
priority queue will start transmitting.

For the weighted round-robin based scheduling, the number of packets served in the
priority queue is determined by the weight number. After those packets are transmitted,
the service moves to transmit the packets in the next queue. Therefore, a higher priority
queue should have a higher weight number than a lower priority queue. The weight
number is from 1 to 15 for the switch. If each queue has same weight number, then each
queue has an equal opportunity to transmit frames just like in round-robin queuing.

To configure the QoS, click the QoS folder on the left-hand side bar. It should display as
shown in Figure 6-13.

The QOS SETTING sets the priority relationship between the four queues, selects the
scheduling method for those queues, associates packets of specific priorities to specific
queues, and specifies a “weight” for each queue.
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Figure 6-13. QoS Setting Screen
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Table 6-5. QoS Setting Screen Controls

This specifies one of the two scheduling methods (Strict and Weighted
Round-Robin) for the queues.

Scheduling Method

This indicates packet priority. This value is retrieved from the priority tag field,
with values from 0 to 7. 0 indicates the lowest priority and 7 indicates the highest
priority. Click on the radio button to send packets of a specific priority to a
particular queue.

Priority
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6-8 Rate Control

The switch supports per-port rate control. When the data rate of the incoming frame for
a particular port exceeds a selected rate, the excess frame traffic is subject to packet
drops or flow control, depending on the per-port flow control configuration in the PORT
folder. If the flow control of a particular port is enabled, then the switch uses flow control
to inhibit any excess traffic. If the flow control is disabled, the excess frames will be
dropped.

To configure the ingress rate limit for a port, click on RATE in the left-hand side bar. The
RATE LIMIT AND STORM CONTROL Screen appears as Figure 6-14.

Figure 6-14. Rate Limit and Storm Control Screen
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The screen shows the Ingress Rate (in kilobits per sec) for all ports. Click on the port
number to control the ingress rates for the port. There are eight different levels to select:
no limit (1Gbps), 256Kbps, 1Mbps, 4Mbps, 16Mbps, 64Mbps, 128Mbps or 512Mbps.
The STorRM CONTROL indicates the current status of storm control.

A traffic storm happens when broadcast, multicast or unknown unicast packets flood the
network, which will degrade the network performance. The storm control monitors the
traffic of an incoming particular type of frame (configured by the user) and limits traffic to
a user configurable rate level (threshold). The storm rate threshold is counted in number
of packets per second (pps). If the traffic of a particular frame type exceeds the
threshold during one second, all the rest of that type of frame will be dropped before the
end of that second.

The switch provides configuration to assign storm control type and rate limitations to the
entire system.

6-18



Chapter 6: 1-Gb Ethernet Switch Firmware

To configure storm control, click STOrRM CONTROL link in the RATE LIMIT AND STORM
CoNTROL screen (Figure 6-14). The STORM CONTROL screen appears as shown in

Figure 6-15.
Figure 6-15. Storm Control Screen
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Table 6-6. Storm Control Screen Controls

Control

Storm Control Type |options: Broadcast only, Broadcast and multicast, Broadcast unknown unicast

Storm Control Rate  |shows all available options: 10 pps 100 pps 1000 pps 5000 pps 10000 pps and

Description
This selects the type of the packet storm. The figure below shows all available
and Broadcast, multicast, and unknown unicast.

This selects a rate (packets-per-second) for storm control. The figure below

15000 pps.

6-9

L2 Management

L2 management provides a way to add, delete, and look up MAC addresses in the L2
address table. The switch supports 8192 L2 address table entries, each specifying a
MAC address, VLAN ID, destination port number, trunk ID and Rtag. The switch
supports store-and-forward mode switching.

After a frame is received, its source MAC address (MACSA) and destination MAC
address (MACDA) are retrieved. Depending on the port state, the MACSA and port
number may be used to dynamically update the L2 address table. The MACDA may be
used to determine the frame’s destination port. User can also statically add a MAC
address to the L2 address table.

To add a static entry into the L2 ADDRESS table, click on the ADD link on the L2 ADDRESS
MANAGEMENT screen as shown in Figure 6-16.
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Figure 6-16. L2 Management Screen
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To remove the specified static MAC address from the table, click the DELETE link for that
MAC address as shown in Figure 6-17 when there are static entries in the table.

To search for a MAC address to see if it exists in the table or not, enter the MAC
ADDRESS and VID, then click on Lookup button. If the MAC address is in L2 ADDRESS
table, whether it is a static or a dynamic MAC address, the result will be displayed.

To show all of MAC address in the L2 table, click the SHOW link next to SHow L2
ADDRESSES.

Figure 6-17. L2 Management: Current Entries Screen
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6-10 Spanning Tree

The Spanning Tree Protocol (STP) helps to detect and prevents loops from occurring on
a switched or bridged network. When multiple paths exist on a network, STP will
configure the network to use the most efficient path between network devices. All other
paths are forced into a blocked standby state. If the active path fails, then STP will
automatically select another path to become the active path on the network to sustain
normal network operations. An active path is selected by comparing path costs defined
on each path. The path with the lowest cost will be selected.

The switch supports IEEE802.1d Spanning Tree Protocol and IEEE802.1w Rapid
Spanning Tree Protocol (RSTP). The Rapid Spanning Tree Protocol significantly
reduces the convergence time by assigning port roles and by determining the active
topology. A reconfiguration of the spanning tree can occur in less than one second. The
RSTP is backward compatible with legacy devices running IEEE802.1d STP and serves
as an STP device when an STP device is present in the network.

Bridge Protocol Data Unit (BPDU)

The spanning tree is built by obtaining switch information by exchanging Bridge Protocol
Data Unit (BPDU) packets among the participating switches. When RSTP is enabled for
a switch, it will generate a BPDU and periodically forward it out through each port on the
switch. The interval is configurable through the Hello Time, which is set to a two second
default. This enables the switch to keep track of network topology changes and enable
or disable ports as required.

The BPDU contains the information about the transmitting switch and its ports including
MAC address, bridge priority, port priority and port path cost. The BPDU packet is sent
out by using the unique MAC address of the port itself as a source address, and the
destination address of the STP multicast address 01:80:C2:00:00:00.

There are three types of BPDUs:

« Configuration BPDU — for spanning tree computation

« Topology Change Notification (TCN) BPDU — announces changes in network
topology.

« Topology Change Notification Acknowledge (TCA) BPDU

The major operation of the spanning tree protocol includes a root bridge election, finding
paths to a root bridge, determining the least cost path to root and disabling all other root
paths. When a RSTP enabled switch is turned on, it automatically assumes that it is the
root bridge in the spanning tree. The software in the switch will elect a switch as the root
bridge based on the Bridge ID in the received BPDU. The Bridge ID is an 8-byte field
which combines a high order two-byte bridge priority number and a lower order six-byte
switch MAC address. The switch with the lowest Bridge ID will be elected as the root
bridge.

All RSTP participating switches will use an algorithm to determine how close they are to
the root bridge, which is known as Path Cost. The path with lowest cost will be selected
as the active path. All others will be blocked (standby). TCN packets are injected into the
network by a non-root switch and propagated to the root. Upon receipt of the TCN, the
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root switch will set a Topology Change flag in its normal BPDUs. This flag is propagated
to all other switches to instruct them to rapidly age out their forwarding table entries.

Port Transition State

When a device is connected to an RTSP or STP enabled switch port for the first time, it
will not immediately start to forward data. Instead, it will go through a number of states
while it processes BPDUs and determines the network topology.

There are five port states in the legacy 802.1d STP: disabled, blocking, listening,
learning and forwarding. The RSTP combines the disabled, blocking and listening states
used in 802.1d STP and creates a single state: Discarding. Table 6-7 lists the
comparison of port states between 802.1d STP and 802.1w RSTP.

Table 6-7. Comparison of Port States

State Displayed 802.1d STP 802.1w RSTP
Discarding Disabled Discarding
Discarding Blocking Discarding
Discarding Listening Discarding
Learning Learning Learning
Forwarding Forwarding Forwarding

RSTP Port Roles

RSTP will assign port roles for each port during the process receiving the BPDUs.
Based on its port role, a port can either send or receive BPDUs and forward or block
data traffic.

* Root - the port that provides the lowest cost path when the switch forwards packets
to the root switch.

« Designated — the port closest to the root switch and forwarding traffic toward the
root switch and sending BPDUs in a link segment. Each designated port is in a
forwarding state.

« Alternate — this port provides an alternate path to the root bridge. This path is
different than using the root port. The alternate port is in a blocking state.

¢ Backup - the port provides a backup/redundant path to a link segment to which
another switch port already connects. This is a special case when two or more ports
of the same switch are connected together.

« Disabled - Not a strictly part of RSTP, a network administrator can manually disable
a port.

To configure the RAPID SPANNING TREE, click the SPANNING TREE folder on the left-hand
side bar. There are two portions to configure: RSTP SwiTCH SETTINGS and RSTP PORT
SETTINGS, as shown in the RAPID SPANNING TREE screen (Figure 6-18).
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Figure 6-18. Rapid Spanning Tree Screen
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The RSTP SwiTcH SETTINGS allows the user to control RSTP parameters from the
bridge point-of-view. ROOT STATUS shows status of the root bridge. BRIDGE SETTING
shows the current bridge setup.

To turn on the Rapid Spanning Tree Protocol (RSTP), check on the ENABLE RSTP dialog
box and click on the APPLY GLOBAL SETTINGS button.
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Root Status

The settings for RooT STATUS are shown below:

Designated Root Bridge — The bridge identifier of the root of the spanning tree is
determined by the RSTP protocol as executed by this node. The bridge identifier
value is used as the Root Identifier parameter in all configuration Bridge PDUs
originated by this node.

Max Age — This indicates the maximum age of the root bridge. This is the maximum
age of spanning tree protocol information learned from the network on any port
before it is discarded, in units of hundredths of a second. This is the actual value
that this bridge is currently using.

Hello Time — This indicates the amount of hello time of the root bridge. Hello time is
the amount of time between the transmission of configuration Bridge PDUs by this
node on any port when it is the root of the spanning tree or trying to become so, in
units of hundredths of a second.

Forward Delay — This indicates the amount of forward delay of the root bridge.
Forward delay is a time value, measured in units of hundredths of a second, which
controls how fast a port changes its state. The value determines how long the port
stays in each of the listening and learning states, which precede the forward state.
This value is also used to age all dynamic entries in the forwarding databases when
a topology change has been detected and is underway.

Bridge Setting

Settings for Bridge Setting are shown below:

Priority — This configures the priority of the current bridge.

Max Age — This configures the maximum age of the current bridge. This is the
maximum age of spanning tree protocol information learned from the network on
any port before it is discarded, in units of hundredths of a second. This is the actual
value that this bridge is currently using.

Hello Time — This indicates the amount of hello time of the current bridge. Hello
time is the amount of time between the transmission of configuration Bridge PDUs
by this node on any port when it is the root of the spanning tree or trying to become
S0, in units of hundredths of a second.

Forward Delay — This indicates the amount of forward delay of the current bridge.
Forward delay is a time value, measured in units of hundredths of a second, which
controls how fast a port changes its state. This value determines how long the port
stays in each of the listening and learning states, which precede the forward state.
This value is also used to age all dynamic entries in the forwarding databases when
a topology change has been detected and is underway.
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RSTP Port Settings
These settings control and monitor the port-based spanning tree status.

« Participate — This specifies if the RSTP is enabled or not for the selected port.

¢ Cost — Displays the cost of this port. “Cost” means the contribution of this port to the
path cost of paths towards the spanning tree root which include this port.

« Priority — Displays the priority of this port. This is the value of the priority field
contained in the first octet of the Port ID.

« Edge - This indicates if this port is the edge port. Once configured as an edge port,
the port immediately transitions to the forwarding state. It is available only when the
port is directly connected to an end terminal (or a file server) that has no influence
on the spanning tree configuration. Since ports 11 to 24 are connected to blade
server NIC ports, all of those ports can be configured as an Edge port.

« P2P — This indicates if this port is a point-to-point link. If you connect a port to
another port though a point-to-point link and the local port becomes a designated
port, it negotiates a rapid transition with the other port to ensure a loop-free
topology.

« Status — This displays the RSTP port status.

¢ Role — This displays the role of this port.

To modify the PORT SETTINGS for each port, click on the EDIT link next to PORT SETTING.

The RAPID SPANNING TREE - PORT SETTINGS screen (Figure 6-19) will appear.

Figure 6-19. Rapid Spanning Tree Port Settings
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Select a group of port numbers that you want to configure. Setting the CosT to zero or
checking AuTto will automatically set the default value depending on the link speed. The
default cost is 20000 for a Gigabit port and is 100000 for a 100Mbps port.

6-25



Superblade Network Modules User’s Manual

6-11 IEEE 802.1x

IEEE 802.1x is a client-server based access control and authentication protocol that
restricts unauthorized user devices from connecting to the LAN through publicly
accessible ports. This port-based access control is accomplished by using a RADIUS
server that is connected to a gigabit switch management port to authenticate client
users trying to access a network through the switch. The gigabit switch will relay
Extensible Authentication Protocol over LAN (EAPoL) packets between the user client
and the RADIUS server. The 802.1x protocol consists of three components: client,
authenticator and authentication server.

The Authentication Server is a remote device that runs the RADIUS server program
(Windows 2000/2003 IAS™, freeRADIUS™ from open source). The role of the
Authentication Server is to certify the identity of a client attempting to access the
network. By exchanging secure information between the RADIUS server and the client
through EAPoL packets, the Authentication Server will inform the switch whether or not
the client is granted access to the LAN through the connected port.

The client is a workstation that wishes to access the network through a connected
switch port. All workstations have to run a program (supplicant) that is compliant with the
802.1x protocol. Microsoft Windows XP™ and Vista™ should have this. A user can also
install another third party package, such as Odyssey® from Funk Software®.

When the GLOBAL RADIUS SETTING and SET STATUS of an individual port are enabled,
that port will initially be placed into an unauthorized state. The client will initiate
negotiations by sending an EAPOL START packet.

There are several EAP authentication methods available in Microsoft Windows XP, such
as EAP-MD5, EAP-TLS and EAP-PEAP. Currently, the gigabit switch only supports
EAP-MDS5 for 802.1x authentication.

« PEAP-MS-CHAP v2 uses password-based credentials and requires computer
certificates on the RADIUS servers.

¢ EAP-TLS uses certificate-based credentials and requires user and computer
certificates on the wire’s client computers and computer certificates on the RADIUS
servers.

« EAP-MD5 (Message Digest 5) Challenge Handshake Authentication Protocol (MD5
CHAP), which uses passwords.

Wiring for 802.1x

The EAPOL packets are handled by a management processor in the switch. The
processor communicates with the outside world through three ports. Two ports (ethO
and ethl) are connected to the CMM module's Ethernet port and the third port (eth2) is
connected to all 24 switching ports. Only one port is enabled at any time. The regular
configuration setup switch is managed through the CMM Ethernet port. Thus, for regular
deployment, the RADIUS server should be located where it can be reached from the
CMM Ethernet port.
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802.1x Configuration

Figure 6-20. 802.1x Configuration Screen
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To configure 802.1x port based access control, click on the 802.1x folder in the left-hand
side bar. The 802.1x configuration should display as shown in Figure 6-20. Check the
GLOBAL RADIUS SETTING dialog box to enable 802.1x port based access control.

* Radius Server IP Address — This indicates the IP address of the RADIUS server.

« UDP Port Number — This specifies the UDP port number of the EAPOL control
frame. 1812 is the default UDP port number. If the RADIUS server can’t recognize
them, other numbers can be used.

* Shared Secret — This is a 16-character string used by the RADIUS server as a
password to identify EAPOL control frames.

The PORT AUTHENTICATION SETTINGS allows you to enable or disable authentication for
individual ports. It also displays the results when a port is enabled for authentication.

e Set Status — This enables or disables port authentication. ENABLE PORT
AUTHENTICATION STATUS means a port should be authorized by a RADIUS server to
forward traffic. No traffic is forwarded if it is unauthorized. No authentication process
is required for those ports in disabled status; traffic can be forwarded normally.

¢ Show Client MAC - This displays the last client in the MAC address who sent out
the EAPOL control frame of the port.
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« Authorization — This displays the authentication status of an enabled port. It
includes the following status:

« In Progress — This indicates that the authentication is still in progress. Traffic is not
forwarded before authentication is verified.
¢ Yes indicates the port access is authorized.
¢ No indicates the port access is not authorized.
« N/A means no authentication required.

6-12 IGMP Snooping

IP multicast is often used to distribute video/audio multimedia data over the network.
The layer 2 switch will flood multicast frames to all of ports of switch, which wastes a lot
of unnecessary network bandwidth. IGMP is a standard defined in RFC1112 for IGMPv1
and in RFC2236 for IGMPVv2. IGMP specifies how a host can register a router in order to
receive specific multicast traffic. A layer 3 switch usually supports Internet Group
Management Protocol (IGMP) to manage multicast groups by sending and processing
IGMP packets. To prevent the unnecessary flooding, the gigabit layer 2 switch can
enable the IGMP snooping function to control how IP multicast packets are forwarded to
required ports by monitoring IGMP queries and response packets generated by layer 3
switches or the IGMP querier.

Currently, the gigabit switch supports IGMP snooping for IGMP v1/v2 packets. In the
real network setup, the switch is seated between the Multicast Router/Server and the
host. The Multicast Router/Server will periodically send an IGMP v2 query packet and
the host will respond with an IGMP v2 report packet if the host is in the same multicast
group. When the host wants to go away, it can send an IGMP v2 Leave packet. The
switch will remove the connected port number from the multicast group entry of a table.
If the host is just silently removed, then the switch will clean it from table when the timer
expires.

Figure 6-21 shows the IGMP SNOOPING configuration screen. Table 6-8 describes each
configuration item.
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Figure 6-21. IGMP Snooping Screen
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Table 6-8. IGMP Snooping Screen Controls

Control

Robustness Variable

Query Interval

Query Response
Interval

Last Member Query
Interval

Last Member Query
Count

Enable IGMP
Snooping Feature

Router Ports

Description

This allows tuning for the expected packet loss on a subnet. If a subnet is
expected to be lossy, the Robustness Variable may be increased. IGMP is robust
to (Robustness Variable-1) packet losses. The Robustness Variable must not be
0, and should not be 1. The default value is 2.

This is the interval between general queries sent by the querier. The default
interval is 125 seconds. By varying the [Query Interval], an administrator may
tune the number of IGMP messages on the subnet; larger values cause IGMP
queries to be sent less often.

This is the maximum response time inserted into the periodic general queries.
The default value is 100 (10 seconds) By varying the query response interval, an
administrator can tune the bursting of IGMP messages on the subnet; larger
values make the traffic less bursty, as host responses are spread out over a
larger interval. The number of seconds represented by the query response
interval must be less than the query interval.

This is the maximum response time inserted into group-specific queries sent in
response to Leave Group messages, and is also the amount of time between
group-specific query messages. The default value is 10 (1 second). This value
may be tuned to modify the “leave latency” of the network. A reduced value
results in reduced time to detect the loss of the last member of a group.

This is the number of Group-Specific Queries sent before the router assumes
there are no local members.Default: the Robustness Variable.

This is used to enable the IGMP snooping feature.

This specifies ports to which IGMP routers were connected.

6-13 SNMP

The SNMP agent in the gigabit switch supports SNMP v1 and v2c. It also supports the

following MIB:

« RFC1213 MIBII with standard sets which include system, interfaces, IP, ICMP, TCP,
UDP, Dot3, and SNMP.

¢ RFC2011 SNMPv2 MIB for IP using SMIv2
¢ RFC2665 EtherLike MIB
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6-14 UpLink Failure Tracking (ULFT)

Uplink Failure Tracking (ULFT) feature is provided to support network adapter Teaming
(Windows Systems) or Channel Bonding (Linux Systems) on SuperBlade servers.

Installing two GbE switch modules can have additional connectivity to allow increased
network bandwidth, redundancy, and/or fault tolerance. The connection between
internal ports of the switch and each LAN port of the server blades is hardwired through
the middle plane. The link will not be dropped unless either switch's internal port or the
server blade's LAN port fails.

By enabling the ULFT feature with proper pair configuration, a failover event can be
triggered in the Teaming or Channel Bonding program when all of a switch's external
uplink member ports fail. The switch automatically enables the internal downlink ports
once one of the uplink ports in the configured pair returns to service.

% NOTE: By dafault, the switch’s ULFT feature is disabled. The link status on the
external uplink ports does not affect the link status of internal downlink ports.

To use ULFT, you must configure a Failure Tracking Pair and enable the ULFT feature.
A Failure Tracking Pair consists of uplink and downlink ports. The uplink tracking
member contains at least one of the external ports: port 1 to port 10. The downlink
tracking member contains at least one of the internal ports: port 11 to port 24.

If Trunking is enabled on the external uplink ports, then all of the trunk member ports
should be configured as uplink members of a tracking pair. The link to the configured
internal downlink member ports is disabled when all of the trunking uplink member ports
fail. Figure 6-22 shows the UPLINK FAILURE TRACKING CONFIGURATION screen. Table 6-9
describes each configuration item.

For example, if your SuperBlade has two blade servers installed on slot 1 and slot
3,then each blade has two LAN ports, one connected to the internal port of the upper
GbE switch and the other one connected to the internal port of the bottom GbE switch.
To implement switch redundancy, you need to have two GbE switches installed. Each of
these GbE switches should enable the UpLink Failure Tracking feature and have the
exact same proper configuration as shown in Figure 6-22.

The pair configuration in this example defines the ULFT for blade 1 and blade 3. The
external port 5 of each switch is connected to an external third party switch through an
Ethernet cable. This assumes that the Network Adapter Teaming or Channel Bonding
has a proper configuration and is running on each of the blades.

If one of the external Ethernet cables is broken or the third party switch port to which the
cable connects fails, then one of the SuperBlade GbE switches will detect a link drop on
its external port 5 and turn down the link on its internal ports 11 and 13. The Teaming or
Channel Bonding software running on both of these blades then detects a link drop on
one of its LAN ports and switches to another LAN port automatically. This allows
network traffic to go through another GbE switch.
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Note that ULTF will only drop an internal link from the blade to the switch if all of the
(external) uplinks defined for that blade have failed (or been disabled) on that switch. As
long as one or more of uplinks on a particular switch (that have been defined for a
particular downlink) is active, the blade and switch will keep the internal link active.
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Table 6-9. Uplink Failure Tracking Configuration Screen Controls

Er”aitl’(';;p“"k Failure Enables/Disables the UPLINK FAILURE TRACKING feature.

. . Select the pair ID and downlink port number to add/delete to/from downlink
MOdIfy povnink Member

Downlink Track Member This column defines member ports of a downlink in a ULFT pair.
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Chapter 7
Layer 2/3 Ethernet Switch Firmware

This chapter is provided to help you quickly get started in using the firmware for your
SBM-GEM-X2C(+)/SBM-GEM-X3S+, 1/10-Gigabit Ethernet or SBM-XEM-X10SM
10-Gigabit Ethernet switch module, using the web-based management GUI tool.

NOTE: The 1/10-Gigabit Ethernet switch module is available in three versions:

*  SBM-GEM-X2C which supports 10 or 14 blade enclosure systems
J ¢ SBM-GEM-X2C+ which also supports twin-blade (20 node)
systems in addition to the 10 and 14 blade enclosures.

*«  SBM-GEM-X3S+ which supports all blade enclosures and provides
three SFP+ 10GbE uplink ports

Except for the the maximum number of blades supported, both the
SBM-GEM-X2C and SBM-GEM-X2C+ are identical. The
“SBM-GEM-X2C(+)" part number is therefore used throughout the rest
of this manual to refer to features and operational characteristics of
both versions.

NOTE: The 10-Gigabit Ethernet switch module is available in only one version,
the SBM-XEM-X10SM. This module supports either or the following
configurations:

«  Twin blade (20 node (SBE-720E enclosure)) systems with a
configuration that has four external 10-Gbps Ethernet ports available

¢ 10-blade systems (SBE-710Q enclosure) whose configuration has ten
external 10-Gbps Ethernet ports available

& NOTE: See the SM-CLI Guide included on your SuperBlade Switch System
CD-ROM for further information on the 1/10 Gigabit Ethernet switch firmware
and its controls using the CLI.

7-1 Overview

The Supermicro switch utility for the Layer 2/3 Gigabit Ethernet switch modules provides
a web-based interface for managing layer2 and layer3 switching at wire speed for
constructing a switched/routed network. This interface provides both a bridging
functionality and advanced features such as link aggregation, Dynamic VLAN/Dynamic
Multicast, IGMP Snooping and Network Access Control. This web-based interface also
comes with several Layer3 features as well (such as wire speed routing, Differentiated
services, multicast routing and so on).

The Supermicro Switch firmware is implemented using open sources from OpenSSL,
OpenSSH and other open source communities and is configured using web browsers
such as Internet Explorer.
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The utility starts with a default IP address, which is also the management IP address.
This IP address is essentially provided for remote management of this switch. For
managing the switch through web browsers, type in the default IP address in your
browser’s web address in order to start accessing the switch.

For example, if the management IP address of the switch is 192.168.1.1, the switch can
be accessed through the Web browser by typing http://192.168.1.1 in the address space
of the web browser.

The default management IP address for Supermicro Switch products is
192.168.100.102. This default IP address can be changed in the SYSTEM SETTINGS page
in the System Management section.

The management interface for the SBM-GEM-X2C(+), SBM-GEM-X3S+ and the
SBM-XEM-X10SM is the same as that for the Supermicro standalone SSE-G24-TG4
and SSE-G48-TG4 1/10-Gigabit Ethernet switch modules.

For the SSE-G48-TG4 and SSE-G24-TF4 switches, you can connect to any of the front
panel 1G ports or back panel 10G ports to manage the switch with the default
management IP. These switches will create VLAN 1 by default with this IP address,
including all 1G and 10G ports.

The SBM-GEM-X2C(+), SBM-GEM-X3S+ and SBM-XEM-X10SM blade switches can
be managed with the default IP through CMM Ethernet connections, since their internal
management Ethernet ports are connected with CMM Ethernet ports internally. If you
prefer to manage the SBM-GEM-X2C(+) or SBM-XEM-X10SM switch through front
panel ports or through any other switching ports, then you can assign the desired
management |IP address to VLAN 1. Alternatively, you can create any VLAN and
manage the switch through switching ports. Here the term switching ports refer to all
internal and external 1G and 10G ports of the switch.

Nomenclature

The following nomenclature applies to screens found in this chapter:

« Port */* — This indicates the stacking ID number, port number
¢ Port Number GB */* — This is for an internal port
¢ Port Number Ext */* — This is for an external port.
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7-2 Login
Figure 7-1. Login Page
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The initial login page (Figure 7-1) is used to login to the Supermicro Switch web-based
management utility for 10-Gbps switches. To login, enter your User Name and
Password in the fields provided and press the LOGIN button.

This User Name and Password are both used for accessing the switch through the web
for switch configuration. The entered user name and password are validated at the
switch end.

After logging in, you will be taken to the HOME page of the utility. See Section 7-3: Home
Page on page 7-3 for further details.

7-3 Home Page

The HoME page (Figure 7-2) contains links and menus for going to all other control
pages in the Supermicro Switch web-based interface utility. A list of controls for this
page is shown in Table 7-1. The basic page structure of the HoOME page is duplicated for
all subsequent sub-pages of the Supermicro Switch web-based interface utility.
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Figure 7-2. Home Page
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Table 7-1. Home Page Controls and Components

The Top Page Links are present both on the Home page and all other
. pages accessed and contain links to support pages or additional

1 Top Page Links controls for all pages viewed with the Web Management Utility. See

"Top Page Links" below for further details.

The Left Side Tree contains an expandable list of links for you to use
3 Left Side Tree to get to other management pages. All configuration pages contain
this navigation tree.

The HoMmE page is displayed on successful validation of the user name and password.
The information in this page presents a brief overview of the switch web-based
management utility. See Figure 7-3, Figure 7-4, Figure 7-5 and Figure 7-6 for different
views of the Home page for each of Supermico’s Layer 2/3 switches.
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Figure 7-3. SBM-GEM-X2C(+) Home Page
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Figure 7-4. SBM-XEM-X10SM Home Page
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Figure 7-5. SSE-G24-TG4 Home Page
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Figure 7-6. SSE-G48-TG4 Home Page
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Top Page Links

On the top of all pages of the web-based management utility you can find the following
PAGE HEADER links:

* Refresh — Click this link to refresh the contents of the page. Unlike the browser
refresh button, this link refreshes only the contents of the middle of the page which
has the active data.

e Support — Click this link to get technical support for Supermicro Products.

« Help — Click on this link to open a context specific help page that covers all the
items on the page being viewed.

« About — Click this link to get additional information about the web-based
management utility, the switch and also the versions supported.

¢ Log Out — Click this link to log out of the web session and go back to the Login
page.

Top LED Display

This part of the screen displays the Port Status, Speed and Link Status for every port
of the switch.

Since the number of ports is different in SBM-GEM-X2C(+), SSE-G24-TG4 and
SSE-G48-TG4 switches, this display displays a different number of ports for each when
the Web Management Utility is run:

¢ For the SBM-GEM-X2C switch, it displays sixteen Gigabit Ethernet (Gi) ports and
three 10-Gigabit Ethernet (Ex - Extreme Ethernet) ports.

¢ For the SBM-GEM-X2C+ and SBM-GEM-X3S+ switches, it displays twenty-two
Gigabit Ethernet (Gi) ports and three 10-Gigabit Ethernet (Ex - Extreme Ethernet)
ports.

¢ For the SSE-G24-TG4 switch, it displays twenty four Gi ports and four Ex ports.
¢ For the SSE-G48-TG4 switch, it displays forty eight Gi ports and four Ex ports.

Note that Ex ports configured as stacking ports will not be displayed.

In stacking, the Switch Identifier will be displayed on top of this LED display. This
allows you to select a stack member switch of interest, and to view the LED display for
the corresponding switch.

For Link, a green light corresponding to a number indicates that numbered port is up,
whereas a red light corresponding to a number indicates that this port is down.

Left Side Tree

The tree display on the left side of the page provides quick access to the configuration
pages. This tree is organized based on the features supported in the switch. The main
features are categorized in the following groups.

¢ System Management - System based configurations
« Layer 2 Management - Layer 2 Protocols including VLAN, RSTP, MSTP, ...
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¢ Layer 3 Management - Layer 3 Protocols including - IP, RIP, OSPF, ....

* Multicast Management - Multicast Protocols including IGMP, PIM, ...

*  Statistics - Statistics and Counters for all the features.

This tree is displayed on the left navigation pane on all configuration pages. This makes
it easier for you to choose any configuration page directly without going back to the

home page every time. To go to one of a MANAGEMENT page’s sub-pages, click on the »
symbol to expand the list.

Middle Configuration Link Table

This section of the page displays a table of links to all major configurations. This table
provides links similar to the Left Side Tree links. The configuration links are categorized
based on features of the switch.

7-4 System Management Page

Figure 7-7. System Management Page
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The SySTEM MANAGEMENT page (Figure 7-7) contains the following links:
e "System Settings" on page 7-10

« "System Version" on page 7-12

« "File Management" on page 7-13

¢ "Firmware Upgrade" on page 7-15

« "Management Security" on page 7-16

e "Syslog" on page 7-25
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"ACL" on page 7-27

"WEBGUI Settings" on page 7-31
"SNMP" on page 7-32

"RMON" on page 7-43

"Q0S" on page 7-48

"NTP Settings" on page 7-53
"Stack" on page 7-54
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System Settings

The following pages can be accessed through the System Settings link:

« "System Settings" on page 7-10
« "System Version" on page 7-12

System Settings

Figure 7-8. System Settings Page

System Settings

| Monual_ v
(2552852550 |

192 1
e [MACBased v,

[Reset To Factory Defeults *

* Restart of switch required, if these values are changed.

Clicking the SYSTEM INFORMATION tab brings up the SYSTEM SETTINGS page (Figure 7-8).
This page provides system related information and also helps you configure system
specific parameters. Table 7-2 lists the parameters found on this page.

Table 7-2. System Information Page Parameters

Device Name A configurable name can be entered into this field for the switch.

Subnet Mask Use this parameter to configure the subnet mask.
Device contact Use this parameter to change the device contact.

PIM Mode Use this to configure the PIM status of the switch.
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Table 7-2. System Information Page Parameters (Continued)

Parameter
Snoop forwarding Mode

Switch Start MAC address

Configuration Restore
Status

Device Up Time
HTTP Server Status
HTTP Port Number

Description

You can use this parameter to change the Snoop Fowarding Mode
between MAC based and IP based.

This is a display for the Switch Start MAC address.
This is a display for the Configuration Restore Status

This is a display for the Device Up Time.
This is a display for the HTTP Server Status.
This is a display for the HTTP Port Number.

This page also has a control to Reset To Factory Defaults. This clears all switch
configuration and local user accounts information. This reset requires reboot of the

switch.

WARNING: Make sure to have all necessary configurations backed up before
A doing "Reset To Factory Defaults.".

This page also provides a control to Reboot the switch. In stacking, the Switch Identifier
is displayed on top of this reboot button. You can select the interested stack member
switch to reboot the corresponding switch. You can also select the ALL option to reboot

all stack members.
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System Version

Figure 7-9. System Version Page

System Version

Switch |D[HardWare Version|FirmWare Version)

Clicking the SysTEM VERSION tab brings up the SysTem VERSION page (Figure 7-9). This
page displays the hardware and firmware version of the switch.
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File Management

Figure 7-10. File Management Page
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Clicking the FILE MANAGEMENT link brings up the FILE MANAGEMENT page (Figure 7-10).
The FILE MANAGEMENT page helps you to manage the configuration files in the switch.
This page provides three main features.

« Save Configuration

¢ File Copy

¢ File Management

Save Configuration
You can save a currently running switch configuration in the following three ways:
* Save Startup Config - This option saves the currently running configuration in a

local flash file with the file name configured as a "startup configuration" file.

* Save Flash File - This option saves the currently running configuration in local flash
file with a user specified file name.

« Save Remotely - This option saves the currently running configuration into a
remote TFTP server. You need to provide the IP address and file name of the TFTP
server for this option.

The total configuration memory space and available free space are also displayed for
your reference.
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File Copy

You can copy a local file to or from a remote TFTP server. This feature is useful to create
a backup of configuration files remotely, and also to download configuration files from
remote computers to the switch. You need to provide a local file name and also the
remote TFTP server’s IP address and file name for this feature.

File Management

This section displays information about the configuration files stored in the switch and
allows you to do any of the following actions:

¢ You can select one or more files and delete them.

¢ You can choose a Startup Configuration file from this file list.

* You can choose the FILE option and enter a name for a Startup Configuration file.

* You can also choose the No RESTORE option for not loading any configuration files
on the next reboot of the switch.
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Firmware Upgrade

Figure 7-11. Firmware Upgrade Page

Firmware Upgrade

Note: Firmware Upload will take a few minutes. Please be patient.

Clicking the FIRMWARE UPGRADE link brings up the FIRMWARE UPGRADE page
(Figure 7-11). This page allows you to upgrade the firmware in normal or fallback
memory. In stacking, the firmware is upgraded in all stack members automatically.
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Management Security

The MANAGEMENT SECURITY link provides configuration for the following features:

* "Management Security Basic Settings" on page 7-16
« "Management User Account” on page 7-17

¢ "Radius" on page 7-18

¢« "TACACS+ Global Settings" on page 7-19

¢ "TACACS+ Server Configuration" on page 7-20

¢ "IP Authorized Manager" on page 7-21

¢ "SSH Configuration" on page 7-22

e "SSL Configuration" on page 7-23

Management Security Basic Settings

Figure 7-12. Management Security Basic Settings Page

Refresh ‘Support Help About Log Out

SUPERMICR®

SWITCH SEM-GEM-X2C

Management Security Basic Settings

Home

- System Mgmt
Sl Login Authentication Mode Local
J:f?-;u::m,msmd- 5 | Authentication Traps. Disable ~
anagemet Secuk
Sysiog | Aoy |
ACL
Web Settings
" Rl [Enable Level LEVEL_15 ~
W Passiword  es0es .
Stack
¥ Layer2 Mgmt | SetEnsble Password

¥ Layer3 Mgmt
¥ Multicast
¥ Statistics.

Clicking the MANAGEMENT SECURITY tab brings up the MANAGEMENT SECURITY BASIC
SETTINGS page (Figure 7-12). This page allows you to setup the below listed basic
security parameters (Table 7-3).
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Table 7-3. Management Security Basic Settings Page Parameters

Parameter Description

Use this parameter to choose the mode of authentication for management
access. By default the management access is authenticated with LOCAL
user accounts information. However you can choose to authenticate using
Radius or TACACS instead.

Authentication mode

You can enable SNMP Traps for SNMP access authentication events

AUINEIEETN E15S using this parameter..

Administrative users can also create Enable Passwords in this page. Low privilege
users can use these Enable Passwords in the WEB SETTINGS page to enable access to
privilege configurations.

Administrative users can set an Enable Password for all privilege levels. By default, the
Enable Password is set only for the highest level (Level_15). This default password is
the same as the default password set for the ADMIN user login.

Management User Account

Figure 7-13. Management User Account Page
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Clicking the LocAL USERS tab brings up the MANAGEMENT USER ACCOUNT
CONFIGURATION page (Figure 7-13). This page allows you to create or delete local user
accounts. You need more than privilege Level_5 to view all pages and need more than
privilege Level_10 for changing the configurations. The highest, Level_15, is for
Administrator privilege.
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Radius

Figure 7-14. Radius Server Configuration Page

Radius Server Configuration

Clicking the RADIUS tab brings up the RADIUS SERVER CONFIGURATION page
(Figure 7-14). This page allows you to configure the RADIUS server parameters as
shown in Table 7-4.

Table 7-4. Radius Server Configuration Page Parameters

This parameter specifies the unique identifier of the Radius Server Entry.

Shared Secret Use this parameter to specify the secret string, which is to be shared
between the Radius Server and the Radius Client.

This parameter specifies the maximum time that the Radius Server has to
respond for a request from the Radius Client.

Response Time (secs)
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TACACS+ Global Settings

Figure 7-15. TACACS+ Global Settings Page
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The TACACS+ GLOBAL SETTINGS page (Figure 7-15) allows you to configure TACACS
retries and choose an active TACACS server. The parameters for this page are shown in
Table 7-5.

Table 7-5. TACACS+ Global Settings Page Parameters

Parameter Description

This parameter specifies the IP address of the active TACACS server. This
Active Server IP Address |server should have been already configured in the following TACACS+
SERVER CONFIGURATION page (Figure 7-16).

This parameter determines the number of times the switch searches the
Retries active TACACS server from the list of servers maintained. The allowed
values are between 1 to 100.
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TACACS+ Server Configuration

Figure 7-16. TACACS+ Server Configuration Page
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Clicking the TACACS+ SERVERS tab brings up the TACACS+ SERVER CONFIGURATION
page (Figure 7-16), which allows you to configure TACACS servers. The parameters for
this page are shown in Table 7-6.

Table 7-6. TACACS+ Server Configuration Page Parameters

Parameter Description
IP Address This parameter specifies the IP address of the TACACS server.
Port Use this parameter to specify the TCP port for TACACS protocol.

Specify Yes or No for a single TCP connection. If Yes, it establishes only a

Single Connection single TCP connection with a given TACACS server.

The time for which the switch will wait for a response from the TACACS
Timeout server before closing the connection is specified with this parameter. It is
configurable in seconds, with the default as 5-seconds.

Secret Key This parameter specifies the encryption key for the given TACACS server.
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IP Authorized Manager

Figure 7-17. IP Authorized Manager Page
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Clicking the IP AUTH MANAGER tab brings up the IP AUTHORIZED MANAGER page
(Figure 7-17), which allows you to configure allowed management nodes for managing
the switch. The parameters for this page are shown in Table 7-7.

Table 7-7. IP Authorized Manager Page Parameters

Parameter Description

This parameter specifies the IP address of the manager. An address

IP Address 0.0.0.0 indicates “Any Manager”.
Subnet Mask This parameter specifies the sub-network mask for the specified IP
address.
This lists the port through which the manager can access this switch. Ports
Port List (Incoming) can be comma separated or provided as a range (for example 1,2,3 or 1-3

or 1,2-3).

This parameter specifies the VLANSs through which the manager can
VLANs Allowed access this switch. VLANs can be comma seperated or provided as range
(for example 1,2,3 or 1-3 or 1,2-3).

These control buttons are used to indicate the service type, and can be

Services Allowed one or more of the following: TELNET, SSH, HTTP, HTTPS, SNMP or ALL.
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SSH Configuration

Figure 7-18. SSH Configuration
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Clicking the SSH tab brings up the SSH CONFIGURATION page (Figure 7-18), which
allows you to configure the SSH (Secure Shell) version and keys. The parameters for
this page are shown in Table 7-8.

Table 7-8. SSH Configuration Page Parameters

Parameter Description

. The default for this parameter is v2. You can choose to configure this as
SSH Version ) . !

compatible with v1 instead.
Cioher The default for this parameter is 3DES-CBC. You can instead choose to
P configure it as 3DES-CBC or DES-CBC or both
o~ This parameter’s default is HMAC-SHAL. You can instead choose to

Authentication configure it as HMAC-SHA1 or HMAC-MDS5 or both.
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SUPERMICR®

SSL Configuration

Figure 7-19. SSL Configuration Page
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Clicking the SSL tab brings up the SSL CONFIGURATION page (Figure 7-19), which
allows you to configure SSL (Secure Sockets Layer) parameters and generate SSL
certificates for HTTPS. To configure SSL and enable HTTPS, follow the procedure
below using this page.

Configuring SSL and Enabling HTTPS

1.
2.

Configure CIPHER SUITE and CRYPTO KEY RSA with your chosen parameters.

Create a certificate request by entering the subject name and clicking on the
CREATE button.

When the page reloads, the text box below the CREATE button will display a
certificate request. Copy and paste these contents to a text file that says a.csr.

To generate an SSL certificate, the openssl application can be used. The sub-steps
below can be executed in any Linux machine to generate SSL certificates. For other
openssl implementations, refer to the openssl documentation to find the equivalent
steps for them.

a. Execute the below command in the Linux shell.

openssl req -x509 -newkey rsa:1024 -keyout cakey.pem
-out cacert.pem

b. Execute the below command also in a Linux shell.
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openssl x509 -req -in a.csr -out cert.pem -CA cacert.pem
-CAkey cakey.pem -CAcreateserial

The above steps will generate the certificate file cert.pem.

5. Open the generated certificate file cert.pem and delete the first line (---BEGIN
CERTIFICATE ---) and last line (----END CERTIFICATE--).

6. Join all the remaining lines as single lines to avoid line breaks being processed and
copy/paste these joined texts in the ENTER CERTIFICATE text box back in the SSL
CONFIGURATION page.

7. Click the CONFIGURE button.

This configures the certificate and saves it to flash memory.

7-24



Chapter 7: Layer 2/3 Ethernet Switch Firmware

Syslog
The Syslog link provides configuration controls for the following features:

¢ "Syslog Configuration" on page 7-25
¢ "Syslog Mail Configuration" on page 7-26

Syslog Configuration

Figure 7-20. Syslog Configuration Page

Syslog Configuration

Clicking the LOGGING tab brings up the SysLoG CONFIGURATION page (Figure 7-20),
which allows you to configure logging parameters. The parameters for this page are
shown in Table 7-9.

Table 7-9. Syslog Configuration Page Parameters

This parameter enables or disables the Syslog feature.

Buffer Size The buffer size is specfied in log entries. Max entries buffered is 200.

Console Log This parameter allows you to enable or disable logging to the console.
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Table 7-9. Syslog Configuration Page Parameters (Continued)

This parameter helps you to select a particular trap type. The following
Traps types of traps are supported ALERTS, CRITICIAL, DEBUGGING, EMERGENCIES,
ERROR, INFORMATIONAL, NOTIFICATION and WARNINGS.

Syslog Mail Configuration

Figure 7-21. Syslog Mail Configuration Page

Syslog Configuration

Clicking the MAIL tab brings up the SysLoG MAIL CONFIGURATION page (Figure 7-21),
which allows you to configure the mail server and mail addresses for the syslog feature.
The parameters for this page are shown in Table 7-10.

Table 7-10. Syslog Mail Configuration Page Parameters

. This parameter specifies the IP address of the mail server. Make sure the
Mail Server IP Address mail server is reachable.

Receiver Email ID This parameter specifies the receipent Email address for Syslog Emails.
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ACL

The ACL link allows you to configure the Access Control List for the switch. You can
configure ACL on the following three pages:

"MAC Based ACL" on page 7-27
"IP Standard ACL" on page 7-28
"IP Extended ACL" on page 7-29

MAC Based ACL

Figure 7-22. MAC ACL Configuration Page
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Clicking the Mac ACL tab brings up the MAC ACL CONFIGURATION page (Figure 7-22),
which displays the various parameters to configure the MAC Access List. The
parameters for this page are shown in Table 7-11.

Table 7-11. MAC ACL Configuration Page Parameters

Parameter
ACL Number

Source and Destination
MAC

Description
This parameter specifies a unique ID for the access list.

These fields specify both the Source MAC Address and Destination MAC
Address, for which the access list must be applied. Both the Source and
Destination MAC Addresses must be configured for the status of the
access list to be active.
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Table 7-11. MAC ACL Configuration Page Parameters (Continued)
Action This parameter specifies the action to be taken for the access list.

VLAN ID This parameter specifies the VLAN ID for which the access list has to be
applied.

Encapsulation

This parameter specifies the Encapsulation type of the packet for which the

access list has to be applied.

IP Standard ACL

Figure 7-23. IP Standard ACL Configuration Page

Clicking the IP STANDARD ACL tab brings up the IP STANDARD ACL CONFIGURATION page
(Figure 7-23), which displays the various ACL (Access Control List) parameters to
configure the Standard IP access lists. The parameters for this page are shown in
Table 7-12.

7-28



Chapter 7: Layer 2/3 Ethernet Switch Firmware

Table 7-12. IP Standard ACL Configuration Page Parameters

This parameter specifies the unique ID for the access list. This value must
ACL Number be in the range from 1 to 1000.

Source and Destination IP

This parameter specifies the IP Address of the Source and Destination for
Address

which the access list must be applied.

. : This parameter specifies the Incoming Port List for which the access list
Ports List (Incoming) has tg be applied[.) 9

IP Extended ACL

Figure 7-24. IP Extended ACL Page

IP Extended ACL Configuration

Clicking the IP EXTENDED ACL tab brings up the IP EXTENDED ACL CONFIGURATION page
(Figure 7-24), which displays the various parameters required to configure the Extended
IP access lists. The parameters for this page are shown in Table 7-13.
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Table 7-13. IP Extended ACL Configuration Page Parameters

This parameter specifies the unique ID for the access list. This value must
ACL Number be in the range from 1001 to 65535.

Source and Destination IP | This parameter specifies the IP Address for which the access list must be
Address applied.

This parameter specifies the Incoming Port List for which the filter has to

Ports List (Incoming) be applied

This parameter specifies the type of protocol.

Message Type lgfkgtasrameter specifies the Message Type to be checked for ICMP

This parameter specifies the Type of Service for the access list.

This parameter indicates the TCP Reset Bit to be checked against the
incoming packet.

Source Port (Max)

These parameters specify the destination ports to which the access list
Destination Port (Max) must be applied
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WEBGUI Settings

Figure 7-25. Web GUI Settings Page
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Clicking the WEB SETTINGS link brings up the WeEB GUI SETTINGS page (Figure 7-25),
which displays all basic Web GUI settings. The parameters for this page are shown in
Table 7-14.

Table 7-14. Web GUI Settings Page Parameters

This timeout value is used to automatically logout inactive user sessions.

Session timeout The default value is 5-minutes (600-seconds).

This displays the current privilege level of the logged in user. You can
choose to enter another privilege level using this configuration if you have
Session Privilege the Enable Password for the required privilege levels. The Enable
Passwords for different levels are configurable in the Management
Security web page.
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SNMP

Figure 7-26. SNMP Agent Control Settings Page
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Clicking the SNMP link brings up the SNMP AGENT CONTROL SETTINGS page
(Figure 7-26). SMIS supports the SNMP Agent or SNMP AgentX Sub-agent. The
SNMP Agent or AgentX Sub-agent can be enabled or both can be disabled.

The SNMP Agent provides the following sub-page configurations shown in the table
below.

Table 7-15. SNMP Agent Configuration Pages

This page allows you to configure the SNMP community including the
COMMUNITY INDEX, NAME, SECURITY NAME, CONTEXT NAME, TRANSPORT TAG
and STORAGE TYPE.

"SNMP Community
Settings" on page 7-33

This page allows you to configure access parameters for SNMP groups
including GROUP NAME, SECURITY MODEL, SECURITY LEVEL, STORAGE TYPE,
and ReAD, WRITE and NOTIFY VIEW.

"SNMP Group Access
Settings" on page 7-35

"SNMP Target Address This page allows you to configure SNMP target including TARGET NAME,
Settings" on page 7-37 TARGET IP, TRANSPORT TAG, PARAM and STORAGE TYPE.
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Table 7-15. SNMP Agent Configuration Pages (Continued)

Configuration Page

"SNMP Target Parameter
Settings" on page 7-38

"SNMP User Settings" on
page 7-39

"SNMP Trap Settings" on
page 7-40

Description

This setting allows you to configure SNMP target parameters including
PARAMETER NAME, MP MODEL, SECURITY MODEL, NAME, LEVEL and
STORAGE TYPE.

This setting allows you to configure SNMP security including user name,
AUTHENTICATION PROTOCOL, AUTHENTICATION KEY, PRIVACY PROTOCOL,
PRIvVACY KEY and STORAGE TYPE.

This setting allows you to configure SNMP trap notifications including
NoTIFY NAME, NOTIFY TAG, NOTIFY TYPE and STORAGE TYPE.

SNMP Community Settings

Figure 7-27. SNMP Community Settings Page
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Clicking the CoMMUNITY tab brings up the SNMP COMMUNITY SETTINGS page
(Figure 7-27), which allows you to add SNMP managers or remove existing managers..
The parameters for this page are shown in Table 7-16.

Table 7-16. SNMP Community Settings Page Parameters

Parameter
Community index
Community name

Security Name

Description
This parameter sets the COMMUNITY INDEX identifer.
This parameter sets the COMMUNITY NAME string.

This parameter sets the User Name String.
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Table 7-16. SNMP Community Settings Page Parameters (Continued)

Parameter Description
This parameter sets the CONTEXT NAME that the management information
Context Name is accessed from when using the community string, which is specified by

the corresponding instance of the SNMP community name.

Transport Tag This parameter sets the TRANSPORT TAG ldentifer.

Storage Type This parameter sets the Volatile Storage or Non-Volatile Storage setting.

SNMP Group Settings

Figure 7-28. SNMP Group Settings Page
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Clicking the GRoup tab brings up the SNMP GRouP SETTINGS page (Figure 7-28). This
page helps you map a combination of the SECURITY MODEL and the SECURITY NAME into
a GRouP NAME, which is used to define an access control policy. In addition, this page

displays the STORAGE TyPE of the Group Table. The parameters for this page are shown

in Table 7-17.
Table 7-17. SNMP Group Settings Page Parameters
Parameter Description
Security Model ;I'his parameter allows you to select from version 1, version 2 or version 3
or the SECURITY MODEL used.
Security Name Use this parameter to specify the SECURITY NAME string.
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Table 7-17. SNMP Group Settings Page Parameters (Continued)

Parameter Description
Group Name Use this parameter to specify the GRoUP NAME string.

Use this parameter to specify whether the STORAGE TYPE is Volatile or
SEEER T Non-Volatile.

SNMP Group Access Settings

Figure 7-29. SNMP Group Access Settings Page
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Clicking the GRouP ACCESS tab brings up the SNMP GRouUP ACCESS SETTINGS page
(Figure 7-29), which displays the access rights of groups. Each entry is indexed by a
GRoOUP NAME, a Context Prefix, a SECURITY MODEL and a SECURITY LEVEL. A proper
view name (ReAD, WRITE and MoDIFY) must be used for access control checking. It also
displays the STORAGE TYPE of the Group Access table. An SNMP Group must be
created prior to the Group Access configuration.

The parameters for this page are shown in Table 7-18.

Table 7-18. SNMP Group Access Settings Page Parameters

Parameter Description
Group Name This parameter allows you to specify the GRour NAME string.

This parameter allows you to specify whether SNMP version v1, v2 or v3 is
Security Model used. Version 3 is the most secure model as it allows packet encryption
with the private key word.
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Table 7-18. SNMP Group Access Settings Page Parameters (Continued)

Parameter Description

With this parameter the no-authentication option disables authentication.
Security Level The AUTHENTICATION option enables Message digest (MD5) or Secure

Hash Algorithm (SHA) packet authentication. The PRIVATE option selects
both AUTHENTICATION and PRIVACY.

Read View This parameter allows you to specify the READ VIEW identifier.
Write View This parameter allows you to specify the WRITE VIEW identifier.
Notify View This parameter allows you to specify the NOTIFY VIEW identifier.

Use this parameter to specify whether the STORAGE TYPE is Volatile or

Storage Type Non-Volatile.

SNMP View Tree Settings

Figure 7-30. SNMP View Tree Settings Page
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Clicking the VIEw tab brings up the SNMP VIEw TREE SETTINGS page (Figure 7-30),
which allows configuration of view trees. A SUBTREE when combined with the
corresponding instance of a Mask defines a family of view subtrees. The VIEw NAME is
the name for a family of view subtrees. This page also displays the STORAGE TYPE of the
VIEWTREE table. SNMP Group and SNMP Access settings have to be created prior to
the Group View configuration.

The parameters for this page are shown in Table 7-19.
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Table 7-19. SNMP View Tree Settings Page Parameters

View Name This parameter specifies a VIEw NAME string.

_ This parameter specifies an OID mask.

Use this parameter to specify whether the STORAGE TYPE is volatile or
non-volatile.

Storage Type

SNMP Target Address Settings

Figure 7-31. SNMP Target Address Settings Page

Clicking the TARGET ADDRESS tab brings up the SNMP TARGET ADDRESS SETTINGS page
(Figure 7-31), which configures SNMP target address parameters. The parameters for
this page are shown in Table 7-20.

Table 7-20. SNMP Target Address Settings Page Parameters

Target Name This parameter specifies a TARGET NAME as a unique identifier.
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Table 7-20. SNMP Target Address Settings Page Parameters (Continued)

Parameter Description

TARGET TIMEOUT specifies the maximum round trip for communicating with

Target Timeout the TARGET IP ADDRESS.

TARGET RETRIES specifies the number of attempts to be made when no

Target Retri : ;
EYE REHIES response is received

The TRANSPORT TAG value is used to select a target address for a particular
Transport Tag )
operation.
Param PARAM contains SNMP parameters to be used when generating messages
to be sent to a transport address.
Use this parameter to specify whether the STORAGE TYPE is volatile or

Storage Type non-volatile.

SNMP Target Parameter Settings

Figure 7-32. SNMP Target Parameter Settings Page
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Clicking the TARGET PARAMETER tab brings up the SNMP TARGET PARAMETER SETTINGS
page (Figure 7-32), which configures SNMP Target Address parameters. The
parameters for this page are shown in Table 7-21.
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Table 7-21. SNMP Target Parameter Settings Page Parameters

The target parameter is an unique name that specifies SNMP target

Parameter Name information to be used in the generation of SNMP messages.

The SECURITY MODEL is used when generating SNMP messages using this

Security Model entry.

SECURITY LEVEL specifies the level of security used when generating
SNMP messages.

Security Level

SNMP User Settings

Figure 7-33. SNMP Security Settings Page

SNMP Security Settings

Clicking the USER tab brings up the SNMP SECURITY SETTINGS page (Figure 7-33),
which configures users configured in the SNMP for the User-based Security Model. The
parameters for this page are shown in Table 7-22.
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Table 7-22. SNMP Security Settings Page Parameters

Parameter Description
User Name UseR NAME is the (User-based Security) model dependent security ID.
Authentication Protocol The AUTHENTICATION PROTOCOL is used for authentication.

The AUTHENTICATION KEY is the secret authentication key used for

Authentication Key messages sent on behalf of this user to/from the SNMP.

PRIVACY PROTOCOL is an indication of whether or not messages sent on
Privacy Protocol behalf of this user to/from the SNMP are protected from disclosure, and if
so, the type of privacy protocol that is used.

PRIVACY KEY is an indication of whether or not messages sent on behalf of

Privacy Key this user to/from the SNMP are protected from disclosure.

Storage Type STORAGE TYPE can be configured as Volatile or Non-Volatile.

SNMP Trap Settings

Figure 7-34. SNMP Trap Settings Page
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Clicking the TRAP MANAGER tab brings up the SNMP TRAP SETTINGS page (Figure 7-34),
which configures the set of management targets that must receive notifications. The
parameters for this page are shown in Table 7-23.
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Table 7-23. SNMP Trap Settings Page Parameters

Notify Name NoTIFY NAME is a unique identifier associated with the entry.

. The type of notification of the SNMP Trap Settings can be configured as

SNMP AgentX

Figure 7-35. SNMP AgentX Subagent Settings Page

SHMP Agentx Subagent Settings

Clicking the AGENTX link brings up the SNMP AGENTX SUBAGENT SETTINGS page
(Figure 7-35), which allows you to configure SNMP Agentx sub-agent parameters. The
parameters for this page are shown in Table 7-24.

Table 7-24. SNMP AgentX Subagent Settings Page Parameters

Transport Domain This parameter allows you to specify the TCP.
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Table 7-24. SNMP AgentX Subagent Settings Page Parameters (Continued)

Parameter Description

Master IP Address This parameter specifies the Master Agent IP address.

Master Port No

This parameter specifies the Master Port number.
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The
setti
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RMON

following pages can be used to set RMON (Remote Monitoring) features and
ngs:

"RMON Basic Settings" on page 7-43

"Event Configuration” on page 7-44

"RMON Alarm Configuration" on page 7-45

"Ethernet Statistics Configuration" on page 7-46

"History Control Configuration" on page 7-47

RMON Basic Settings

Figure 7-36. RMON Basic Settings Page
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Clicking the BASIC SETTINGS tab brings up the RMON BASIC SETTINGS page
(Figure 7-36), which enables/disables the RMON feature using the RMON Status
parameter.
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Event Configuration

Figure 7-37. Event Configuration Settings Page

Clicking the EVENTS tab brings up the EVENT CONFIGURATIONS page (Figure 7-37), which
configures RMON events. The parameters for this page are shown in Table 7-25.

Table 7-25. Event Configuration Page Parameters

This parameter specifies the index to the Events table.

This parameter specifies the event configured. This can be a Log, an
SNMP Trap, Both, or None. For the event type to display, TRAP and Log
and TRAP Community must be configured.

This parameter indicates the owner of this event.
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RMON Alarm Configuration

Figure 7-38. RMON Alarm Configuration Page

Clicking the ALARM tab brings up the RMON ALARM CONFIGURATION page (Figure 7-38),

which configures RMON Alarm paramters. The parameters for this page are shown in
Table 7-26.

Table 7-26. RMON Alarm Configuration Page Parameters

This parameter specifies the table index.
This parameter specifies the MIB object on which the alarm is set.

. If the startup alarm is set as Rising Alarm and this threshold is reached, an

Rising Event Index Irr;ggr?ézs the index of the event to be raised when the RISING THRESHOLD is
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Table 7-26. RMON Alarm Configuration Page Parameters (Continued)

Owner Specifies the owner of the alarm.

Ethernet Statistics Configuration

Figure 7-39. Ethernet Statistics Configuration Page

Clicking the ETHERNET STATISTICS tab brings up the ETHERNET STATISTICS
CONFIGURATION page (Figure 7-39), which configures RMON Ethernet statistics
parameters. The parameters for this page are shown in Table 7-27.

Table 7-27. Ethernet Statistics Configuration Page Parameters

This parameter specifies the index to the table.

This parameter specifies the total number of octets received from the
Octets network

This parameter specifies the total number of broadcast packets received

Broadcast Packets from the network.
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Table 7-27. Ethernet Statistics Configuration Page Parameters (Continued)

Owner This parameter specifies the owner string.

History Control Configuration

Figure 7-40. History Control Configuration Page

History Control Configuration

Clicking the HisTORY tab brings up the HISTORY CONTROL CONFIGURATION page
(Figure 7-40), which configures RMON history parameters. The parameters for this
page are shown in Table 7-28.

Table 7-28. History Control Configuration Page Parameters

This parameter specifies the index to the table.

Buckets Requested Isr:g::satlltcess the number of buckets to be configured for collecting the RMON

Owner Denotes the owner of the RMON group of statistics.

7-47



Superblade Network Modules User’s Manual

Table 7-28. History Control Configuration Page Parameters (Continued)

Parameter Description
Buckets Granted Denotes the number of buckets granted for collecting the RMON statistics.

This parameter specifies the status of the History Control entry as either

Status Valid or Invalid.

QoS

The QoS link of the System page opens the QoS Basic Settings page. This page allows
you to configure QoS through following pages:

¢ "QOS Basic Settings" on page 7-48

¢ "QOS Classmap Settings" on page 7-49

¢ "QOS Policymap Settings" on page 7-50

¢« "COSQ Scheduling Algorithm" on page 7-51

¢ "COSQ Weight and Bandwidth Configuration" on page 7-52

QOS Basic Settings

Figure 7-41. QOS Basic Settings Page
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Clicking the BAsIC SETTINGS tab brings up the QOS BASIC SETTINGS page (Figure 7-41),
which allows you to configure QOS basic settings parameters. The parameters for this
page are shown in Table 7-29.
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Table 7-29. QOS Basic Settings Page Parameters

System Control With this parameter SYSTEM CONTROL can Start or Shutdown QoS.

QOS Classmap Settings

Figure 7-42. QOS Classmap Settings Page

Clicking the CLASSMAP tab brings up the QOS CLASSMAP SETTINGS page (Figure 7-42),
which is used to classify the stream of traffic. The parameters for this page are shown in
Table 7-30.

Table 7-30. QOS Classmap Settings Page Parameters

Classmap ID This parameter specifies a unique ID for the Classmap. It must be in the
P range from 1 to 65535.

This parameter specifies the filter type associated with the Classmap. It
can be set as either MAC filter (1) or IP filter (2).

Filter Type
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QOS Policymap Settings

Figure 7-43. QOS Policymap Settings Page
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Clicking the PoLicYmAP tab brings up the QOS PoLICYMAP SETTINGS page (Figure 7-43),
which is used to specify action for a specified classmap. The parameters for this page
are shown in Table 7-31.

Table 7-31. QOS Policymap Settings Page Parameters

This parameter specifies the action to be applied on out-of-profile data, and
can be specified as either Policy DSCP or Drop.

The OuT-PROFILE ACTION VALUE can be specified as Drop or from 0 to 63

Out-Profile Action Value for DSCP.
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COSQ Scheduling Algorithm

Figure 7-44. COSQ Scheduling Algorithm Settings Page

COSQ Scheduling Algorithm Settings
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Clicking the CosQ ALGORITHM tab brings up the COSQ SCHEDULING ALGORITHM
SETTINGS page (Figure 7-44), which allows you to choose the COSQ (Class of Service
Queue) scheduling algorithm for every port. The parameters for this page are shown in
Table 7-32.

Table 7-32. COSQ Scheduling Algorithm Settings Page Parameters

Port Number 1a-|hg|:rlilt?1t n?f ports allows you to select from the port index for your selected
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COSQ Weight and Bandwidth Configuration

Figure 7-45. COSQ Weight and Bandwidth Configurations Page

SUPERMICR®

SWITCH SBM-GEM-X2C

Refresh Support Help About Log Out

sws | T T T e

Home

Stack
¥ Layer2 Mgmt
¥ Layer3 mMgmt.
» Muiti

} Statistics.

COSQ weight and Bandwidth Configurations

Select| COSQ | CoSq Weight CoSq CoSq Flag
Min idth | Max Bandwidth

clalole e alsle
clalele e alole

[] 1
1 1
2 1
3 1
4 1
5 1
6 1
7 1

Clicking the CosQ TRAFFIC CLASS tab brings up the COSQ WEIGHT AND BANDWIDTH
CONFIGURATIONS page (Figure 7-45), which allows you to configure the weight and
bandwidth for CoS Queues. The parameters for this page are shown in Table 7-33.

Table 7-33. COSQ Weight and Bandwidth Configurations Page Parameters

Parameter

COSQ Queue

COSQ Weight

COSQ Min Bandwidth
COSQ Max Bandwidth

COSQ Flag

Description

This parameter allows you to select between 0 to 7 for your COSQ QUEUE
value.

This parameter allows you to select between 0 to 15 for your COSQ
WEIGHT value.

This parameter configures minimum bandwidth between 1 and 262143.
This parameter configures maximum bandwidth between 1 and 262143.

Use this parameter to set a flag for this queue.
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NTP Settings

Figure 7-46. NTP Settings Page

NTP Settings

Clicking the NTP link brings up the NTP SETTINGS page (Figure 7-46), which configures
the Network Time Protocol (NTP). The parameters for this page are shown in
Table 7-34.

Table 7-34. NTP Settings Page Parameters

NTP Client Settings

. The value for this parameter could be Broadcast or Unicast. To process the
Receive Server Update broadcast NTP updates from the server, choose the Broadcast option.

This parameter allows you to enter an hour offset from GMT for local time.

NTP Servers

Ke Choose the key from the configured list. These keys are configurable in
Y this page in the NTP SERVER KEYS section’s fields.
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Table 7-34. NTP Settings Page Parameters (Continued)

Parameter Description
Interval This parameter allows you to choose the interval from the given list.

This parameter allows you to choose the preferred server. Choose Yes if
Preferred this server needs to be preferred over other configured NTP servers. You
can add multiple NTP servers.

NTP Servers Keys

Use this parameter to select a number to identify the configured key

Key ID strings.
Kev Strin Use this paramter to specify any string to be used as a key to handshake
Y 9 with NTP servers.
Stack

The Supermicro Intelligent switch supports stacking of Supermicro switch units. Switch
stacking is created by connecting switches in a daisy chain. One of the stacked switches
is selected as a Master based on its configurations. The Master switch provides
management support for the whole stack. Other switches in the stack are referred to as
slave switches.

% NOTE: Make sure all stacked switches are running the same version of
firmware.

¥

The Master switch manages the control plane traffic for all stacked switches. When the
current master switch fails, the backup master is then selected as the current master.
The Master selection algorithm is based on a priority configuration. If two switches have
the same priority, the switch with the lowest MAC address is selected as the Master
switch.
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CX4 Cable Length

Stacking is supported with CX-4 cables only. The CX-4 cable used for stacking should
be no more than 3-meters in length, because stacking internally runs at 12-Gbps and
therefore requires a more robust signal than longer cable lengths might provide reliably.
The industry standard stacking cable length is 3-meters.

% NOTE: For stacking ports, you do not need to configure CX4 cable length. It is
fixed as "short" for stacking ports.

¥

When used for 10G Ethernet uplinks, the CX-4 ports can be from 1-meter to 12-meters
in length; the maximum CX-4 cable length supported on Supermicro switches is
12-meters.

Itis acceptable to use a 1-meter stacking cable for port 1 and a 12-meter uplink cable for
port 2. You will only need to configure the long cable preference for port 2. Do this by
selecting the Port Number in the CX4 CABLE LENGTH screen (Figure 7-47) and then
selecting the "long" option.

Figure 7-47. Configuring CX4 Cable Length
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This configuration is done on an individual port basis. Thus, you can use "short" for one
port and "long" for the other port. Alternatively you might use both "short" or, if neither
are for stacking, both can be "long" cables.
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Enabling Stacking

By default, Supermicro switches act as stand-alone switches. This stand-alone default
facilitates using 10G Ethernet ports as Extreme Ethernet ports for uplinks.

When stacking is enabled the stacking ports are dedicated for stacking purposes.
Stacking can be enabled using the command stack with the switch identifier and
priority. The detailed command syntax is explained below.

:‘yx

NOTE: When stacking is enabled, the switch needs to be rebooted to make it
effective.

NOTE: When a switch is acting as a stand-alone switch with stacking disabled,
all physical interfaces are numbered as 0/1 to 0/n.

When the switch is in stacking mode, the interfaces are numbered as <switch
id>/1to <switch id> 7/ n.

In non-stacking mode, the switch ID is considered to be 0.

In the stacking mode, any firmware upgrade in the Master Switch will automatically
initiate a firmware upgrade to all attached stack member switches. Firmware upgrade
confirmation from stack member switches will be displayed in the Master Switch
management interface.

Also in the stacking mode, the user can reload all stacked switches or any selected
stack member switch from the master management interface.

The interface numbers change between stacking and non-stacking cases due to the
switch ID. So configurations saved for stacking are not valid for non-stacking cases and
vice versa.

:‘y\

NOTE: If you choose stacking using the stack command from a non-stacking
case, and the configurations are already saved for restoring the switch, it will
rename the configuration file by adding a suffix _nonstack and will not restore
this file when the switch reboots with stacking enabled.

Similarly, if you choose non-stacking using the no stack command from the
stacking case, and the configurations are already saved for restoring the switch,
it will rename the configuration file by adding a suffix _stack and will not
restore this file when the switch reboots with stacking disabled.

Adding Stacking Members

Connect the stacked switches using stacking cables. For better redundancy, connect
the switches daisy-chained as shown in Figure 7-48. This chain connectivity helps to
maintain stacking in case a single link or switch fails.

Before connecting switches in stacking, make sure stacking is enabled in all switches
and that the switch identifier and priorities are all configured properly.
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There is no other specifical configuration required to add stacked switches. If two
stacking-enabled switches connect through stacking cables, they form a stack.

¥ NOTE: Do not use the same switch ID for multiple switches on the stack.

Figure 7-48. Switch Diagram

Switch 1 I

Switch 2 I

Switch 3 J

Switch 4
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The SBM-GEM-X2C+ has four LEDs to display the stacking identifier. Due to the limited
space available for LEDs, the stacking identifier is displayed in binary form using these
four stacking LEDs.

Stacking Stacking ID Stacking ID Stacking ID Stacking ID
Identifier LED 4 LED 3 LED 2 LED 1
1 OFF OFF OFF ON

2 OFF OFF ON OFF

3 OFF OFF ON ON

4 OFF ON OFF OFF

5 OFF ON OFF ON

6 OFF ON ON OFF

7 OFF ON ON ON

8 ON OFF OFF OFF

9 ON OFF OFF ON

10 ON OFF ON OFF
11 ON OFF ON ON

12 ON ON OFF OFF
13 ON ON OFF ON

14 ON ON ON OFF
15 ON ON ON ON

16 OFF OFF OFF OFF

NOTE: In a stack only one switch can be configured as master. The slave
% switches will not allow you to configure anything except stacking disabled. To
login to slave switches, use a login name as "stackuser" and password as
’ "stack123".

Removing a stacked switch
To remove a switch from stacking follow the below recommended procedure.
1. Disconnect stacking cables.
2. Reboot the removed switch as a standalone switch.
3. Disable stacking. Execute the “no stack” command.
4. Reboot the switch again to operate as regular stand-alone switch.
NOTE: When a switch is moved from stacking to stand-alone mode, the saved
% stacking configurations can not be loaded in stand-alone mode. When stacking

is disabled, the switch software renames the existing configuration file to avoid
e automatic restoration of stacking configurations on a stand-alone switch.
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The following pages are available for configuring Stack settings;

« "Stack Configuration" on page 7-59
e "Stack Details" on page 7-60
e "Stack Counters" on page 7-62

Stack Configuration

Figure 7-49. Stack Configuration Page

Refresh Support Help

SUPERMICR®

SWITCH SBM-GEM-X2C

sws N

Home Stack Configuration

~ System Mgmt

vs:mgm Sgeﬂi\g! Switch Id - Ports 1 ~

File Management L

Fimmars Uprade Priority =

Management Security 8

;’&‘D:e Packioe

Web Settings Aoy Besel

- SNMP

AGENT
AGENTX Note: Use the same number of stacking ports for all switches in stack.

Stack
¥ Layerz Mgmt
» Layer3 Mgmt
¥ Multicast.
¥ Statistics.

Clicking the STACK SETTINGS tab brings up the STACK CONFIGURATION page

Log Out

(Figure 7-49), which configures the stacking feature. The parameters for this page are

shown in Table 7-35.

Table 7-35. Stack Configuration Page Parameters

Parameter Description

referring all physical interfaces available in this switch.

This parameter defines a switch identifier number for this switch. This
identifier should be unique in the stack, since the number is used in

Switch ID So for example, if this parameter is choosen as 2, the physical interfaces
will be referred as Gi2/1, Gi2/1 and so on.
For non-stacking, stand-alone cases this switch ID is considered as zero.
This parameter represents the number of stacking ports. You can choose
Ports the number based upon your preferred stacking configuration and

stacking ports to get redundancy.

available CX4 ports. It is recommended that you use two CX4 ports as
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Table 7-35. Stack Configuration Page Parameters (Continued)

This parameter chooses the priority for this switch in the Stacking Master
selection. It could be configured as Preferred Master, Backup Master or

Preferred Slave.

Stack Details

Figure 7-50. Stack Details Page

Peer Status

Switch Id[Stack Ip|Stack MAC|Switch State|Card Name

Clicking the STAck DETAILS tab brings up the STAck DETAILS page (Figure 7-50), which
displays stacking details. The parameters for this page are shown in Table 7-36.

Table 7-36. Stack Details Page Parameters

Self Status

Switch ID This parameter is used to specify the switch identifier of this switch.

This parameter is used to specify the MAC address of this switch. This

Stack MAC MAC address is used to communicate between stack member switches.
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Table 7-36. Stack Details Page Parameters (Continued)

Parameter Description
Configured State This parameter is used to specify the priority of this switch.

Current State This parameter is used to specify the current status of this switch as
Master or Slave.

Peer Status — The following parameters display information about all connected stack Slave switches.

Switch ID This parameter is used to specify the switch identifier of the Slave switch.

This parameter is used to specify the IP address of the Slave switch. This

SEEL( IP address is used to communicate between stack member switches.
This parameter is used to specify the MAC address of the Slave switch.
Stack MAC This MAC address is used to communicate between stack member
switches.
Switch State This parameter is used to specify the current status of the Slave switch.
Card Name This parameter is used to specify the type of Slave switch.
Stack Link Status
Figure 7-51. Stack Link Status Page
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The STACK LINK STATUS page (Figure 7-51) displays the stack interface link status as
“up” or “down”.

7-61



Superblade Network Modules User’s Manual

Stack Counters

Figure 7-52. Stack Counter Details Page

Stack Counter Details

Clicking the STACK COUNTERS tab brings up the STACK COUNTERS DETAILS page
(Figure 7-52), which displays statistics for stacking ports. The parameters for this page
are shown in Table 7-37.

Table 7-37. Stack Counter Details Page Parameters

Port This parameter displays the stacking port identifier.
InOctet This parameter displays the number of bytes received.

: This parameter displays the number of received packets which were

INnHCOctet This parameter displays the number of bytes received with HC.
OutOctet This parameter displays the number of bytes transmitted.

OutDiscard This parameter displays the number of packets discarded in transmission.
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Table 7-37. Stack Counter Details Page Parameters (Continued)

Parameter Description
OutErrors This parameter displays the number of packets transmitted got errors.
OutHCOctet This parameter displays the number of bytes transmitted with HC.

% NOTE: HC refers to the High Capacity value of the counter used. The regular

counter is 32-bit. The HC counter is 64-bit.

Figure 7-53. System Settings Page — Reload
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A “Switch Reload” function (Figure 7-53) is available in the SYSTEM SETTINGS page in
the SYSTEM MANAGEMENT section.

You can use the SwiTCH select option to choose the switch to reload, or you can select
the ALL SwiTCHES option to reload all stack member switches.

The FORCE check box provides an option to force a reload of the switch when the
Master Switch is waiting for confirmation messages from slave switches for stacking
configurations.

Click the RELOAD SwiTCH button to reload the selected switch

7-63



Superblade Network Modules User’s Manual

7-5 Layer 2 Management

The LAYER2 MANAGEMENT page (Figure 7-54) has links to all pages with Layer2 controls.

Figure 7-54. Layer2 Management Page

Welcome to the Layer2 Management Page

The various layer2 features of the Supermicro Switch can be configured through the links available in this page.

2 Basic Setti
configure MAC address

Port Manager
configure all physical ports
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Layer 2 Basic Settings

Figure 7-55. MAC Address Table Settings Page

MAC Address Table Settings

Clicking the LAYER2 BAsIC STTINGS link brings up the MAC ADDRESS TABLE SETTINGS
page (Figure 7-55), which gives you the option to change MAC aging time. MAC
address confirmation can be done with this time interval.
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Port Manager

The PORT MANAGER link has links to the following web pages:

« "Port Basic Settings" on page 7-66
¢ "Port Monitoring" on page 7-68

* "VLAN Traffic Class" on page 7-69
« "Port Control" on page 7-70

« "Rate Limiting" on page 7-71

NOTE: In all port based configuration pages, the port number group links are
provided on the top.

In the normal standalone operation of the switch, there is only one link and the
corresponding port configuration is displayed below it.

In case of stacking, multiple groups of port links are displayed. These links
provide the configuration of ports from different stack member switches. To view
the configuration of ports from a particular stack member switch, select the
corresponding port links. For example, if three switches having switch identifier
as 1, 2, and 3 are stacked together, the links will be as follows.

Gil/1-Ex1/2 | Gi2/1-Ex2/2 | Gi3/1-Ex3/2
So to view the ports of switch 2, you need to select the Gi2/1-Ex2/2 link.

Port Basic Settings

Figure 7-56. Port Basic Settings Page
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Clicking the BAsIC SETTINGS tab brings up the PORT BASIC SETTINGS page (Figure 7-56),
which allows you to configure port status and mode information. This page also helps
configuring priority and MTU. The parameters for this page are shown in Table 7-38.

Table 7-38. Port Basic Settings Page Parameters

This displays the port number.

This parameter allows you to administratively configure the admin state as

Admin State Up or Down.

By default all ports are switch ports for layer 2 switching. To configure a

Switch Port port as a layer 3 routed port, choose No.

This sets the MTU value. The Minimum is 90 and Maximum is 16338. A
MTU port must be administrativly down in order to change the MTU. Jumbo
frames of up to 9216 bytes are supported on 1G links. Jumbo frames of up
to 16338 bytes are supported on 10G links.
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Port Monitoring

Figure 7-57. Port Monitoring Page
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Clicking the PORT MONITORING tab brings up the PORT MONITORING page (Figure 7-57),
which allows you to enable or disbale monitoring on port interface. The parameters for
this page are shown in Table 7-39.

Table 7-39. Port Monitoring Page Parameters

This parameter enables or disables the port monitoring.

Receive Monitoring This parameter enables or disables the receive monitoring.
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VLAN Traffic Class

Figure 7-58. VLAN Traffic Class Mapping Page

VLAN Traffic Class Mapping

GiO/1-Ex03 |

Clicking the TRAFFIC CLASS tab brings up the VLAN TRAFFIC CLASS MAPPING page
(Figure 7-58), which allows you to map a priority to a traffic class. The parameters for
this page are shown in Table 7-40.

Table 7-40. VLAN Traffic Class Mapping Page Parameters

This displays the port number.
This parameter chooses any traffic class 0 to 7 to map with priority 1.

This parameter chooses any traffic class 0 to 7 to map with priority 3.
This parameter chooses any traffic class 0 to 7 to map with priority 5.

Priority 7 This parameter chooses any traffic class 0 to 7 to map with priority 7.
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Port Control

SUPERMICR®
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Clicking the PORT CONTROL tab brings up the PORT CONTROL page (Figure 7-59), which
allows you to configure specific parameters of the port. You can choose between
Auto-negotiation and No-negotiation for a port. If No-negotiation is chosen, then the
speed of the link, FlowControl and duplex modes can be configured. The parameters for
this page are shown in Table 7-41.

Table 7-41. Port Control Page Parameters

Parameter

Port
Mode
Duplex

Speed

Flow Control Admin Status

Flow Control Operation
Status

HOL Block Prevention

Description
This displays the port number.

This parameter allows you to select either Auto Negotiation or
No-negotiation.

This parameter allows you to select either Full Duplex or Half Duplex.

This parameter allows you to select the speed as 10 Mbps, 100 Mbps or
1 Gbps.

This parmeter allows you to specify the Flow Control Admin Status as
either Disabled, Trasmit Flow Control Enabled, Receive Flow Control
Enabled or both Transmit and Receive Flow Control Enabled.

This parameter displays the status of the flow control.

This parameter allows you to enable or disable Head of Line block
prevention.
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Rate Limiting

Figure 7-60. Rate Limiting Page
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Clicking the RATE LIMITING tab brings up the RATE LIMITING page (Figure 7-60), which
allows you to configure rate limiting for the port interface. The parameters for this page
are shown in Table 7-42.

Table 7-42. Rate Limiting Page Parameters

Parameter Description
Port This displays the port number.
The following parameters are configurable for Ingress Rate Limiting.

This parameter allows you to specify the destination lookup failure packets

DLF Level

per second.
Broadcast Level This parameter allows you to specify the broadcast packets per second.
Multicast Level This parameter allows you to specify the multicast packets per second.

The following parameters are configurable for Egress Rate Limiting.

This parameter allows you to specify the egress limit of packets per

Egress Port Rate Limit second.

Egress Port Burst Size This parameter allows you to specify the egress limit of packet burst size.
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VLAN

The VLAN link allows to configure the VLAN information. VLAN configuration
information has been provided in the following pages:
¢ "VLAN Basic Settings" on page 7-72

« "Port Settings" on page 7-73

e "Static VLAN" on page 7-74

¢ "Protocol Group" on page 7-75

« "Port Protocol" on page 7-75

¢ "Vlan Port MAC Map" on page 7-76

¢ "Unicast MAC" on page 7-77

¢ "Wildcard" on page 7-78

e "Switch Port VLAN" on page 7-79

VLAN Basic Settings

Figure 7-61. VLAN Basic Settings Page
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Clicking the BAsIC SETTINGS tab brings up the VLAN BASIC SETTINGS page (Figure 7-61),
which displays VLAN global configuration information. The parameters for this page are
shown in Table 7-43.
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Table 7-43. VLAN Basic Settings Page Parameters

Parameter Description
Garp System Control This parameter starts or shuts down GARP in the switch.

. This parameter specifies the Learning Mode (Independent, Shared, Hybrid
LEETITE 03 or VLAN Learning).
VLAN Version This parameter specifies the VLAN version supported.

This parameter specifies the largest (4094) valid VLAN ID, which this

L VLA (1D switch can accept, above which all will be discarded.

Maximum Supported This parameter specifies the maximum number of VLANSs that this device
VLANs can scale.

Number of VLANS in the This parameter specifies the active number of VLANs configured in the
System device.

MAC Based on All Ports This parameter enables or disables the per Port MAC based classification.

Port and Protocol Based on | This parameter enables or disables the per Port Protocol based
all Ports classification.

In addition, the BAsSIC SETTINGS page provides the configuration3 of Bridge Mode
(Customer /Provider) and the priority for tunneled STP BPDUs. When you configure
BRIDGE MODE TO PROVIDER, the Port Protocol based classification and MAC-based
classification on all ports must be disabled.

Port Settings

Figure 7-62. VLAN Port Settings Page

Refresh Support Help About Log Out

SUPERMICR®

SWITCH SBM-GEM-X2C

Home VLAN Port Settings
~ System Mgmt
System Settings
File Management Gi0/1-Ex0/3 |
Firmware Upgrade e LLE,
Management Security
i Acceptable Frame Types
Web Settings
- SNMP
imﬁx Gi0/l Disabled ~ | Enabled ~ Al v | Disabled =
e Gi02  Disabled ~ | Enabled + Al - | Disabled ~
Staek Gi0l3 | Disabled ~ | Enabled = Al | Disabled ~
¥ Layer2 Mgmt = = - -
ver2 Basic Settings Gi0M4  Dissbled ~ | Ensbled « |1 Al Disabled
gl Gi0/5 Disabled ~ | Enabled v | 1 Al « | Disabled =
Dimamic\IAN Gi0l§  Dissblod ~ | Enabled = | 1 Al - | Disabled =
il Gi0f7  Disabled ~ | Enabled ~ Al - | Disabled +
802.1x v ~| En m . %
Fiters. Gi0/8 Disabled ~ | Enabled 1 Al Dissbled
? Layer3 Mgmt Gi0/9  Disabled ~ | Enabled ~ Al - | Disabled ~
¥ Multicast.
¥ Statistics Gi0/10 Disabled ~ | Enabled ~ |1 Al - | Disabled =
Gi0/l1 Disabled ~ | Enabled - Al - | Disabled ~
Gi0/12 Dissbled ~ | Ensbled ~|1 Al ~ | Disabled ~
Gi0/13 Disabled ~ | Enabled - Al - | Disabled ~
Gi0f14 Disabled ~ | Enabled - All - | Disabled ~
Gi0/l5 Disabled v | Enabled + Al ~ | Disabled ~
Gi0/16 Disbled ~ | Enabled + Al ~ | Disabled ~
Ex0/l  Disabled ~ | Enabled ~ Al - | Disabled ~
Ex02  Disabled v | Enabled « Al «| Disabled =
Ex03. Disabled v | Enabled +[1 All | Disabled =

7-73



Superblade Network Modules User’s Manual

Clicking the PORT SETTINGS tab brings up the VLAN PORT SETTINGS page (Figure 7-62),
which is used to associate the VLAN ID to the port for Port based VLAN classification.

While associating different ports to VLANS, you can also configure INGRESS FILTERING
(at the port level) and AccePTABLE FRAME TYPES (accept Tagged Frame Alone or All
frames).

The other configurations provided in this page are, enabling/disabling per Port MAC
based classification and Port Protocol based classification, enabling/disabling of
tunneling and enabling/disabling of STP BPDU Tunneling. To enable STP BPDU
Tunneling on an interface, you must first enable tunneling on that interface.

Static VLAN

Figure 7-63. Static VLAN Configuration Page
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Clicking the STATIC VLANS tab brings up the STATIC VLAN CONFIGURATION page
(Figure 7-63), which allows you to configure the VLAN related information statically.

Using the first table you can create new entries for uncreated VLANs. VLAN ID is the
mandatory field in configuring a VLAN. You can also enter a VLAN NAME, MEMBER PORT
LisT, UNTAGGED PORT and the FORBIDDEN PORTS for a VLAN.

The second table displays the VLAN configurations saved in the switch.
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Protocol Group

Figure 7-64. VLAN Protocol Group Settings Page
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Clicking the PRoTOCOL GROUP tab brings up the VLAN PROTOCOL GROUP SETTINGS
page (Figure 7-64), which is used to map Protocol Templates to Protocol Group
Identifiers.

The FRAME TYPE gives you the data-link encapsulation format. The PROTOCOL VALUE is
the value of the protocol in a protocol template. The GRouP ID represents a group of
protocols that are associated together.

Port Protocol

Clicking the Port PRoTOCOL tab brings up the PORT VLAN PROTOCOL SETTINGS page
(not shown), which displays a table used for Port and Protocol based VLAN
classification. The GRoup ID designates a group of protocols in the Protocol Group
Database. The VLAN ID is the ID associated with a group of protocols for each port.
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Vlan Port MAC Map

Figure 7-65. VLAN Port MAC Map Settings Page
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Clicking the PORT MAC MAP tab brings up the VLAN PORT MAC MAP page (Figure 7-65),
which allows you to configure MAC based VLANs. The parameters for this page are
shown in Table 7-44.

Table 7-44. VLAN Port MAC Map Page Parameters

Parameter Description

Port No This displays the port number.

Port Mac-Map Addr This parameter specifies the Port MAC-Map address.

Port Mac-Map Vid This parameter specifies the VLAN identifier for this MAC based VLAN
Bcast Option ;’it;isa;:ggzﬁeter specifies the Broadcast option, which can be allowed or
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Unicast MAC

Figure 7-66. VLAN Unicast MAC Settings Page
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Clicking the UNICAST MAC tab brings up the VLAN UNICAST MAC SETTINGS page
(Figure 7-66), which allows you to configure the various parameters for VLAN Unicast
MAC settings. The parameters for this page are shown in Table 7-45.

Table 7-45. VLAN Unicast Mac Settings Page Parameters

Parameter

VLAN ID
MAC Admin Status
MAC Limit

MAC Operational Status

This parameter specifies the VLAN Identifier.

This parameter specifies the MAC administration status, which can be
enabled or disabled.

This parameter indicates the MAC limit.

This parameter specifies the MAC operational Status, which can be
enabled or disabled.
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Wildcard

Figure 7-67. Wildcard Settings Page
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Clicking the WILDCARD tab brings up the WILDCARD SETTINGS page (Figure 7-67), which
configures wildcard MAC addresses and ports for VLANs. The parameters for this page
are shown in Table 7-46.

Table 7-46. Wildcard Settings Page Parameters

Parameter Description

Content ID This parameter allows you to select the CONTENT ID.
Address Selection Use this parameter to select the address type.

Ports This parameter allows you to enter a port.
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Switch Port VLAN

Figure 7-68. Switch Port Vlan Filtering Page

Help About Log Out

SUPERMICR®

SWITCH SBM-GEM-X2C

e SwitchPort Vian Filtering
~ Systam Mgmt
System Settings
m"':‘?‘u””n:;. Gi0/1-Ex0/3 |
Management
& =]
rasce
Acer Gl et -
e Gio2 defaut  +
bl Gio3 defaull =
= Layer2 Mgmt Gin/4 defaull =
ot At Gio/s defaull -
D VAN Gio/s defautt -
e Gio/’T default »
el Gi/s default  ~
‘u;?r;‘mgm: Gi0/9 defautt =
¥ Multicast Gio/10 default =
} Statistics. G0l default =
Gi0/12 defaull =
Gion3 defaull =
Gio/14 defaut -
Gio1s default__»
Gio/16 defaut =
Ex011 default =
Ex02 default =
Ex03 default =
Acalv

Clicking the SwITCH PORT FILTERING tab brings up the SWITCHPORT VLAN FILTERING
page (Figure 7-68), which configures utility criteria for SwitchPort Vlan filtering. The
parameters for this page are shown in Table 7-47.

Table 7-47. SwitchPort Vlan Filtering Page Parameters

Parameter Description

This parameter displays the VLAN Port Number, which can be selected by

VLAN Port No. the check box to the left of the column.

Utility Criteria Use this parameter to select the utility criteria for the VLAN port selected.
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Dynamic Vlan

The Dynamic VLAN link allows you to configure the Dynamic VLAN information.
Dynamic VLAN configuration information has been provided in the following pages

¢ "Dynamic VLAN Global Configuration" on page 7-80
« "Port Configuration" on page 7-81
¢ "GARP Timers" on page 7-82

Dynamic VLAN Global Configuration

Figure 7-69. Dynamic VLAN Global Configuration Page
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Clicking the DyNamIC VLAN tab brings up the DYNAMIC VLAN GLOBAL CONFIGURATION
page (Figure 7-69), which allows you to enable or disable Dynamic VLAN.
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Port Configuration

Figure 7-70. Dynamic VLAN Port Configuration Page
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Clicking the PORT SETTINGS link brings up the DyNAMIC VLAN PORT CONFIGURATION
page (Figure 7-70), which allows you to configure parameters for Dynamic VLAN ports.
The parameters for this page are shown in Table 7-48.

Table 7-48. Dynamic VLAN Port Configuration Page Parameters

This parameter displays the Port Number, which can be selected by the
check box to the left of the column.

Restricted VLAN This parameter allows you to enable/disable RESTRICTED VLAN
Registration REGISTRATION.
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GARP Timers

Figure 7-71. Garp Timers Configuration Page
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Clicking the GARP TIMERS tab brings up the GARP TIMERS CONFIGURATION page
(Figure 7-71), which displays the various parameters for changing Garp times. The
parameters for this page are shown in Table 7-49.

Table 7-49. Garp Timers Configuration Page Parameters

This parameter displays the Port Number.

Garp Leave Time (msecs) |This parameter allows you to change the Garp Leave Time.
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RSTP

The RSTP link provides links to the following configuration pages:

¢ "RSTP Global Settings" on page 7-83
¢ "RSTP Basic Settings" on page 7-84
« "Port Settings" on page 7-85

« "Port Status" on page 7-86

RSTP Global Settings

Figure 7-72. Global Configuration Page
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Clicking the GLOBAL SETTINGS tab brings up the GLOBAL CONFIGURATION page
(Figure 7-72), which allows you to configure RSTP global parameters. The parameters
for this page are shown in Table 7-50.

Table 7-50. Global Configuration Page Parameters

Parameter Description

System Control This parameter starts or Shutsdown RSTP in the switch.

Status This parameter allows you to enable/disable the protocol at a global level
on the switch.

Dynamic Path Cost This parameter allows you to enable or disable the DyNAMIC PATH COST

Calculation CALCULATION.
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RSTP Basic Settings

Figure 7-73. RSTP Configuration Page

Clicking the BAsIC SETTINGS tab brings up the RSTP CONFIGURATION page (Figure 7-73),
which displays the various parameters for RSTP configuration. The parameters for this
page are shown in Table 7-51.

Table 7-51. RSTP Configuration Page Parameters

System Control This parameter allows you to start or shutsdown RSTP in the switch.

o This parameter allows you to choose to run the protocol as an RSTP or
Compatibility STP compatible version.

This parameter specifies the maximum number of packets that can be sent
in a given interval. This is configured to avoid flooding.

Transmit Hold Count
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Port Settings

Figure 7-74. Port Status Configuration Page
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Clicking the PORT SETTINGS tab brings up the PORT STATUS CONFIGURATION page
(Figure 7-74), which allows you to set the configuration per port related to RSTP. The
parameters for this page are shown in Table 7-52.

Table 7-52. Port Status Configuration Page Parameters

Parameter Description
Port This parameter specifies the port identifier.
s This parameter enables or disables the RSTP protocol status on a
tatus ’
particular port.
Priority This parameter specifies the port priority used in role selection.
Path Cost This parameter specifies the path cost associated with this port.

This parameter controls the migration from RSTP to STP, if the other side

Protocol Migration of the switch runs STP. The migration takes place only if this is Enabled.

This parameter must be configured, if the corresponding port is an edge

PortFast port.

This parameter allows you to configure ports explicitly as Point-to-point
Point-to-Point (Force true), Non-point-to-point or leave the decision to be made
Dynamically (from the AL or MAC layer).

If this parameter is set to true, the edge port status is dynamically
Auto Edge Status oy
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Table 7-52. Port Status Configuration Page Parameters (Continued)

Restricted Role This parameter specifies the RESTRICTED ROLE status of the port.

Port Status

Figure 7-75. RSTP Port Status Page
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Gil/1-Ex0/3 |

Clicking the PORT STATUS tab brings up the RSTP PORT STATUS page (Figure 7-75),
which displays RSTP port specific information. The parameters for this page are shown
in Table 7-53.

Table 7-53. RSTP Port Status Page Parameters

This parameter specifies the unique Bridge Identifier of the bridge that is
recorded as the root for the segment to which the port is attached.

This parameter specifies the Bridge Identifier of the bridge, which this port
considers to be the Designated Bridge for this port's segment.
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Table 7-53. RSTP Port Status Page Parameters (Continued)

Parameter Description

This parameter specifies the operational point-to-point status of the LAN
Type segment attached to this port. It indicates whether a port is considered to
have a Point-to-point connection or Shared Media.

This parameter specifies the port's current role as defined by the Spanning

Al Tree Protocol.

This parameter specifies the port's current state as defined by application

Port State of the Spanning Tree Protocol.

MSTP

The MSTP link leads you to the following configuration pages:

*« "MSTP Basic Settings" on page 7-87
« "MSTP Timers" on page 7-89

« "Port Configuration" on page 7-90

¢ "VLAN Mapping" on page 7-91

« "Port Settings" on page 7-92

¢ "CIST Port Status" on page 7-93

MSTP Basic Settings

Figure 7-76. Global Configuration Page
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Clicking the BASIC SETTINGS tab brings up the GLOBAL CONFIGURATION page
(Figure 7-76), which can access the MSTP global configuration. The parameters for this
page are shown in Table 7-54.

Table 7-54. Global Configuration Page Parameters

System Control This parameter Starts or Shutsdown MSTP in the switch.

Compatibility This parameter allows you to choose to run the protocol in MSTP, RSTP or
P an STP compatible version.

Transmit Hold Count Thls parameter spemf_les_ the maximum numper of p_ackets that can be sent
in a given interval. This is configured to avoid flooding.

Maximum Age (Seconds) This parameter specifies the time period for which the information received
9 in the RSTP BDPU is valid.

This parameter specifies the maximum number of bridges that a packet

Hop Counts (Seconds) can cross before it will be dropped, to avoid infinite looping of the packets.

Region Version Igalasd parameter specifies the version number of the configuration to be
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MSTP Timers

Figure 7-77. Timers Configuration Page
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Clicking the TIMERS tab brings up the TIMERS CONFIGURATION page (Figure 7-77), which
configures the time for MAXIMuUM HOP COUNT, FORWARD DELAY, MAXIMUM AGE, TRANSMIT
HoLb AGE and HELLO TIME.
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Port Configuration
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Clicking the PORT CONFIGURATION tab brings up the CIST SETTINGS page (Figure 7-78),
which sets the configuration per Port related to MSTP. The parameters for this page are

shown in Table 7-55.

Table 7-55. CIST Settings Page Parameters

Parameter

Port
Admin Status

Priority
Path Cost

Protocol Migration

Edge Status

Point-to-Point Status

Hello Time (Seconds)

Description
This parameter specifies the port identifier.

This parameter specifies the MSTP protocol status that can be enabled/
disabled on the particular port.

This parameter specifies the port priority used in role selection.
This parameter specifies the path cost associated with this port.

This parameter controls the migration among MSTP, RSTP and STP
protocols, if the other side of the switch runs a different mode. Migration
takes place only if this is enabled.

This parameter must be configured if the corresponding port is an edge
port.

This parameter allows you to configure the ports explicitly as point-to-point
(Force true), as a non-point-to-point port, or leave the decision to be made
dynamically (from the AL or MAC layer).

This parameter specifies the administrative value of Hello Time for the port.
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Table 7-55. CIST Settings Page Parameters (Continued)

Auto Edge Status If set to True, the edge port status will be dynamically calculated.

Restricted TCN This parameter indicates the Restricted TCN status of the port.

VLAN Mapping

Figure 7-79. VLAN Mapping Page
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Clicking the VLAN MAPPING tab brings up the VLAN MAPPING page (Figure 7-79), whose
table contains one entry for each instance of MSTP. The parameters for this page are
shown in Table 7-56.

Table 7-56. VLAN Mapping Page Parameters

MSTP Instance ID This parameter specifies the Instance ID, which is the index of the table.

This parameter specifies the list of VLANSs to be unmapped from this
instance of the spanning tree.

Unmap VLAN
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Port Settings

Figure 7-80. Port Settings Page
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Clicking the PORT SETTINGS tab brings up the PORT SETTINGS page (Figure 7-80), which
displays the various parameters for port settings. The parameters for this page are
shown in Table 7-57.

Table 7-57. Port Settings Page Parameters

Parameter Description

This parameter specifies the interface index of the port on which MSTP is

Port .
being run.

This parameter specifies the instance ID of the STP that is associated with

MSTP Instance ID L
this instance.

Port State This parameter specifies the current state of the port.
Priority This parameter specifies the priority related to this port.
Cost This parameter specifies the cost associated with this port, which will be

added to the cost of any path that includes this port.
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CIST Port Status

Figure 7-81. MSTP CIST Port Status Page
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Clicking the CIST PORT STATUS tab brings up the MSTP CIST PORT STATUS page
(Figure 7-81), which displays MSTP CIST port specific information. The parameters for
this page are shown in Table 7-58.

Table 7-58. MSTP CIST Port Status Page Parameters

Parameter Description

This parameter specifies the unique Bridge Identifier of the Bridge

Designated Root recorded as the Root for the segment to which the port is attached.

This parameter specifies the Bridge Identifier of the bridge, which this port

Dleslplrasdl Bkl considers to be the Designated Bridge for this port's segment.

This parameter specifies the Port Identifier of the port on the Designated

Designated Port Bridge for this port's segment.

This parameter specifies the path cost of the Designated Port of the

DS Gt segment connected to this port.

This parameter specifies the unique Bridge Identifier of the bridge recorded
Regional Root as the CIST Regional Root Identifier in the configuration BPDUs
transmitted.

This parameter specifies the contribution of this port to the path cost of

Szl P Gk paths towards the CIST Regional Root, which includes this port.

This parameter specifies the operational point-to-point status of the LAN
Type segment attached to this port. It indicates whether a port is considered to
have a point-to-point connection or shared media.
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Table 7-58. MSTP CIST Port Status Page Parameters (Continued)

This parameter specifies the port's current state as defined by the

Port State application of the Spanning Tree Protocol.
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LA (Link Aggregation)
The LA link provides links to the following configuration pages:

¢ "LA Basic Settings" on page 7-95
¢ ‘"Interface Settings" on page 7-96
« "Port Channel" on page 7-97

« "Port Settings" on page 7-98

« "Port State Info" on page 7-99

¢ "Load Balancing" on page 7-100

LA Basic Settings

Figure 7-82. LA Basic Settings Page
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Clicking the BAsIC SETTINGS tab brings up the LA BAsIC SETTINGS page (Figure 7-82),
which displays the various parameters for LA basic settings. The parameters for this

page are shown in Table 7-59.

Table 7-59. LA Basic Settings Page Parameters

Parameter Description

System Control This parameter Starts or Shutsdown LA in the switch.

LA Status

This is used to enable or disable LA in the switch.
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Table 7-59. LA Basic Settings Page Parameters (Continued)

Parameter Description

System Priority ;I';ge;:narl?jmeter specifies the priority value associated with the Actor's
This parameter specifies the Bridge MAC Address that is displayed. This is

SYBIE P a read-only parameter.

Interface Settings

Figure 7-83. Port Channel Interface Basic Settings Page
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Clicking the INTERFACE SETTINGS tab brings up the PORT CHANNEL INTERFACE BASIC
SETTINGS page (Figure 7-83), which allows you to configure port channels. The
parameters for this page are shown in Table 7-60.

Table 7-60. Port Channel Interface Basic Settings Page Parameters

Parameter Description

This parameter specifies the identifier of the port channel interface. The

Port Channel ID valids values are between 1 to 65535.

Admin Status This parameter administratively makes the port channel Up or Down.

MTU This parameter specifies the MTU value for this port channel.
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Port Channel

Figure 7-84. LA Port Channel Settings Page
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Clicking the PORT CHANNEL SETTINGS tab brings up the LA PORT CHANNEL SETTINGS
page (Figure 7-84), which is used to edit the Port Channel configuration. The first table
is for creating Port Channel interfaces while the second table is for editing the Port
Channel configuration. The third table is used to display the Port Channels and to delete
the existing Port Channels.

The parameters for this page are shown in Table 7-61.

Table 7-61. LA Port Channel Settings Page Parameters

Parameter Description

Port Channel ID This parameter specifies the identifier of the port channel interface.

Action Type This parameter specifies whether the port channel must be created or
deleted.

Ports This parameter specifies the interface indices that must be configured to

be members of the Port Channel.

This parameter specifies the mode by which the MAC address for the port
MAC Selection channel is assigned. It can be dynamic or the user can Force the selection
of a specific MAC address.

This parameter specifies the MAC Address that is assigned to the port

Force MAC channel. For this, the MAC selection mode must be Force.
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Port Settings
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Figure 7-85. LA Port Settings Page
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Clicking the PORT SETTINGS tab brings up the LA PORT SETTINGS page (Figure 7-85),
which configures LA properties at a per-port level. The parameters for this page are
shown in Table 7-62.

Table 7-62. LA Port Settings Page Parameters

Parameter
Port

Port Priority

Mode

Activity

Timeout

Description
This parameter specifies the Interface Index.
This parameter specifies the priority value of the Port.

This parameter specifies the various port modes, such as LACP, Manual or
Disable.

This parameter specifies whether the Port LACP activity is Active or
Passive.

This parameter sets the time within which LACP PDUs must be received
on a port to avoid timing out of the Aggregated Link. If a Long timeout is
chosen then the ports will time out of the Port Channel in 90-seconds. If a
Short timeout is chosen then the ports will time out of the Port Channel in
3-seconds.
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Table 7-62. LA Port Settings Page Parameters (Continued)

Parameter Description

Wait Time This parameter configures the waiting time for a port after receiving Partner
information and before entering aggregation.

This parameter indicates the current state of the port with respect to Link
Aggregation. The possible states are:
Up in Bundle - The port is an active member of the port channel.

Up Individual - The port is not a member of any port channel but its
Oper-Status is Up.

« Standby - The port is a member of the port channel but is currently in
a standby state.

« Down - The port’s Oper-Status is Down.

Bundle State

Port State Info

Figure 7-86. LA Port State Machine Information Page
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Clicking the PORT STATE INFO tab brings up the LA PORT STATE MACHINE INFORMATION
page (Figure 7-86), which displays Link Aggregation state machine information. It
displays the aggregation state information for every port channel.
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Load Balancing

Figure 7-87. LA Load Balancing Policy Page
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Clicking the LOAD BALANCING tab brings up the LA LOAD BALANCING PoLICY page
(Figure 7-87), which allows you to choose the selection policy for load distribution on the
aggregated links.

The selection policy can be one of the following - Source MAC based, Destination MAC
based, both Source and Destination MAC, Source IP address, Destination IP address or
both IP addresses.
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802.1x

The 802.1x link provides link to the following configuration pages:
« "Basic Settings" on page 7-101

« "Port Settings" on page 7-102

« "Timers" on page 7-104

¢ "Local AS" on page 7-105

¢« "MAC Session Info" on page 7-106

Basic Settings

Figure 7-88. 802.1x Basic Settings Page

802.1x Basic Settings

Clicking the BASIC SETTINGS tab brings up the 802.1x BASIC SETTINGS page
(Figure 7-88), which displays the various 802.1x Basic Settings parameters. The
parameters for this page are shown in Table 7-63.

Table 7-63. 802.1x Basic Settings Page Parameters

System Control This parameter starts or shutsdown 802.1x in the switch.
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Table 7-63. 802.1x Basic Settings Page Parameters (Continued)

Parameter

Authentication Server

Network Access Server ID

Local.

Description

This parameter specifies the Authentication Server Location as Remote or

This parameter specifies the Authenticator ID, which originates the
Access-Request Packets.

Port Settings

Figure 7-89. 802.1x Port Settings Page
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Clicking the PORT SETTINGS tab brings up the 802.1x PORT SETTINGS page
(Figure 7-89), which configures security information at the individual port levels. The
parameters for this page are shown in Table 7-64.
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Table 7-64. 802.1x Port Settings Page Parameters

This parameter specifies the Index of the port for which its fields (such as
PORT CONTROL, PORT AUTHORIZATION STATUS, and so on) are configured.

Port Authorization Status

Admin Control Direction

Port Initialize

Reauthentication

This parameter specifies current status of the port either as Authorized or
Un-Authorized.

This parameter specifies whether security is to be imposed for
« In - the incoming traffic
« Both - both incoming and outgoing traffic

This parameter specifies the initialization control for the port. Setting this
value to True causes the port to be initialized. The value reverts to False
once initialization is complete.

This parameter provides configuration to enable or disable the
reauthentication mechanism on the port.
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Timers

Figure 7-90. 802.1x Timer Configuration Page
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Clicking the TIMERS tab brings up the 802.1x TIMER CONFIGURATION page (Figure 7-90),
which configures Timer parameters at the individual port level. The parameters for this
page are shown in Table 7-13.

Table 7-65. 802.1x Timer Configuration Page Parameters

Parameter Description

This parameter is the index of the port for which fields such as QUIET

Port ]
PERIOD, TRANSMIT PERIOD, and such are configured.

This parameter specifies the duration for which the authenticator will be
Quiet Period (Seconds) silent and will not attempt to acquire a supplicant. It can be configured to
any value in the range from 1 to 65535 seconds.

This parameter specifies the time period used by the Authenticator State
Transmit Period (Seconds) |machine to define when the EAPOL PDU is to be transmitted. It can be
configured to any value in the range from 1 to 65535 seconds.

Re-authentication Period This parameter specifies the time between periodic re-authentication of the
(Seconds) supplicant.
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Local AS

Figure 7-91. Local Authentication Server Configuration Page
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Clicking the LocAL AS tab brings up the LOCAL AUTHENTICATION SERVER CONFIGURATION
page (Figure 7-22), which configures Local Authentication Server information. The
parameters for this page are shown in Table 7-13.

Table 7-66. Local Authentication Server Configuration Page Parameters

Parameter Description
This parameter specifies the identity of the user who is seeking
User Name authentication, and is set by a string of not more than 20 printable
characters.
This parameter specifies the password specific to the user name, and is
Password

set by a string of not more than 20 printable characters.

This parameter represents the allowance and denial of access. The values
that can be configured are:

« Allow - When set to Allow, the authentication request is allowed over

Permission the set of ports in the PORT LIST.
« Deny - When set to Deny, the authentication request is NOT allowed
over the set of ports in the PORT LIST.
Port List This parameter represents the complete set of ports of the authenticator to

which the user is allowed or denied access. It is based on permission.

7-105



Superblade Network Modules User’s Manual

MAC Session Info

Figure 7-92. MAC Session Info Page
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Clicking the MAC SESSION INFO tab brings up the MAC SESSION INFO page
(Figure 7-22), which configures the supplicant MAC address. The parameters for this
page are shown in Table 7-13.

Table 7-67. MAC Session Info Page Parameters

This parameter is the initialization control for this Supplicant MAC address.
Setting this attribute to True causes the Supplicant session with this MAC
address, to be initialized. The attribute value reverts to False once
initialization has completed.

Session Intialize
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Filters
The Filters link allows you to configure Layer 2 packet filtering.
The Layer 2 packet filtering management has the following configuration pages:

¢ "Unicast Filters" on page 7-107
¢ "Multicast Filters" on page 7-108

Unicast Filters

Figure 7-93. L2 Unicast Filter Configuration Page

L2 Unicast Filter Configuration
I

Clicking the UNICAST FILTERS tab brings up the L2 UNICAST FILTER CONFIGURATION page
(Figure 7-22), which sets the filter configuration to control the unicast packets that the
switch needs to process. The parameters for this page are shown in Table 7-13.

Table 7-68. L2 Unicast Filter Configuration Page Parameters

FDB ID This parameter specifies the forwarding database ID.

Receive Port This parameter specifies the port on which the packet was received.
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Table 7-68. L2 Unicast Filter Configuration Page Parameters (Continued)

You can choose to set this configuration to any one of the following types:

« Other — For entries currently in use, but whose conditions remain
different from the following values.

Status « Permanent — Entries that reside even after the restart of the switch.
« DeleteOnReset — This deletes the entry on restart.

« DeleteOnTimeout — This deletes the entry on expiration of the ageing
timer.

Multicast Filters

Figure 7-94. L2 Multicast Filter Configuration Page

L2 Multicast Filter Configuration

Clicking the MULTICAST FILTERS tab brings up the L2 MULTICAST FILTER CONFIGURATION
page (Figure 7-22), which allows you to set the filter configuration to control the
multicast packets that the switch needs to process. The parameters for this page are
shown in Table 7-13.
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Table 7-69. L2 Multicast Filter Configuration Page Parameters

VLAN ID This parameter specifies the VLAN ID.

Receive Port This parameter specifies the port on which the packet was received.

This parameter specifies the list of ports on which the received packet, with
Forbidden Ports the above set MAC address (if received from the configured port) must
NOT be forwarded.

7-6 Layer 3 Management

Figure 7-95. Layer3 Management Page
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The LAYER 3 MANAGEMENT home page (Figure 7-95) has links to all Layer 3 features.
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P

The IP link enables you to perform IP related configuration. This can be done through
the following pages.

SUPERMICR®

"Vlan Interface" on page 7-110

"IP V4 Interface Settings" on page 7-111
"IP Route" on page 7-112

"LoopBack Basic Settings" on page 7-113

Vlan Interface

Figure 7-96. VLAN Interface Basic Settings Page
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Clicking the VLAN INTERFACE tab brings up the VLAN INTERFACE BASIC SETTINGS page
(Figure 7-96), which allows configuring of L3 VLAN interfaces. The parameters for this
page are shown in Table 7-70.

Table 7-70. VLAN Interface Basic Settings Page Parameters

Parameter Description

VLAN Interface This parameter specifies the VLAN identifier.

Admin State This parameter specifies the admin state as either Up or Down.
MTU This parameter specifies the maximum transfer unit size in bytes.
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IP V4 Interface Settings

Figure 7-97. IPv4 Interface Settings Page
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Clicking the IPv4 AbDR CONF tab brings up the IPv4 INTERFACE SETTINGS page
(Figure 7-97), which allowsyou to configure the IP address for L3 VLANs. The
parameters for this page are shown in Table 7-71.

Table 7-71. IPv4 Interface Settings Page Parameters

Interface VLAN ID This parameter specifies the VLAN interface.

Subnet Mask This parameter indicates the mask for the specified IP Address.
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IP Route

Figure 7-98. IP Route Configuration Page

Clicking the IP RouTE tab brings up the IP RouTE CONFIGURATION page (Figure 7-98),
which allows you to configure the static IP routes. The parameters for this page are
shown in Table 7-72.

Table 7-72. IP Route Configuration Page Parameters

Destination Network Zgasezarameter specifies the network address for which the route is being

This parameter denotes the Next Hop Gateway to reach the IP address.

Distance (Metric) This parameter specifies the metric value of the destination.
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LoopBack Basic Settings

Figure 7-99. LoopBack Basic Settings Page

Clicking the LooPBACK SETTINGS tab brings up the LOOPBACK BASIC SETTINGS page
(Figure 7-99), which allows you to configure loopback IP interfaces. The parameters for
this page are shown in Table 7-73.

Table 7-73. LoopBack Basic Settings Page Parameters

LoopBack Interface This parameter is the name of the loopback interface getting created.

Interface Status This parameter for the INTERFACE STATUS can be set to Up or Down.

Subnet Mask This parameter specifies the subnet mask for this loopback interface.
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IP V6

The IPV6 link allows you to perform IPv6 related configurations. This can be
accomplished through the following six pages.

¢ "IPv6 Route Configuration" on page 7-114
¢ "IPv6 Interface" on page 7-115

¢ "ND Cache" on page 7-116

¢ "Address Settings" on page 7-117

¢ "Address Profile" on page 7-118

¢ "Prefix Settings" on page 7-119

IPv6 Route Configuration
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Clicking the IPv6 ROUTE tab brings up the IP6 ROUTE CONFIGURATION page
(Figure 7-100), which configures various IP6 Route parameters. The parameters for this
page are shown in Table 7-74.

Table 7-74. IP6 Route Configuration Page Parameters

Parameter
Destination Network

Prefix Length

Description

This parameter specifies the network address for which the IPv6 route is
being added.

This parameter specifies the subnet mask for the above said address.
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Table 7-74. IP6 Route Configuration Page Parameters (Continued)

Parameter Description

This parameter indicates the routing protocol through which the route was

Routing Protocol learnt, if not manual. This cannot be configured.

Gateway This parameter specifies the Next Hop Gateway to reach the IP address.
Interface This parameter indicates the outgoing interface.
Distance (Metric) This parameter denotes metric value of the destination.

IPv6 Interface

Figure 7-101. IPv6 Interface Settings Page
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Clicking the IPv6 INTERFACE tab brings up the IPV6 INTERFACE SETTINGS page
(Figure 7-101), which displays the various parameters for the IPv6 Interface. The
parameters for this page are shown in Table 7-75.

Table 7-75. IPv6 Interface Settings Page Parameters

Parameter Description

Port This parameter specifies the Index of the VLAN interface.

Admin This parameter indicates the Administrative Status of IPv6 on the Interface.
This parameter specifies the Operational Status of IPv6 on the given

Oper o -
Interface, which is a read-only field.

RA Status This parameter indicates the Router Advertisement status on the Interface.
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Table 7-75. IPv6 Interface Settings Page Parameters (Continued)

Hop Limit This parameter denotes the Hop Limit value to be placed in the Router

p Advertisements sent on the Interface.

RA Rch Time This parameter indicates the Reachable time to be placed in the Router
Advertisements sent on the interface.

Prefix-Adv Status This parameter specifies the Prefix Advertisement status on the Interface.
This parameter indicates the maximum time in seconds allowed between
RA Max : i, :
sending unsolicited router advertisements.

ND Cache

Figure 7-102. ND Cache Configuration Page

ND Cache Configuration

Clicking the ND CAcHE tab brings up the ND CACHE CONFIGURATION page
(Figure 7-102). The parameters for this page are shown in Table 7-76.
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Table 7-76. ND Cache Configuration Page Parameters

This parameter indicates index of the VLAN interface.

This parameter denotes the physical address of the Destination address.

Age This parameter specifies the Age Time.

Address Settings

Figure 7-103. Address Settings Page
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Clicking the ADDRESS SETTINGS tab brings up the ADDRESS SETTINGS page
(Figure 7-103), which allows you to configure address settings for IPv6. The parameters
for this page are shown in Table 7-77.

Table 7-77. Address Settings Page Parameters

Interface VLAN ID This parameter specifies the index of the VLAN Interface.
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Table 7-77. Address Settings Page Parameters (Continued)

X This parameter indicates the length of the prefix (in bits) associated with
Prefix Length this entry's IPv6 address.

Address Profile ID This parameter indicates the index to the IPv6 address Profile table.

Address Profile

Figure 7-104. Address Profile Settings Page

Valid-Flag

Clicking the ADDRESS PROFILE tab brings up the ADDRESS PROFILE SETTINGS page
(Figure 7-104). The parameters for this page are shown in Table 7-78.

Table 7-78. Address Profile Settings Page Parameters

This parameter specifies the index of the Address Profile entry.

This parameter indicates the On-Link Advertise Flag status.
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Table 7-78. Address Profile Settings Page Parameters (Continued)

. This parameter specifies the Preferred Lifetime of the prefix address that
Preferred Time uses this profile.

Valid Flag This parameter specifies if the Valid Lifetime Flag is Variable or Fixed.

Prefix Settings

Figure 7-105. Prefix Configuration Page

Prefix Configuration

Clicking the PREFIX SETTINGS tab brings up the PREFIX CONFIGURATION page
(Figure 7-105). The parameters for this page are shown in Table 7-79.

Table 7-79. Prefix Configuration Page Parameters

Interface VLAN ID This parameter specifies the index of the VLAN Interface.

Prefix Length This parameter indicates the PREFIX LENGTH (in bits).
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DHCP Server

The DHCP Server link helps you to manage the DHCP server in the switch through the
following two pages:

« "DHCP Basic Settings" on page 7-120
* "Pool Settings" on page 7-121

DHCP Basic Settings

Figure 7-106. DHCP Basic Settings Page

DHCP Basic Settings

Note : To enable DHCP Server, DHCP Relay Status should be disabled.

Clicking the DHCP SETTINGS tab brings up the DHCP BASIC SETTINGS page
(Figure 7-106). The parameters for this page are shown in Table 7-80.

Table 7-80. DHCP Basic Settings Page Parameters

DHCP-Server Wlth‘ this parameter you can enable or disable the DHCP server using this
configuration.

ICMP Echo This parameter enables or disables the ICMP Echo feature.
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Pool Settings

Figure 7-107. DHCP Pool Settings Page

DHCP Pool Settings

Clicking the PooL SETTINS link brings up the DHCP PooL SETTINGS page (Figure 7-107),
which allows you to configure the IP address pool that can be used by the DHCP server
to allocate IP addresses. The parameters for this page are shown in Table 7-81.

Table 7-81. DHCP Pool Settings Page Parameters

Pool ID This parameter specifies the pool ID to index among the different subnet
pools configured.

Subnet Mask This parameter specifies the subnet mask of the IP address in the pool.

This parameter specifies the last IP address in the address pool that is
used for dynamic allocation by the DHCP server.

Utilization Threshold This parameter specifies the DHCP Pool Utilization Threshold value.
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DHCP Relay

The DHCP Relay link helps you to manage the DHCP relay in the switch through the
following two pages:

* "DHCP Relay Basic Settings" on page 7-122
¢ ‘"Interface Settings" on page 7-123

DHCP Relay Basic Settings

Figure 7-108. DHCP Relay Configuration Page

Refresh Support Help About Log Out

SUPERMICR®

SWITCH SBM-GEM-X2C

sws T

Home DHCP Relay Configuration
¥ System Mgmt
*Layer2 Mgmt
~Layer3 Mgmt Service DHCP-Relay Disabled ~
Tooe P DHCP Relay Infonmation Option Disablsd -
T Aoply |
DHCE Relay)
RIP
Rirrg Note : To enable DHCP Relay, DHCP Server Status should be disabled.
Oserva
BGP
RRD IDHCP Server Address |
RRDvE Add |
| Add |

VRRP

» Multicast
¥ Statistica

Clicking the BASIC SETTINGS tab brings up the DHCP RELAY CONFIGURATION page
(Figure 7-108), which displays the various parameters for configuring the DHCP relay.
The parameters for this page are shown in Table 7-82.

Table 7-82. DHCP Relay Configuration Page Parameters

Parameter Description
. : This parameter specifies the DHCP relay status that can be enabled or
Service DHCP-Relay disabled in the switch using this field.

IP DHCP Relay Information | You can enable/disable this field to control the processing related to the
Option Relay Agent Information options.

This parameter indicates the IP address of the DHCP Server to which the
DHCP Server Address Relay Agent needs to forward the packets from the client.
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Interface Settings

Figure 7-109. DHCP Relay Interface Configuration Page

DHCP Relay Interface Configuration

Clicking the INTERFACE CONF tab brings up the DHCP RELAY INTERFACE CONFIGURATION
page (Figure 7-109), which allows you to configure the DHCP relay for VLANs. The
parameters for this page are shown in Table 7-83.

Table 7-83. DHCP Relay Interface Configuration Page Parameters

VLAN Interface This parameter specifies the VLAN Interface name.

Remote ID This parameter specifies the Remote identifer.

7-123



Superblade Network Modules User’s Manual

RIP

The RIP link opens the following links for configuration of RIP protocol:

« "RIP Basic Settings" on page 7-124

¢ ‘"Interfaces" on page 7-125

* "Neighbors List" on page 7-126

* "Security Settings" on page 7-127

¢ "Address Summarization" on page 7-128

RIP Basic Settings
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Figure 7-110. RIP Basic Settings Page
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Clicking the BAsIC SETTINGS tab brings up the RIP BAsIC SETTINGS page (Figure 7-110).
The parameters for this page are shown in Table 7-84.

Table 7-84. RIP Basic Settings Page Parameters

Parameter

Output-delay

Neighbor Filter

Auto-summary status

Description

This parameter specifies the delay that needs to be enabled for RIP to split
the periodic update packets before they are sent out.

This parameter enables or disables neighbor filtering. Neighbor filtering
helps you to filter routes from specific neighbors.

This parameter enables or disables the Auto-summary feature.
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Interfaces

Figure 7-111. RIP Interface Page

RIP Interface
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Clicking the INTERFACE tab brings up the RIP INTERFACE page (Figure 7-111). The
parameters for this page are shown in Table 7-85.

Table 7-85. RIP Interface Page Parameters

This parameter specifies the Interface ID for which RIP needs to be

This parameter specifies the admin status of the interface.

This parameter specifies whether Default Route Installation can be done or
not.

This parameter is similar to SEND VERSION, but it allows you to choose the
Receive Version RIP packets to be received as either RIPV1, RIPV2, both RIPv1 and RIPv2
or None.
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Table 7-85. RIP Interface Page Parameters (Continued)

Update Timer I‘r)l‘ljsai)(:\srameter specifies the time interval between successive RIP

Neighbors List

Figure 7-112. RIP Neighbor List Page

RIP Neighbour List

Clicking the NEIGHBORS tab brings up the RIP NEIGHBOR LIST page (Figure 7-112), which
is used to configure the RIP neighbors, by configuring their IP address.

The single parameter for this page is IP ADDRESS, which specifies the IP Address of the
neighbor router to which the unicast update has to be sent.
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Security Settings

Figure 7-113. RIP Security Settings Page

Refresh Support Help About Leg Out

SUPERMICR®

SWITCH SBM-GEM-X2C

RIP Security Settings

Home

¥ System Mgmt

¥ Layer2 Mgmt

~Layer3 Mgmt
1P

» Statistics

Clicking the SECURITY tab brings up the RIP SECURITY SETTING page (Figure 7-113). The
parameters for this page are shown in Table 7-13.

Table 7-86. RIP Security Setting Page Parameters

Parameter Description

This parameter displays the active RIP interfaces. You can select the

IP Address interface for which you want to configure authentication.

This parameter specifies the authentication type. You can choose No

AUINEIEETON e Authentication, or Simple Password, or the md5 authentication type.

This parameter specifies the key used for authentication if the

Authentication Key authentication type is other than No Authentication.
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Address Summarization

Figure 7-114. RIP Interface Specific Address Summarization Page

Clicking the SUMMARIZATION tab brings up the RIP INTERFACE SPECIFIC ADDRESS
SUMMARIZATION page (Figure 7-114). The parameters for this page are shown in
Table 7-87.

Table 7-87. RIP Interface Specific Address Summarization Page Parameters

Interface This parameter specifies the Interface ID for which the RIP aggregate
address needs to be configured.

Subnet Mask This parameter specifies the mask of the aggregate address.
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RIPng

The RIP6 link allows you perform RIPv6 related configuration for the switch. This can be
accomplished through the following two pages:

¢ "RIP6 Interface" on page 7-129
« "Filters" on page 7-130

RIP6 Interface

Figure 7-115. RIP6 Interface Configuration Page
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Clicking the RIP6 INTERFACE tab brings up the RIP6 INTERFACE CONFIGURATION page
(Figure 7-115). The parameters for this page are shown in Table 7-88.

Table 7-88. RIP6 Interface Configuration Page Parameters

Interface ID Specifies the Interface Id for which RIPv6 needs to be configured.

This parameter indicates the Index of the Address Profile entry.

Def Rt Adv This parameter indicates the default router lifetime to be placed in the
Router Advertisements sent on the interface.
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Table 7-88. RIP6 Interface Configuration Page Parameters (Continued)

Per-Updt Timer Igasa?gameter specifies the time interval between successive RIP6

Route Age Time ;Il-Slssh ggrameter specifies the time interval after which, the routes are

Filters

Figure 7-116. RIP6 Filter Configuration Page

RIP6 Filter Configuration

Clicking the FILTERS tab brings up the RIP6 FILTER CONFIGURATION page (Figure 7-116).
The parameters for this page are shown in Table 7-89.
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Table 7-89. RIP6 Filter Configuration Page Parameters

Filter Address This parameter specifies the FILTER ADDRESS for the RIP6 interface.
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OSPF

The OSPF link allows you to configure the OSPF protocol through the following pages:

* "OSPF Basic Settings" on page 7-132

* "Area"on page 7-133

¢ ‘Interface" on page 7-134

*  "Virtual Interface" on page 7-135

¢ "OSPF Neighbor" on page 7-136

¢ "OSPF RRD Route Configuration" on page 7-137
¢ "OSPF Area Aggregation" on page 7-138

« "External Aggregation" on page 7-139

OSPF Basic Settings

Figure 7-117. OSPF Basic Settings Page
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Clicking the BASIC SETTINGS tab brings up the OSPF BASIC SETTINGS page
(Figure 7-117). The parameters for this page are shown in Table 7-90.

Table 7-90. OSPF Basic Settings Page Parameters

Parameter Description
OSPF Status This parameter specifies the global status of the protocol in the switch.
Router ID This parameter specifies the router identifier.
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Table 7-90. OSPF Basic Settings Page Parameters (Continued)

Parameter

Autonomous System
Border Router

RFC 1583 Compatibility

External Link State
Database Limit

Description

This parameter indicates the flag to denote whether or not the router is to
be configured as an Autonomous System Border Router.

This parameter specifies the compatibility to RFC 1583 for choosing the
route among multiple AS for the same destination.

This parameter specifies the maximum number of non-default
AS-external-LSA entries that can be stored in the link state database.

Area

SUPERMICR®

SWITCH SBM-GEM-X2C

Figure 7-118. OSPF Area Configuration Page
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Clicking the AREA tab brings up the OSPF AREA CONFIGURATION page (Figure 7-118).
The parameters for this page are shown in Table 7-91.

Table 7-91. OSPF Area Configuration Page Parameters

Parameter

Area ID
Type
Send Summary Router

Default Cost

Description
This parameter specifies the identifier for the area.

This parameter allows you to configure the area type, as a Stub area, a
Normal area or NSSA.

This field is used to control the import of summary LSAs to stub areas. This
does not have any impact for other areas.

This parameter specifies the metric/cost associated with the routes.
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Interface

Figure 7-119. OSPF Interface Configuration Page
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Clicking the INTERFACE tab brings up the OSPF INTERFACE CONFIGURATION page
(Figure 7-119). The parameters for this page are shown in Table 7-92.

Table 7-92.

OSPF Interface Configuration Page Parameters

Parameter

Interface

Area ID

Priority

Authentication Type

MD5 Key ID

Authentication Key

IP Address

Description
This parameter specifies the interface index of the port.

This parameter indicates the 32-bit integer uniquely identifying the area to
which the interface connects.

This parameter specifies the priority of this interface, which is used in the
DR election algorithm.

This parameter allows you to choose MD5, Simple Password or None as
the authentication type.

This parameter specifies the secret key used to create the message digest
appended to the OSPF packet, if the authentication type is MD5.

This parameter specifies the key required for authentication, if
authentication is enabled on this interface.

This parameter specifies the IP Address of the OSPF interface.
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Table 7-92. OSPF Interface Configuration Page Parameters (Continued)

Parameter

Designated Router

Description
This read-only field specifies the IP Address of the Designated Router.

When this parameter is enabled, the interface is advertised as an internal

Status route to some area. When disabled it denotes that the interface is external
to OSPF.
Virtual Interface
Figure 7-120. OSPF Virtual Interface Configuration Page
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Clicking the VIRTUAL INTERFACE tab brings up the OSPF VIRTUAL INTERFACE
CONFIGURATION page (Figure 7-120). The parameters for this page are shown in

Table 7-93.

Table 7-93. OSPF Virtual Interface Configuration Page Parameters

Parameter
Transit Area ID

Neighbor Router ID

Authentication Type

Description
This parameter specifies the transit area that the virtual link traverses.
This parameter specifies the router ID of the virtual neighbor.

This parameter allows you to choose MD5, Simple Password or None as
the authentication type.
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Table 7-93. OSPF Virtual Interface Configuration Page Parameters (Continued)

Parameter

MD5 Key ID

Authentication Key

Description

This parameter specifies the secret key used to create the message digest
appended to the OSPF packet if the authentication type is MD5.

This parameter specifies the key required for authentication, if
authentication is enabled on this interface.

OSPF Neighbor

Figure 7-121. OSPF Neighbor Configuration Page
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Clicking the NEIGHBOR tab brings up the OSPF NEIGHBOR CONFIGURATION page
(Figure 7-121), which allows you to configure OSPF neighbors. The parameters for this
page are shown in Table 7-94.

Table 7-94.

OSPF Neighbor Configuration Page Parameters

Parameter
Neighbor IP Address
Priority

Description
This parameter specifies the neighbor router ID.

This parameter specifies a number value for the router priority.
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OSPF RRD Route Configuration

Figure 7-122. OSPF RRD Route Configuration Page
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Clicking the RRD RoUTE tab brings up the OSPF RRD RoOUTE CONFIGURATION page
(Figure 7-122), which displays the various parameters for RRD Route configuration. The
parameters for this page are shown in Table 7-95.

Table 7-95. OSPF RRD Route Configuration Page Parameters

Parameter Description

Destination Network This parameter specifies the DESTINATION NETWORK.
Network Mask This parameter specifies the NETWORK MASK.

Route Metric This parameter specifies the ROUTE METRIC.

Route Metric Type This parameter specifies the ROUTE METRIC TYPE.
Route Tag This parameter specifies the ROUTE TAG.

7-137



Superblade Network Modules User’s Manual

OSPF Area Aggregation

Figure 7-123. OSPF Area Aggregation Page
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Clicking the AGGREGATION tab brings up the OSPF AREA AGGREGATION page
(Figure 7-123). The parameters for this page are shown in Table 7-96.

Table 7-96. OSPF Area Aggregation Page Parameters

Area ID This parameter specifies the area associated with the OSPF address
range. It is specified as an IP address.

This parameter specifies the network address.

Advertise This parameter specifies the advertise option as Advertise Matching or Do
Not Advertise Matching.
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External Aggregation

Figure 7-124. OSPF As External Aggregation Configuration Page
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Clicking the EXT AGGREGATION tab brings up the OSPF As EXTERNAL AGGREGATION
CONFIGURATION page (Figure 7-124), which allows you to configure OSPF external
aggregation parameters. The parameters for this page are shown in Table 7-97.

Table 7-97. OSPF As External Aggregation Configuration Page Parameters

_ This parameter specifies the external network address.

Area ID This parameter specifies the Area identifier.
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Table 7-97. OSPF As External Aggregation Configuration Page Parameters

Translation This parameter enables or disables the translation.
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OSPF V3
The OSPFv3 link allows you to configure the OSPFv3 protocol through the following
pages:

¢ "OSPFv3 Basic Settings" on page 7-141

¢ ‘"Interface" on page 7-142

*« "Area"on page 7-144

* "OSPF V3 External Aggregation" on page 7-145

OSPFv3 Basic Settings

Figure 7-125. OSPFv3 Basic Settings Page

‘OSPFv3 Basic Settings

Clicking the BASIC SETTINGS tab brings up the OSPFv3 BASIC SETTINGS page
(Figure 7-125). The parameters for this page are shown in Table 7-98.

Table 7-98. OSPFv3 Basic Settings Page Parameters

OSPFv3 Status This parameter enables or disables OSPFv3 administratively.

Autonomous System : .
Border Router Status This parameter specifies the router as Autonomous System border router.
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Table 7-98. OSPFv3 Basic Settings Page Parameters (Continued)

Parameter

External LSDB Limit

Exit Overflow Interval
Demand Extension

Reference Bandwidth

SPF Delay

SPF Hold Time

Default Passive Interface

Description

This parameter specifies maximum number of non-default
AS-external-LSAs entries that can be stored in the link-state database.

This parameter specifies the time interval in seconds a router will attempt
to leave OverflowState.

This parameter indicates the router's support for demand routing.

This parameter specifies Reference bandwidth in kilobits/seconds, for
calculating default interface metrics.

This parameter indicates the delay in routing calculation after a topology
change.

This parameter specifies the minimum time between two consecutive SPF
calculations.

This parameter specifies whether all the OSPFv3 interfaces created after
this setting are passive or not.

Trace Level This parameter defines the level of trace required for OSPFv3.
Interface
Figure 7-126. Interface Settings Page
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Clicking the INTERFACE tab brings up the INTERFACE SETTINGS page (Figure 7-126). The
parameters for this page are shown in Table 7-99.
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Table 7-99. Interface Settings Page Parameters

VLAN/Tunnel Identifier This parameter specifies the IPv6 interface over which OSPFv3 is enabled.

Interface Type

Transit Delay

Hello Interval

Poll Interval

Metric Value

Neighbour Probe
Retransmit Limit

This parameter specifies the type of OSPFv3 interface (broadcast, nbma,
pointToPoint and pointToMultipoint).

This parameter indicates the estimated number of seconds to transmit a
link state update packet over the interface.

This parameter indicates the length of time, in seconds, between the Hello
packets that the router sends on the interface.

This parameter denotes the larger time interval, in seconds, between the
Hello packets sent to an inactive non-broadcast multi- access neighbor.

This parameter specifies the metric assigned to this interface.

This parameter indicates the number of consecutive LSA retransmissions
before the neighbor is deemed inactive and the neighbor adjacency is
brought down.
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Area
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Clicking the AREA tab brings up the OSPFv3 AREA SETTINGS page (Figure 7-127). The
parameters for this page are shown in Table 7-100.

Table 7-100. OSPFv3 Area Settings Page Parameters

Parameter

Area ID
Type
Area Summary

Stub Metric

NSSA Translator Role

NSSA Stability Interval

Stub Metric Type

Description
This parameter uniquely identifies an area.

This parameter indicates whether an area is a Stub area, NSSA, or
Standard (normal) area.

This parameter controls the import of Inter-Area LSAs into stub areas. This
can be noAreaSummary or sendAreaSummary.

This parameter indicates the metric value advertised for the default route
into Stub area and NSSA.

This parameter specifies the NSSA Border router's ability to perform NSSA
translation of type-7 LSAs into type-5 LSAs.

This parameter specifies the number of seconds after an elected translator
determines its services are no longer required, in which it must continue to
perform its translation duties.

This parameter specifies the type of metric (OSPFv3 Metric, External Type
1, External Type 2) advertised as a default route.
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OSPF V3 External Aggregation

Figure 7-128. OSPF AS External Aggregation Configuration Page
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Clicking the EXT AGGREGATION tab brings up the OSPF AS EXTERNAL AGGREGATION
CONFIGURATION page (Figure 7-128), which allows you to configure OSPF external
aggregation parameters. The parameters for this page are shown in Table 7-101.

Table 7-101. OSPF AS External Aggregation Configuration Page Parameters

_ This parameter specifies the external network address.

Area ID This parameter specifies the Area identifier.
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Table 7-101. OSPF AS External Aggregation Configuration Page Parameters

Translation This parameter enables or disables the translation.
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BGP

The BGP link allows you to configure the BGP protocol. Following are the configuration
parameters available to manage BGP through this interface:

* "BGP Basic Settings" on page 7-147

¢ "BGP Peer Configuration" on page 7-148

« "BGP MED Configuration" on page 7-149

¢ "Local Preference" on page 7-150

¢ "BGP Filter" on page 7-152

* "Route Aggregations" on page 7-153

« "Advanced BGP Configuration" on page 7-154

¢ "BGP Community Management" on page 7-155

BGP Basic Settings

Figure 7-129. BGP Basic Settings Page
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Note : To enable BGP v, Route ReDistribution should be enabled.

Clicking the BAsiIcs tab brings up the BGP BAsIC SETTINGS page (Figure 7-129). The
parameters for this page are shown in Table 7-102.
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Table 7-102. BGP Basic Settings Page Parameters

Status This parameter specifies the BGP admin status. Using this, the protocol
can be enabled/disabled in the switch.

The synchronization between IGP and BGP can be ensured by enabling
this field.

Synchronization

Default Local Preference

By enabling this feature, you can choose to always compare the MED
values of paths from different neighbors for the same prefix, for choosing
the best path.

Always Compare MED

BGP Peer Configuration

Figure 7-130. BGP Peer Configuration Page

BGP Peer Configuration

use BGP Neighbor Authentication page.
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Clicking the NEIGHBORS tab brings up the BGP PEER CONFIGURATION page
(Figure 7-130), which allows you to configre BGP Neighbors. The parameters for this

page are shown in Table 7-103.

Table 7-103. BGP Peer Configuration Page Parameters

Parameter
IP Address

EBGP MultiHop

Next Hop

Keep Alive Time (Seconds)

Hold Time (Seconds)

Remote AS

Advertisement Interval
(seconds)

Description
This parameter specifies the IP address of the BGP neighbor.

By enabling this feature, BGP connections can be established between
peers, which are not directly connected.

Using this parameter, next Hop can be set as Self or Automatic. By setting
this field to Self, you can make the switch the next hop for all the routes
that it distributes to its peers.

This parameter specifies the maximum time interval between successive
updates between any two BGP peers.

This parameter specifies the Hold time. This is the timer interval that a
BGP will wait, before it decides that a connection to the peer is torn down.

This parameter represents the remote autonomous system number.

This parameter specifies the interval in seconds for the Minimum Route
advertisement interval timer.

Status This parameter specifies the status of the entry.
BGP MED Configuration
Figure 7-131. BGP MED Configuration Page
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Clicking the MuLTI-ExIT Disc tab brings up the BGP MED CONFIGURATION page
(Figure 7-131), which allows you to configure the MED value for routes learnt from BGP
peers. The parameters for this page are shown in Table 7-104.

Table 7-104. BGP MED Configuration Page Parameters

m This parameter specifies the index for this table.

IP Address Prefix ;I:::i:ieggameter specifies the IP address prefix for which the update is

Intermediate AS This parameter represents the intermediate AS between the BGP peers.

This parameter specifies the MED value to be associated with this path
learnt.

Status This parameter indicates the status of the entry.

Local Preference

Figure 7-132. BGP Local Preference Configuration Page

BGP Local Preference Configuration
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Clicking the LocAL PREF tab brings up the BGP LOCAL PREFERENCE CONFIGURATION
page (Figure 7-132), which allows you to configure the Local Preference value for
routes. The parameters for this page are shown in Table 7-105.

Table 7-105. BGP Local Preference Configuration Page Parameters

This parameter specifies the Local Preference 1D, which is the index for
this table.

IP Address Prefix :’etzzisgcriameter specifies the IP Address prefix for which the update is

Local Preference ID

Intermediate AS This parameter represents the intermediate AS between the BGP peers.

This parameter specifies the Local preference value to be associated with
this learnt path.

Status This parameter specifies the status of the entry.
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BGP Filter

Figure 7-133. BGP Filter Configuration Page

BGP Filter Configuration

Clicking the FILTERS tab brings up the BGP FILTER CONFIGURATION page (Figure 7-133),
which is used to set the filters on the routes being learnt. The parameters for this page
are shown in Table 7-106.

Table 7-106. BGP Filter Configuration Page Parameters
This parameter specifies the filter index.

IP Address This parameter specifies the IP address for which the route is being learnt.

Intermediate AS This parameter represents the intermediate AS between the BGP peers.

With this parameter you can choose either to Allow (not to filter) or Deny
(Filter) for the above configuration set.
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Route Aggregations

Figure 7-134. BGP Route Aggregation Configuration Page

Route Aggr

BGP Route Aggregation Configuration

Clicking the ROUTE AGGR tab brings up the BGP ROUTE AGGREGATION CONFIGURATION

page (Figure 7-134), which is used to aggregate and configure the routes advertised by
BGP. The parameters for this page are shown in Table 7-107.

Table 7-107. BGP Route Aggregation Configuration Page Parameters

_ This parameter specifies the index to this table.

) This parameter, in combination with the IP Prefix, decides the aggregated
IP Address Prefix Length route to be distributed by this switch.

Status This parameter specifies the status of the entry.
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Advanced BGP Configuration

Figure 7-135. Advanced BGP Configuration Page
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Clicking the ADVANCED tab brings up the ADVANCED BGP CONFIGURATION page
(Figure 7-135), which configures dampening and confederation parameters. The
parameters for this page are shown in Table 7-108.

Table 7-108. Advanced BGP Configuration Page Parameters

Parameter

Client to Client Reflection

Dampening Half Life Time

Dampening Reuse Value

Dampening Suppress
Value

Description

This parameter configures the Route Reflector to support route reflection
to client peers.

By default, the Route Reflector will reflect routes learnt from a client peer to
all other client peers. If required, the administrator can disable this feature
by disabling client-to-client reflection.

If disabled, then the Route Reflector will not advertise routes learnt from a
client peer to other client peers. This occurs when all peers within a cluster
are fully-meshed and the client peer itself is able to advertise routes to
other clients of the route-reflector.

This parameter specifies the time (in seconds) after which a penalty is
decreased by half. Once a route has been assigned a penalty, the penalty
is decreased by half after the half-life time.

If the penalty associated with a suppressed route falls below this value, the
route is re-used.

A route is suppressed when the penalty associated with the route exceeds
this value.
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Table 7-108. Advanced BGP Configuration Page Parameters (Continued)

Parameter Description

Dampening Max Suppress | This parameter specifies the maximum time (in seconds) a route can be
Time suppressed.

Dampening Decay This parameter specifies the time granularity in seconds used to perform
Granularity all decay computations.

Dampening Reuse This parameter specifies the time interval between evaluations of the
Granularity reuse-lists. Each reuse lists corresponds to an additional time increment.

This parameter specifies the size of the reuse index arrays. This size

IDEVITRETIE) (REUSED ATEY determines the accuracy with which suppressed routes can be placed

S within the set of reuse lists, when suppressed for a long time.

This parameter specifies the BGP confederation identifier. The possible
Confederation Identifier values are between 1 to 65535. Configuring O removes the existing

configuration.

This parameter enables or disables MED comparison among paths learnt
Best Path MED Confed from confed peers.
Confederation Peers This parameter configures the ASs that belongs to the confederation.

BGP Community Management
Figure 7-136. BGP Community Management Page
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Clicking the CoMMUNITY tab brings up the BGP COMMUNITY MANAGEMENT page
(Figure 7-136), which configures BGP community and extended community parameters.
The parameters for this page are shown in Table 7-109.
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Table 7-109. BGP Community Management Page Parameters

Community Route
Configurations

Community Peer
Configurations

Extended Community
Route Configurations

Extended Community Peer
Configurations

This parameter configures an entry in the Additive or Delete Community
table.

This parameter enables or disables advertisement of community attributes
to the peer.

This parameter configures an entry in the Additive or Delete Extended
Community table.

This parameter enables or disables advertisement of the Extended
Community attributes to the peer.

RRD

The RRD link allows you to manage the Route Redistribution with the help of the

following pages:

¢ "RRD Basic Settings" on page 7-157
¢ "BGP"on page 7-158

*« "RIP" on page 7-159

¢ "OSPF"on page 7-160
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RRD Basic Settings

Figure 7-137. RRD Basic Settings Page

RRD Basic Settings

Clicking the BAsIC SETTINGS tab brings up the RRD BASIC SETTINGS page
(Figure 7-137). The parameters for this page are shown in Table 7-110.

Table 7-110. RRD Basic Settings Page Parameters

RRD Status SBv)\lliﬁ:r;::lbllng this parameter, Route Re-distribution can be enabled in the

Router ID This parameter represents the Router ID of the switch.
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BGP

Figure 7-138. RRD BGP Configuration Page

RRD BGP Configuration

Note : BGP Module should be enabled to enable route redistribution funtionality in BGP.

Clicking the BGP tab brings up the RRD BGP CONFIGURATION page (Figure 7-138),
which allows you to re-distribute the routes that are learnt through other routing
protocols to BGP. The parameters for this page are shown in Table 7-111.

Table 7-111. RRD BGP Configuration Page Parameters

BGP Status This parameter enables or disables redistribution for BGP.

With this parameter you can choose to import Direct routes, Static routes,

Import RIP routes and/or OSPF routes to BGP.
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RIP

Figure 7-139. RRD RIP Configuration Page

RRD RIP Configuration

Clicking the RIP tab brings up the RRD RIP CONFIGURATION page (Figure 7-139), which
allows you to re-distribute the routes that are learnt through other routing protocols to
RIP. The parameters for this page are shown in Table 7-112.

Table 7-112. RRD RIP Configuration Page Parameters

RIP Status This parameter enables or disables redistribution for RIP.

You can use this parameter to choose to import Direct routes, Static routes,
OSPF routes and BGP routes to RIP.

This parameter indicates the route tag in case you configure a manual
Route Tag option for the tag type.
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OSPF

Figure 7-140. RRD OSPF Configuration Page

RRD OSPF Configuration

Note : OSPF Module should be enabled to enable route redistribution funtionality in OSPF.

Clicking the OSPF tab brings up the RRD OSPF CONFIGURATION page (Figure 7-140),
which allows you to e-distribute the routes that are learnt through other routing protocols
to OSPF. The parameters for this page are shown in Table 7-113.

Table 7-113. RRD OSPF Configuration Page Parameters

OSPF Status This parameter enables or disables redistribution for OSPF.
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RRD6

The RRD6 link allows you to perform RRD6 related configuration through the following
pages.

+ "RRD6 Basic Settings" on page 7-161
« "Filters" on page 7-162

¢ "RRD V6 OSPF" on page 7-163

* "RRD RIP" on page 7-164

RRD6 Basic Settings

Figure 7-141. RRD6 Basic Settings Page
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Clicking the BASIC SETTINGS tab brings up the RRD6 BASIC SETTINGS page
(Figure 7-141), which has the single parameter option of changing the throat limit for
RRD6.
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Filters

Figure 7-142. RRDG6 Filter Configuration Page

RIPS

RRD6 Filter Configuration

Clicking the FILTERS tab brings up the RRD6 FILTER CONFIGURATION page
(Figure 7-142). The parameters for this page are shown in Table 7-114.

Table 7-114. RRD6 Filter Configuration Page Parameters

IPv6 address This parameter specifies the IPv6 Address.

This parameter denotes the address of the Source.

Action With this parameter you can either choose to Permit (not to filter) or Deny
(Filter) for the above configuration set.
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RRD V6 OSPF

Figure 7-143. RRD6 OSPFv3 Configuration Page

Note : OSPFv3 Module should be enabled to enable route redistribution functionality in OSPFv3.

Clicking the OSPFv3 tab brings up the RRD6 OSPFv3 CONFIGURATION page
(Figure 7-143). The parameters for this page are shown in Table 7-115.

Table 7-115. RRD6 OSPFv3 Configuration Page Parameters

This parameter enables or disables redistribution for OSPFv3.
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RRD RIP

Figure 7-144. RRD RIPv6 Configuration Page

RRD RIPv6 Configuration

Clicking the RP6 tab brings up the RRD RIPv6 CONFIGURATION page (Figure 7-144).
The parameters for this page are shown in Table 7-116.

Table 7-116. RRD RIPv6 Configuration Page Parameters

_ This parameter enables or disables redistribution for RIP6.

With this parameter you can choose to import Direct routes, Static routes
or OSPFv3 routes.

Import
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VRRP
The VRRP link allows you to configure VRRP through the following two pages:

¢ "VRRP Basic Settings" on page 7-165
¢ "VRRP Settings" on page 7-166

VRRP Basic Settings

Figure 7-145. VRRP Basic Settings Page
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Clicking the BAsIC SETTINGS tab brings up the VRRP BASIC SETTINGS page
(Figure 7-145), whose single parameter allows you to specify the status of VRRP in the
switch.
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VRRP Settings

Figure 7-146. VRRP Settings Page

VRRP Settings
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Clicking the VRRP SETTINGS link brings up the VRRP SETTINGS page (Figure 7-146).
The parameters for this page are shown in Table 7-117.

Table 7-117. VRRP Settings Page Parameters

Virtual Router ID This parameter indicates the Virtual ID associated with each Virtual Router.

Primary IP Address This parameter specifies the PRIMARY IP ADDRESS for the Virtual Router.

Authentication Type This parameter indicates the AUTHENTICATION TYPE for the Virtual Router.

Advertisement Interval This parameter specifies the time Interval in seconds for sending the
(Seconds) advertisement packets.

This parameter indicates the current state of the Virtual Router.
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7-7

Multicast

Figure 7-147. Multicast Home Page

Welcome to the Multicast Page

The various Multicast features of th icro switch canbe ¢ the links available in this page.

MuLTicAST HOME page (Figure 7-147) has links to multicast features in the switch.

GMP Snooping

The GMP Snooping link allows you to configure GMP Snooping through the following
pages:

"IGMP Snooping Configuration" on page 7-168
"IGMP Snooping Timer" on page 7-169

"IGMP Snooping Interface" on page 7-170
"IGMP Snooping VLAN Router" on page 7-171
"IGMP MAC Forwarding" on page 7-172
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IGMP Snooping Configuration

Figure 7-148. IGMP Snooping Configuration Page
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Clicking the BAsIC SETTINGS tab brings up the IGMP SNOOPING CONFIGURATION page
(Figure 7-148), which allows you to configure IGMP snooping parameters. The
parameters for this page are shown in Table 7-118.

Table 7-118. IGMP Snooping Configuration Page Parameters

Parameter Description
System Control This parameter Starts or Shutsdown IGS in the switch.

This parameter enables or disables IGMP snooping globally in the switch.

IEllP Sieepiig) SEils To enable IGS, GMRP status must be Disabled.

This parameter enables or disables IGMP snooping operationally in the

Operational Status switch. To enable IGS, GMRP status must be Disabled.

. This parameter indicates whether the proxy reporting in the IGMP
FIEPS] (REaii) snooping switch is to be enabled or disabled.

This parameter specifies the IGMP snooping multicast forwarding mode,
Snooping Mode which can be configured using the Destination IP Address or the
Destination MAC Address.

This parameter specifies whether the IGMP reports are forwarded on all

REpel SOy ports or only on router ports.

7-168



Chapter 7: Layer 2/3 Ethernet Switch Firmware

Table 7-118. IGMP Snooping Configuration Page Parameters (Continued)

Retry Count This parameter specifies the maximum number of group specific queries
Ty sent on a port on the reception of an IGMPv2 leave message.

IGMP Snooping Timer

Figure 7-149. IGMP Snooping Timer Configuration Page

IGMP Snmpin Timer Configuration

Clicking the TIMER tab brings up the IGMP SNOOPING TIMER CONFIGURATION page
(Figure 7-149), which configures IGMP snooping timers. The parameters for this page
are shown in Table 7-119.

Table 7-119. IGMP Snooping Timer Configuration Page Parameters

Router Port Purgelnterval | This parameter specifies the interval for which the learnt router port will be
(Secs) purged. The default value is 125-seconds.
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Table 7-119. IGMP Snooping Timer Configuration Page Parameters (Continued)

Parameter Description

Report Forward Interval This parameter specifies the interval within which the next report
(Sepcs) messages for the same multicast group will not be forwarded. The default
value is 5-seconds.

This parameter specifies the interval within which the switch sends a group

Citeurp Qi il specific query on a port when an IGMPV2 leave message is received. The

Eees) default value is 2-seconds.
IGMP Snooping Interface
Figure 7-150. IGMP Snooping Interface Configuration Page
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Clicking the INTERFACE CONFIGURATION tab brings up the IGMP SNOOPING INTERFACE
CONFIGURATION page (Figure 7-150), which configures IGMP snooping interface specific
parameters. The parameters for this page are shown in Table 7-120.

Table 7-120. IGMP Snooping Interface Configuration Page Parameters

Parameter Description

VLAN ID This parameter specifies the VLAN ID for which the configuration is to be
performed.

IGMP Snooping Status This parameter specifies the status of IGMP snooping in the Switch, which

can be enabled or disabled for a specific VLAN.

This parameter specifies the operating version of the IGMP snooping

Operating Version switch for a specific VLAN.

7-170




Chapter 7: Layer 2/3 Ethernet Switch Firmware

Table 7-120. IGMP Snooping Interface Configuration Page Parameters (Continued)

! This parameter specifies whether the IGMP snooping switch is enabled or
Querier Status disabled as a querier for a specific VLAN.

Router Port List This parameter specifies the router port list for a specific VLAN.

Current Querier Status This parameter specifies the current status of the Querier.

IGMP Snooping VLAN Router

Figure 7-151. IGMP Snooping VLAN Router Ports Page

g VLAN Router Ports

Clicking the RouTE PORTSs tab brings up the IGMP SNOOPING VLAN ROUTER PORTS
page (Figure 7-151). The parameters for this page are shown in Table 7-121.
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Table 7-121. IGMP Snooping VLAN Router Ports Page Parameters

Parameter Description

VLAN ID This parameter specifies the VLAN ID.

Port List This parameter specifies the ports on which routers are connected for a
specific VLAN.

IGMP MAC Forwarding

Figure 7-152. MAC Based Multicast Forwarding Table Page
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Clicking the GROUP INFORMATION tab brings up the MAC BASED MULTICAST FORWARDING
TaBLE page (Figure 7-152), which displays either the IP Based or the MAC Based
Multicast Forwarding Table depending upon the configuration of the forwarding mode.
The parameters for this page are shown in Table 7-122.

Table 7-122. MAC Based Multicast Forwarding Table Page Parameters

Parameter Description

VLAN ID This_parameter specifies the VLAN ID pertaining to the MAC based
multicast forwarding entry.

Group MAC Address This parameter specifies the Group MAC Multicast address that is learnt.

Port List This parameter specifies the learnt ports.
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Dynamic Multicast

The Dynamic Multicast link allows you to configure Dynamic Multicast through the
following pages:

¢ "Global Configuration" on page 7-173
« "Dynamic Multicast Port Configuration" on page 7-174

Global Configuration

Figure 7-153. Dynamic Multicast Global Configuration Page
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Clicking the DYNAMIC MULTICAST tab brings up the DYNAMIC MULTICAST GLOBAL
CONFIGURATION page (Figure 7-153), which allows you to enable or disable the dynamic
multicast feature.
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Dynamic Multicast Port Configuration

Figure 7-154. Dynamic Multicast Port Configuration Page
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Clicking the PORT SETTINGS tab brings up the DYNAMIC MULTICAST PORT CONFIGURATION
page (Figure 7-154), which configures dynamic multicast at the port level. The
parameters for this page are shown in Table 7-123.

Table 7-123. Dynamic Multicast Port Configuration Page Parameters

This parameter specifies the Port index.

Restricted Group This parameter enables or disables RESTRICTED GROUP REGISTRATION on
Registration this port.
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IGMP

The IGMP page allows you to configure the IGMP protocol. The IGMP protocol in the
switch can be configured through the following pages:

« "Basic Settings" on page 7-175

« "Interface Configuration" on page 7-176
e "Group Information" on page 7-177

* "Source Information" on page 7-178

Basic Settings

Figure 7-155. IGMP Configuration Page
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Clicking the IGMP CONFIGURATION tab brings up the IGMP CONFIGURATION page
(Figure 7-155), whose single parameter allows you to enable or disable IGMP in the
switch.

7-175



Superblade Network Modules User’s Manual

Interface Configuration

Figure 7-156. IGMP Interface Configuration Page

IGMP Interface Configuration

Clicking the INTERFACE CONFIGURATION tab brings up the IGMP INTERFACE
CONFIGURATION page (Figure 7-156). The parameters for this page are shown in
Table 7-124.

Table 7-124. IGMP Interface Configuration Page Parameters

Interface This parameter specifies the interface index.

. . With this parameter you can choose to run either in IGMP Version 1, IGMP
Operating Version Version 2 or IGMP Version 3. This can be configured for every interface.

This parameter indicates the interval between two successive IGMP
Query mervel

Robustness Value This parameter specifies the ROBUSTNESS VALUE on this interface.
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Group Information

Figure 7-157. IGMP Group Configuration Page

Clicking the GROUP INFORMATION tab brings up the IGMP GRouP CONFIGURATION page
(Figure 7-157). The parameters for this page are shown in Table 7-125.

Table 7-125. IGMP Group Configuration Page Parameters

This parameter specifies the interface index.

This parameter represents the IP Source address.
Source Address

NOTE: Source configuration is allowed only when the operating version is
v3 on this interface.
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Source Information

Figure 7-158. IGMP Source Information Page
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Clicking the SOURCE INFORMATION tab brings up the IGMP SOURCE INFORMATION page
(Figure 7-158). The parameters for this page are shown in Table 7-126.

Table 7-126. IGMP Source Information Page Parameters

Parameter Description

Group Address This parameter specifies the IP multicast group address.
Interface This parameter specifies the interface index.

Source Address This parameter represents the IP Source address.
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PIM

The PIM link allows you to perform PIM related configuration through the following
pages:

« "Basic Settings" on page 7-179

¢ "Component" on page 7-180

¢ ‘"Interfaces" on page 7-181

« "Candidate RPs" on page 7-182

¢ "Threshold" on page 7-183

e "Static RP" on page 7-184

Basic Settings

Figure 7-159. PIM Basic Settings Page

PIM Basic Settings

Note : To enable PIM , IGMP Proxy should be disabled.

Clicking the BAsIC SETTINGS tab brings up the PIM BAsIC SETTINGS page (Figure 7-159),
which specifies the PIM status in the switch. The parameters for this page are shown in
Table 7-127.

Table 7-127. PIM Basic Settings Page Parameters

PIM Status ;’Vttllifcﬁarameter allows you to enable or disable the PIM status in the
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Table 7-127. PIM Basic Settings Page Parameters (Continued)

Registration Stop Rate This parameter specifies the registration stop rate limiting period in
Limiting Period seconds.

Static RP This parameter allows you to enable or disable the Static RP in the switch.

Component

Figure 7-160. PIM Component Configuration Page

Clicking the COMPONENT tab brings up the PIM COMPONENT CONFIGURATION page
(Figure 7-160). The parameters for this page are shown in Table 7-128.

Table 7-128. PIM Component Configuration Page Parameters

Component ID This parameter specifies a number uniquely identifying the component.

Mode This parameter specifies the mode of the component. It can be Sparse or
Dense.
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Table 7-128. PIM Component Configuration Page Parameters (Continued)

This parameter indicates the minimum time remaining before the bootstrap

BSR Expiry Time router in the local domain is declared down, which is a read-only field.

Interfaces

Figure 7-161. PIM Interface Configuration Page

Clicking the INTERFACES tab brings up the PIM INTERFACE CONFIGURATION page
(Figure 7-161). The parameters for this page are shown in Table 7-129.

Table 7-129. PIM Interface Configuration Page Parameters

This parameter specifies the interface index.

This parameter specifies the time interval between two successive Hello
messages being sent by PIM on this interface.
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Table 7-129. PIM Interface Configuration Page Parameters (Continued)

This parameter indicates the preference value for the local interface as a
CBSR Preference candidate bootstrap router.

Candidate RPs

Figure 7-162. Candidate RP Configuration Page

Clicking the CANDIDATE RPs tab brings up the CANDIDATE RP CONFIGURATION page
(Figure 7-162). The parameters for this page are shown in Table 7-130.

Table 7-130. Candidate RP Configuration Page Parameters

This parameter specifies a number uniquely identifying the component.

This parameter specifies the subnet mask, which when combined with the
group address gives the group prefix.
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Threshold

Figure 7-163. PIM Threshold Configuration Page

PIM Threshold Configuration

Clicking the THRESHOLD tab brings up the PIM THRESHOLD CONFIGURATION page
(Figure 7-163). The parameters for this page are shown in Table 7-131.

Table 7-131. PIM Threshold Configuration Page Parameters

This parameter is a bits-per-second (BPS) value that when it exceeds a

Group Threshold certain value, initiates source specific counters for a particular group.

This parameter specifies the time interval that the data rate is monitored

Switching Period for, initiating the counters or for switching to SPT.

This parameter specifies the time interval for which the registered packets

RP Switching Period are monitored to initiate switching to SPT.
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Static RP

Figure 7-164. Static RP Configuration Page

Clicking the STATIC RP tab brings up the STATIC RP CONFIGURATION page
(Figure 7-164), which configure static PIM RPs (Rendezvous Points). The parameters
for this page are shown in Table 7-132.

Table 7-132. Static RP Configuration Page Parameters

Component ID This parameter specifies a number uniquely identifying the component.

. This parameter represents the multicast group, for which the switch
Static Group Address advertises itself as the candidate RP.

Static RP Address This parameter represents the IP address of the candidate RP.
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DVMRP

The DVMRP page allows you to configure the DVMRP protocol using the following
pages:

+ "DVMRP Basic Settings" on page 7-185
¢ ‘"Interfaces" on page 7-186

DVMRP Basic Settings

Figure 7-165. DVMRP Basic Settings Page

DVMRP Basic Settings

Note : To enable DVMRP , IGMP Proxy should be disabled.

Clicking the BAsIC SETTINGS tab brings up the DVMRP BASIC SETTINGS page
(Figure 7-165). The parameters for this page are shown in Table 7-133.

Table 7-133. DVMRP Basic Settings Page Parameters

DVMRP Status DVMRP can be enabled or disabled in the switch using this field.
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Interfaces

Figure 7-166. DVMRP Interface Settings Page

DVMRP Interface Settings

Clicking the INTERFACES tab brings up the DVMRP INTERFACE SETTINGS page
(Figure 7-166), which displays the various parameters XXXXXX. The parameters for this
page are shown in Table 7-134.

Table 7-134. DVMRP Interface Settings Page Parameters

_ This parameter specifies the Interface Index.

This parameter specifies the distance metric for this interface, which is
used to calculate distance vectors.

Metric
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7-8 Statistics

Figure 7-167. Statistics Home Page

Welcome to the Statistics Page

The Statistics of the various layer2, layer3 protocols and other i tion of the itch can b gl links available in this
page.

Interface
Radins
display Radius stafistics
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VLAN
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MSTP
display MSTP statistics

LA 5

The StATISTICS HOME page (Figure 7-167) contains links to all statistical information for
all switch features.
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Interface

The Interface link allows you to configure the following pages:

¢ "Interface Statistics" on page 7-188
« "Ethernet Statistics" on page 7-189

Interface Statistics

Figure 7-168. Interface Statistics Page

Interface Statistics
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Clicking the INTERFACE tab brings up the INTERFACE STATISTICS page (Figure 7-168). The
parameters for this page are shown in Table 7-135.

Table 7-135. Interface Statistics Page Parameters

This parameter specifies the Port index.
Speed (Bits Per Second) This parameter specifies the port speed in bits per second.

Received Unicast Packets | This parameter specifies the number of unicast packets received.
Received Discards This parameter specifies the number of packets discared due to errors.
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Table 7-135. Interface Statistics Page Parameters (Continued)

Received Unknown This parameter specifies the number of packets received with an unknown
Protocols protocol.

Transmitted Unicast

Packets This parameter specifies the number of unicast packets transmitted.

This parameter specifies the number of packets discarded due to transmit
errors.

Transmitted Discards

Ethernet Statistics

Figure 7-169. Ethernet Statistics Page

Ethernet Statistics
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Clicking the ETHERNET tab brings up the ETHERNET STATISTICS page (Figure 7-169). The
parameters for this page are shown in Table 7-136.
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Table 7-136. Ethernet Statistics Page Parameters

This parameter specifies the port index.

This parameter specifies the number of packets received with checksum

FCS Errors errors.

This parameter specifies the number of frames received with multiple
collisions.

This parameter specifies the number of frames deferred for transmissions
due to network sense.

Multiple Collision Frames

Deferred Transmissions

This parameter specifies the number of excess collisions detected.
Excessive Collisions describe the situation where a station has tried 16
times to transmit without success and discards the frame. This means that
there is excessive traffic on the network and this must be reduced.

Carrier Sense Errors This parameter specifies the number of carrier sense errors.

Excess Collisions

E:ergflsved Internal MAC This parameter specifies the number of MAC received errors.

Duplex Status This parameter specifies the current status of duplex.
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Radius
Figure 7-170. Radius Server Statistics Page
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Clicking the RaDIUS link brings up the RADIUS SERVER STATISTICS page (Figure 7-170).
The parameters for this page are shown in Table 7-137.

Table 7-137. Radius Server Statistics Page Parameters

Parameter Description

Index This parameter specifies the port index.

Radius Server Address This parameter specifies the RADIUS SERVER ADDRESS.

UDP Port Number This parameter specifies the UDP PORT NUMBER.

Round Trip Time This parameter displays the RounD TRIP TIME in seconds.

No of Request Packets This parameter specifies the number of request packets transmitted.

No of Retransmitted

Packets This parameter specifies the number of packets retransmitted.

No of Access-Accept

Packets This parameter specifies the number of accept packets.

No of Access-Reject

Eealeis This parameter specifies the number of reject packets.

No of Access-Challenge

Packets This parameter specifies the number of challenge packets.
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Table 7-137. Radius Server Statistics Page Parameters (Continued)

No of Bad Authenticators | This parameter specifies the number of failed authentications.

No of Time Outs This parameter specifies the number of time outs that have happened.
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TACACSH+ Statistics

Figure 7-171. TACACS+ Statistics Page

TACACS+ Statistics

Clicking the TACACS+ link brings up the TACACS+ STATISTICS page (Figure 7-171).
The parameters for this page are shown in Table 7-138.

Table 7-138. TACACS+ Statistics Page Parameters

Authentication Starts

Request This parameter specifies the number of authentication starts requested.

Authentication Enables

Request This parameter specifies the number of authentication enables requested.

Authentication Pass

Received This parameter specifies the number of authentication passes received.

Authentication Get User

: This parameter specifies the number of authentication get users received.
Received
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Table 7-138. TACACS+ Statistics Page Parameters (Continued)

Authentication Get Data

Received This parameter specifies the number of authentication get datas received.

Authentication Follows

Received

Authentication Session
Timeouts

Authorization Pass Add

This parameter specifies the number of authentication follows received.

This parameter specifies the number of authentication session timeouts
received.

This parameter specifies the number of authentication pass adds received.

Received

Authorization Fails

Received This parameter specifies the number of authentication fails received.

Authorization Follows

; This parameter specifies the number of authentication follows received.
Received

Accounting Start Requests | This parameter specifies the number of accounting start requests.
Accounting Stop Requests | This parameter specifies the number of accounting stop requests.

This parameter specifies the number of accounting errors received.

Accounting Errors
Received

Accounting Session
Timeouts

This parameter specifies the number of accounting sessions received.

This parameter specifies the number of socket failures.

Socket Failures
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RMON Ethernet Statistics

Figure 7-172. RMON Ethernet Statistics Page

RMON Ethernet Statistics

Clicking the RMON link brings up the RMON ETHERNET STATISTICS page (Figure 7-172),
which displays RMON Ethernet statistics information. The parameters for this page are
shown in Table 7-139.

Table 7-139. RMON Ethernet Statistics Page Parameters

This parameter specifies the index.
This parameter specifies the number of octets received.
Broadcast Packets This parameter specifies the number of broadcast packets received.

CRC Errors This parameter specifies the number of packets received with crc errors.

Over Size Packtes This parameter specifies the number of over size packets received.

This parameter specifies the number of jabbers.
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Table 7-139. RMON Ethernet Statistics Page Parameters (Continued)

This parameter specifies the number of Ethernet packets received with a

64 Octets size less than 64 bytes.

This parameter specifies the number of Ethernet packets received with a

128-255 Octets size between 128 and 255 bytes.

This parameter specifies the number of Ethernet packets received with a
512-1023 Octets size between 512 and 1023 bytes.
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SNMP Statistics

The SNMP Statistics link allows you to configure SNMP Statistics through the following
pages:

* "Agent" on page 7-197
*« "SNMP AgentX" on page 7-198

Agent

Figure 7-173. SNMP Statistics Page

SNMP Statistics

Clicking the SNMP AGENT link brings up the SNMP STATISTICS page (Figure 7-173),
which displays SNMP statistics. The parameters for this page are shown in Table 7-140.

Table 7-140. SNMP Statistics Page Parameters

SNMP Packets Input This parameter specifies the number of SNMP packets input.

SNMP Unknown This parameter specifies the number of SNMP unknown community
Community Name names.

SNMP Get Next PDU's This parameter specifies the number of SNMP Get Next PDU's.
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Table 7-140. SNMP Statistics Page Parameters (Continued)

SNMP Packet Output This parameter specifies the number of SNMP packets output.

Emﬂs No Such Name This parameter specifies the number of SNMP No Such Name errors,

SNMP General Errors This parameter specifies the number of SNMP General errors.

SNMP Manager-Role This parameter specifies the number of SNMP Manager-Role Output
Output Packets packets.

SNMP Inform Request This parameter specifies the number of SNMP Inform requests generated.

Generated
SNMP Inform Requests This parameter specifies the number of SNMP Inform requests awaiting

awaiting Acknowledgement |acknowledgement.

SNMP AgentX

Clicking the AGENTX link brings up the AGENTX SUBAGENT STATISTICS page (not shown),
which displays Agentx Subagent information. The parameters for this page are shown in
Table 7-141.

Table 7-141. Agentx Subagent Statistics Page Parameters

Transmit Statistics

Open PDU This parameter specifies the number of open PDUs transmitted.
Register PDU This parameter specifies the number of register PDUs transmitted.

Notify PDU This parameter specifies the number of notify PDUs transmitted.

This parameter specifies the number of remove agent caps PDUs
Remove Agent Caps Fov
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Table 7-141. Agentx Subagent Statistics Page Parameters (Continued)

TestSet PDU This parameter specifies the number of test set PDUs received.
Cleanup PDU This parameter specifies the number of cleanup PDUs received.
Dropped Packets This parameter specifies the number of dropped packets.

Open Fail Errors This parameter specifies the number of open fail PDUs received.

Response PDU This parameter specifies the number of response PDUs received.

VLAN

The VLAN link allows you to view VLAN statistics through the following pages:

"Current DB" on page 7-200

"VLAN Port Statistics" on page 7-201
"VLAN Multicast Table" on page 7-202
"VLAN Counter Statistics" on page 7-203
"VLAN Capabilities" on page 7-204
"VLAN FDB Entries" on page 7-205
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Current DB

Figure 7-174. VLAN Current Database Page

Help About Log Out.

SUPERMICR®

SWITCH SBM-GEM-X2C

VLAN Current Database

1 Gi0/1-16,Ex0/1-3 Gi0/1-16,Ex0/1-3 Permanent|

Home
* System Momt
¥ Layer2 Mgmt
¥ Layer3 Mgmt
¥ Multicast
1GMP Snooping
Dynamic Multicast
1GHP
PIM

DVMRP
¥ Statistics
Interface.

1

Clicking the CURRENT DB tab brings up the VLAN CURRENT DATABASE page
(Figure 7-174), which displays VLAN database entries. The parameters for this page are
shown in Table 7-142.

Table 7-142. VLAN Current Database Page Parameters

Parameter Description

VLAN ID This parameter specifies the VLAN identifer.

VLAN FDB ID This parameter specifies the VLAN filter database identifer.
Member Ports This parameter specifies the index of member ports.
Untagged Ports This parameter specifies the index of untagged member ports.
Status This parameter specifies the VALN status.

7-200



Chapter 7: Layer 2/3 Ethernet Switch Firmware

VLAN Port Statistics

Figure 7-175. VLAN Port Statistics Page

Clicking the PORT STATISTICS tab brings up the VLAN PORT STATISTICS page
(Figure 7-175), which displays the various parameters XXXXXX. The parameters for this
page are shown in Table 7-143.

Table 7-143. VLAN Port Statistics Page Parameters

This parameter specifies the port index.
Received Frames This parameter specifies the number of packets received in this VLAN.

Received Discards This parameter specifies the number of received packets discarded.
Transmitted Overflow This parameter specifies the number of transmit overflows.
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VLAN Multicast Table

Figure 7-176. VLAN Multicast Table Page

Clicking the MULTICAST TABLE tab brings up the VLAN MULTICAST TABLE page
(Figure 7-176), which displays multicast VLAN information. The parameters for this
page are shown in Table 7-144.

Table 7-144. VLAN Multicast Table Page Parameters

This parameter specifies the VLAN identifer.

Egress Ports This parameter specifies the indexes of egress ports.
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VLAN Counter Statistics

Figure 7-177. VLAN Counter Statistics Page
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Clicking the COUNTER STATISTICS link brings up the VLAN COUNTER STATISTICS page
(Figure 7-177), which displays VLAN counters. The parameters for this page are shown
in Table 7-145.

Table 7-145. VLAN Counter Statistics Page Parameters

Parameter Description
VLAN ID This parameter specifies the VLAN identifier.
Unicast Frames Rx This parameter specifies the number of unicast packets received.

Mcast/Bcast Frames Rx This parameter specifies the number of non-unicast packets received.

Uil Ulifees Bk This parameter specifies the number of packets flooded due to unknown

unicast.
Unicast frames Tx This parameter specifies the number of unicast packets transmitted.
Broadcast frames Tx This parameter specifies the number of broadcast packets transmitted.
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VLAN Capabilities

Figure 7-178. VLAN Capabilities Page

VLAN Capabilities

Clicking the CAPABILITIES tab brings up the VLAN CAPABILITIES page (Figure 7-178),
which displays the VLAN capabilities of the switch. The parameters for this page are
shown in Table 7-146.

Table 7-146. VLAN Capabilities Page Parameters

Extended Filtering Services | This parameter specifies the number of extended filtering services.

Static Entry Individual port | This parameter specifies the number of Static Entry Individual ports.
SVL capable This parameter specifies the number of SVL capables.

Configurable PVID Tagging | This parameter specifies the number of Configurable PVID taggings.
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VLAN FDB Entries

Figure 7-179. VLAN FDB Entries Page

Clicking the FDB ENTRIES tab brings up the VLAN FDB ENTRIES page (Figure 7-179),
which displays VLAN filter database entries. The parameters for this page are shown in
Table 7-147.

Table 7-147. VLAN FDB Entries Page Parameters

VLAN ID This parameter specifies the VLAN identifier.

Port This parameter specifies the Index of port where this entry is learned.
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RSTP Statistics

The RSTP StaTISTICS link allows you to view RSTP statistics through the following
pages:

¢ "RSTP Information” on page 7-206
¢« "RSTP Port Statistics" on page 7-207

RSTP Information

Figure 7-180. RSTP Information Page
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Clicking the INFORMATION tab brings up the RSTP INFORMATION page (Figure 7-180),
which displays RSTP statistics. The parameters for this page are shown in Table 7-148.

Table 7-148. RSTP Information Page Parameters

Parameter Description

Protocol Specification This parameter specifies the Protocol Specification.

Err;igsénce e This parameter specifies the number of seconds since topology changed.
Designated Root This parameter specifies the designated root bridge address.

Root Brg Priority This parameter specifies the priority of root bridge.

Root Cost This parameter specifies the cost to root.

Root Port This parameter specifies the index of the root port.
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Table 7-148. RSTP Information Page Parameters (Continued)

Parameter Description

Max Age This parameter specifies the max age in seconds.
Hello Time This parameter specifies the Hello time in seconds.
Hold Time This parameter specifies the hold time in seconds.
Forward Delay This parameter specifies the forward delay in seconds.

RSTP Port Statistics

Figure 7-181. RSTP Port Statistics Page
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Clicking the PORT STATISTICS tab brings up the RSTP PORT STATISTICS page
(Figure 7-181), which displays RSTP port level statistics. The parameters for this page
are shown in Table 7-149.

Table 7-149. RSTP Port Statistics Page Parameters

Parameter Description
Port This parameter specifies the port index.
Received RST BPDUs This parameter specifies the number of RSTP BPDUs received.

Received Configuration

BPDUS This parameter specifies the number of config BPDUs received.
Received TCN ;I;}I'::l:isgcriameter specifies the number of topology changed notifications
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Table 7-149. RSTP Port Statistics Page Parameters (Continued)

Transmitted RST BPDUs | This parameter specifies the number of RSTP BPDUs transmitted.

. This parameter specifies the number of topology change notifications
Transmitted TCN transmitted.
Received Invalid This parameter specifies the number of invalid configuration BPDUs
Configuration BPDUs received.

- This parameter specifies the number of times protocol migration
Protocol Migration Count happened.

EdgePort Oper Status This parameter specifies the operational status of edge port.
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MSTP Statistics

The MSTP Statistics link allows you to view MSTP statistics through the following pages:

¢ "MSTP Information" on page 7-209
¢ "MSTP CIST Statistics" on page 7-210
e« "MSTP MSTI Port Statistics" on page 7-211

MSTP Information

Figure 7-182. MSTP Information Page
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Clicking the INFORMATION tab brings up the MSTP INFORMATION page (Figure 7-138),
which displays MSTP statistics. The parameters for this page are shown in Table 7-13.

Table 7-150. MSTP Information Page Parameters

Parameter Description

Bridge Address This parameter specifies the Bridge Address.
CIST Root This parameter specifies the CIST root.

Regional Root This parameter specifies the Regional root.

CIST Root Cost This parameter specifies the CIST root cost.
Regional Root Cost This parameter specifies the Regional root cost.
Root Port This parameter specifies the index of the root port.
Hold Time This parameter specifies the hold time in seconds.
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Table 7-150. MSTP Information Page Parameters (Continued)

Forward Delay This parameter specifies the forward delay in seconds.

Topology Changes This parameter specifies the number of topology changes.

MSTP CIST Statistics

Figure 7-183. MSTP CIST Port Statistics Page
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Clicking the CIST PORT STATISTICS tab brings up the MSTP CIST PORT STATISTICS page
(Figure 7-183), which displays STP CIST port level statistics. The parameters for this
page are shown in Table 7-151.

Table 7-151. MSTP CIST Port Statistics Page Parameters

Received MST BPDUs This parameter specifies the number of MSTP BPDUs received.

Received Config BPDUs This parameter specifies the number of config BPDUs received.
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Table 7-151. MSTP CIST Port Statistics Page Parameters (Continued)

Parameter

Transmitted MST BPDUs
Transmitted RST BPDUs
Transmitted Config BPDUs

Transmitted TCN BPDUs

Received Invalid MST
BPDUs

Received Invalid RST
BPDUs

Received Invalid Config
BPDUs

Received Invalid TCN
BPDUs

Protocol Migration Count

Description

This parameter specifies the number of MSTP BPDUs transmitted.
This parameter specifies the number of RSTP BPDUs transmitted.
This parameter specifies the number of config BPDUs transmitted.

This parameter specifies the number of topology change notification
BPDUs transmitted.

This parameter specifies the number of invalid MSTP BPDUs received.
This parameter specifies the number of invalid RSTP BPDUSs received.
This parameter specifies the number of invalid config BPDUs received.

This parameter specifies the number of invalid TCN BPDUs received.

This parameter specifies the number of times protocol migration
happened.

MSTP MSTI Port Statistics

Figure 7-184. MSTP MSTI Port Statistics Page
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MSTP MSTI Port Statistics

Clicking the MSTI PORT STATISTICS tab brings up the MSTP MSTI PORT STATISTICS
page (Figure 7-184), which displays MSTP MSTI port level statistics. The parameters for
this page are shown in Table 7-152.
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Table 7-152. MSTP MSTI Port Statistics Page Parameters

Instance This parameter specifies the MSTP instance Identifer.
Designated Root This parameter specifies the designated root bridge address.

Designated Port I]r:; gg;ameter specifies the index of designated port for this MSTP

Forward Transitions This parameter specifies the number of Forward Transitions.
Transmitted BPDUs This parameter specifies the number of BPDUs transmitted.
Designated Cost This parameter specifies the designated cost.

Link Aggregation (LA)

The Link Aggregation link allows you to view Link Aggregation (LA) statistics through the
following pages:

« "LA Port Statistics" on page 7-213
* "LA Neighbor Statistics" on page 7-214
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LA Port Statistics

Figure 7-185. LA Port Statistics Page
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Clicking the PORT LACP STATS tab brings up the LA PORT STATISTICS page
(Figure 7-185), which displays LACP port level statistics. The parameters for this page
are shown in Table 7-153.

Table 7-153. LA Port Statistics Page Parameters

This parameter specifies the port index.
Received Marker PDUs This parameter specifies the number of Marker PDUs received.

Received Unknown PDUs | This parameter specifies the number of unknown PDUs received.
Transmitted PDUs This parameter specifies the number of LACP PDUs transmitted.

Transmitted Marker This parameter specifies the number of Marker response PDUs
Response transmitted.
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LA Neighbor Statistics

Figure 7-186. LA Neighbor Statistics Information Page
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Clicking the NEIGHBOR STATS tab brings up the LA NEIGHBOR STATISTICS INFORMATION
page (Figure 7-186), which displays LACP neighbor statistics. The parameters for this
page are shown in Table 7-154.

Table 7-154. LA Neighbor Statistics Information Page Parameters

Port Index This parameter specifies the port index.

Oper Key This parameter specifies the Oper Key.
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802.1X

The 802.1x link allows you to view 802.1x statistics through the following pages:

¢ "802.1X Session Statistics" on page 7-215
e "802.1X Supplicant Statistics" on page 7-216
« "Mac Session Statistics" on page 7-217

802.1X Session Statistics

Figure 7-187. 802.1x Session Statistics Page
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Clicking the SESSION STATS tab brings up the 802.1x SESSION STATISTICS page
(Figure 7-187), which displays 802.1x statistics information. The parameters for this
page are shown in Table 7-155.

Table 7-155. 802.1x Session Statistics Page Parameters

This parameter specifies the port index.

Received Frames This parameter specifies the number of packets received.

Session Time (secs) This parameter specifies the session time in seconds.
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Table 7-155. 802.1x Session Statistics Page Parameters (Continued)

User Name This parameter specifies the name of the user authenticated.

802.1X Supplicant Statistics

Figure 7-188. 802.1x Supplicant Session Statistics Page
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Clicking the SupP SESSION STATS tab brings up the 802.1X SUPPLICANT SESSION
STATISTICS page (Figure 7-188), which displays information about the 802.1x supplicant
session. The parameters for this page are shown in Table 7-156.

Table 7-156. 802.1x Supplicant Session Statistics Page Parameters

This parameter specifies the port index.

Eapol FrTx This parameter specifies the number of the EAPOL packets transmitted.

This parameter specifies the number of the EAPOL logoff packet

Eapol Logoff FrTx transmitted.
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Table 7-156. 802.1x Supplicant Session Statistics Page Parameters (Continued)

This parameter specifies the number of the EAPOL response packet frame

Eapol Resp FrTx transmitted.

This parameter specifies the number of the EAPOL request frame
receieved.

This parameter specifies the number of EAPOL packets received with an
invalid length.

Eapol Req FrRx

Eap LenErr FrRx

Last Eapol FrSource This parameter specifies the source of the last EAPOL packet.

Mac Session Statistics

Figure 7-189. MAC Session Statistics Page

Clicking the MAC SESSION STATS tab brings up the MAC SESSION STATISTICS page
(Figure 7-189), which displays statistics information about 802.1x MAC sessions. The
parameters for this page are shown in Table 7-157.
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Table 7-157. MAC Session Statistics Page Parameters

Supplicant MacAddr This parameter specifies the supplicant MAC address.

Frames Tx This parameter specifies the number of packets transmitted.

Session Terminte Cause This parameter specifies the reason for session termination.
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P

The IP link allows you to view IP statistics through the following pages:

¢« "ARP Cache" on page 7-219
« "ICMP Statistics" on page 7-220

ARP Cache

Figure 7-190. ARP Cache Page

ARP Cache

Clicking the ARP CAcHE tab brings up the ARP CACHE page (Figure 7-190), which
displays ARP entries. The parameters for this page are shown in Table 7-158.

Table 7-158. ARP Cache Page Parameters

This parameter specifies the interface from which this ARP entry is
Interface learned

IP Address This parameter specifies the IP address.
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ICMP Statistics

Figure 7-191. ICMP Statistics Page

ICMP Statistics

Clicking the ICMP STATISTICS tab brings up the ICMP STATISTICS page (Figure 7-191),
which displays ICMP statistics information. The parameters for this page are shown in
Table 7-159.

Table 7-159. ICMP Statistics Page Parameters

Received Message This parameter specifies the number of received messages.

Receive Destination

This parameter specifies the number of received destination unreachables.
Unreachable

Received Echo Requests | This parameter specifies the number of echo requests..

Receive Source Quenches | This parameter specifies the number of source quenches.

Transmitted Error This parameter specifies the number of transmitted errors.

Transmitted Redirect This parameter specifies the number of transmitted redirects.
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Table 7-159. ICMP Statistics Page Parameters (Continued)

Transmitted Echo Replies | This parameter specifies the number of transmitted echo replies.
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IPv6

The IPv6 link allows you to view IPv6 statistics through the following pages:

* "IP V6 Interface Statistics" on page 7-222
* "ICMP V6 Statistics" on page 7-224

IP V6 Interface Statistics

Figure 7-192. IPV6 Interface Statistics Page
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Clicking the IPV6 INTERFACE tab brings up the IPV6 INTERFACE STATISTICS page

(Figure 7-192), which displays IPv6 port statistics. The parameters for this page are
shown in Table 7-160.

Table 7-160. IPV6 Interface Statistics Page Parameters

Parameter Description

Interface This parameter specifies the Port index.

Rcvd This parameter specifies the number of IPv6 packets received.

Hdr Err This parameter specifies the number of IPv6 packets received with header
error.

Too Big Errs This parameter specifies the number of too big IPv6 packets received.

Addr Errs This parameter specifies the number of IPv6 packets received with
address errors.
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Table 7-160. IPV6 Interface Statistics Page Parameters (Continued)

Unknown protos ;’?Afogzll'ameter specifies the number of packets received with unknown

This parameter specifies the number of packets delivered.

Out Discards This parameter specifies the number of transmit discards due to errors.

Reasm Reqds This parameter specifies the number of reassembly requests.

Reasm Fails This parameter specifies the number of reassemblies failed.

Frag Fails This parameter specifies the number of fragments incompletely received.
Rcvd Mcast Pkts This parameter specifies the number of received IPv6 multicast packets.

Trunctd Pkts This parameter specifies the number of packets truncated.

7-223



Superblade Network Modules User’s Manual

ICMP V6 Statistics

Figure 7-193. ICMPv6 Statistics Page

ICMPv6 Statistics

Clicking the ICMPV6 tab brings up the ICMPV6 STATISTICS page (Figure 7-193), which
displays ICMPV6 statistics. The parameters for this page are shown in Table 7-161.

Table 7-161. ICMPv6 Statistics Page Parameters

In Message This parameter specifies the number of messages received.

In Dest Unreaches 'rlgzzis::jameter specifies the number of destination unreachable messages

In Param Probs This parameter specifies the number of parameters probed.

This parameter specifies the number of echo requests received.

In Router Solicits This parameter specifies the number of received router solicits.

In Neighbor Solicits This parameter specifies the number of received neighbor solicits.
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Table 7-161. ICMPv6 Statistics Page Parameters (Continued)

In Redirects This parameter specifies the number of redirect packets received.
Out Messages This parameter specifies the number of messages transmitted.

This parameter specifies the number of destination unreachable messages
transmitted.

Out Dest Unreaches
Out Param Probs This parameter specifies the number of parameters probed.
Out Echos This parameter specifies the number of echo requests transmitted.

Out Route Solicits This parameter specifies the number of transmitted router solicits.

Out Neighbour Solicts This parameter specifies the number of transmitted neighbor solicits.

Out Redirects This parameter specifies the number of redirect packets transmitted.

In Bad Code This parameter specifies the number of bad code packets.
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RIP Statistics

Figure 7-194. RIP Interface Statistics Page
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Clicking the RIP link brings up the RIP INTERFACE STATISTICS page (Figure 7-194), which
displays RIP statistics. The parameters for this page are shown in Table 7-162.

Table 7-162. RIP Interface Statistics Page Parameters

IP Address This parameter specifies the IP address.

Received Bad Routes This parameter specifies the number of received bad routes.
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RIP6

The RIP6 link allows you to view RIP6 statistics through the following pages:

¢ "RIP6 Interface Statistics" on page 7-227
« "RIP6 Route Information" on page 7-228

RIP6 Interface Statistics

Figure 7-195. RIP6 Interface Statistics Page
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Clicking the INTERFACE STATISTICS tab brings up the RIP6 INTERFACE STATISTICS page
(Figure 7-195), which displays RIPng statistics. The parameters for this page are shown
in Table 7-163.

Table 7-163. RIP6 Interface Statistics Page Parameters

Interface ID This parameter specifies the interface identifier.
_ This parameter specifies the number of RIPng request packets received.

In Unk-Cmd ;I;r::lziszaameter specifies the number of RIPng unknown command packets
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Table 7-163. RIP6 Interface Statistics Page Parameters (Continued)

In Discards This parameter specifies the number of received packets discarded.

This parameter specifies the number of RIPng request packets
transmitted.

This parameter specifies the number of RIPng triggered updates
transmitted.

Out TrigUpd

RIP6 Route Information

Figure 7-196. RIP6 Route Information Page
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Clicking the ROUTE INFORMATION tab brings up the RIP6 ROUTE INFORMATION page
(Figure 7-196), which displays information about RIPng routes. The parameters for this
page are shown in Table 7-164.

Table 7-164. RIP6 Route Information Page Parameters

Destination This parameter specifies the route destination.
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Table 7-164. RIP6 Route Information Page Parameters (Continued)

This parameter specifies the routing protocol

Next-Hop This parameter specifies the next hop for this route.
Route-Tag This parameter specifies the route tag identifier.
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OSPF

The OSPF link allows you to view OSPF statistics through the following pages:

¢ "OSPF Route Information” on page 7-230
¢ "OSPF Link State DB" on page 7-231

OSPF Route Information

Figure 7-197. OSPF Route Information Page
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Clicking the ROUTE INFORMATION tab brings up the OSPF ROUTE INFORMATION page
(Figure 7-197), which displays information about OSPF routes. The parameters for this
page are shown in Table 7-165.

Table 7-165. OSPF Route Information Page Parameters

IP Address This parameter specifies the IP address.

TOS This parameter specifies the TOS.
This parameter specifies the type.

Cost This parameter specifies the cost.
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Table 7-165. OSPF Route Information Page Parameters (Continued)

Interface This parameter specifies the interface.

OSPF Link State DB

Figure 7-198. OSPF Link State Database Page
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Clicking the LINK STATE DATABASE tab brings up the OSPF LINK STATE DATABASE page
(Figure 7-198), which displays information about OSPF link state database. The
parameters for this page are shown in Table 7-166.

Table 7-166. OSPF Link State Database Page Parameters

This parameter specifies the area identifier.

Link State ID This parameter specifies the link state identifier.

This parameter specifies the sequence number of this link state

Sequence information.
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Table 7-166. OSPF Link State Database Page Parameters (Continued)

Age This parameter specifies the link state information age in seconds.
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OSPFv3

The OSPFv3 link allows you to view OSPFv3 statistics through the following pages:

¢ "OSPFV3 Route Information” on page 7-233
¢« "OSPFV3 Link State DB" on page 7-234

OSPFV3 Route Information

Figure 7-199. OSPFV3 Route Information Page

OSPFv3 Route Information

Clicking the OSPFV3 ROUTE INFORMATION tab brings up the OSPFV3 RouTE
INFORMATION page (Figure 7-199), which displays information about OSPFV3 routes.
The parameters for this page are shown in Table 7-167.

Table 7-167. OSPFV3 Route Information Page Parameters

Destination Address This parameter specifies the destination address.

This parameter specifies the gateway.
This parameter specifies the Area ID.

Interface This parameter specifies the interface.
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OSPFV3 Link State DB

Figure 7-200. OSPFV3 Link State Database Page
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Clicking the OSPFV3 LINK STATE DATABASE tab brings up the OSPFV3 LINK STATE
DATABASE page (Figure 7-200), which displays information about OSPF link state
database. The parameters for this page are shown in Table 7-168.

Table 7-168. OSPFV3 Link State Database Page Parameters

This parameter specifies the area identifier.
Link State ID This parameter specifies the link state identifier.

This parameter specifies the sequence number of this link state
information.

Age This parameter specifies the link state information age in seconds.
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VRRP Statistics

Figure 7-201. VRRP Statistics Page
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Clicking the VRRP link brings up the VRRP STATISTICS page (Figure 7-201), which
displays VRRP global statistics and VRRP router specific statistics. The parameters for
this page are shown in Table 7-169.

Table 7-169. VRRP Statistics Page Parameters

Parameter Description
VRRP Global Statistics

Checksum Errors This parameter specifies the number of checksum errors.
Version Errors This parameter specifies the number of version errors.
Virtual Router ID Errors This parameter specifies the number of Virtual Router ID errors.

VRRP Router Specific Statistics

Virtual Router ID This parameter specifies the Virtual Router identifier.
Transitions to Master This parameter specifies the number of transitions as Master.
Advertisment Receive This parameter specifies the number of advertisement packets received.

Advertisment Internal Error | This parameter specifies the number of advertisement errors happened.
Authentication Failures This parameter specifies the number of authentication failures.

IP TTL Errors This parameter specifies the number of IP TTL errors happened.
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Table 7-169. VRRP Statistics Page Parameters (Continued)

Priority Zero Packet

Transmited This parameter specifies the number of priority zero packets transmitted.

Authentication Type This parameter specifies the number of authentication type mismatch
Mismatch received.

Address List Errors This parameter specifies the number of address list errors.
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IGMP Snooping

The IGMP link allows you to view IGMP statistics through the following pages:

¢ "IGMP Snooping Clear Statistics" on page 7-237
¢ "IGMP Snooping V1/V2 Statistics" on page 7-238
« "IGMP Snooping V3 Statistics" on page 7-239

IGMP Snooping Clear Statistics

Figure 7-202. IGMP Snooping Clear Statistics Page

IGMP Snooping Clear Statistics

Clicking the IGS CLEAR STATS tab brings up the IGMP SNOOPING CLEAR STATISTICS
page (Figure 7-202), which displays clearing IGMP snooping statistics. The parameters
for this page are shown in Table 7-170.

Table 7-170. IGMP Snooping Clear Statistics Page Parameters

This parameter gives you the option to clear all the IGMP statistics.
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IGMP Snooping V1/V2 Statistics

Figure 7-203. IGMP Snooping V1/V2 Statistics Page
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Clicking the IGS STATISTICS tab brings up the IGMP SNOOPING V1/V2 STATISTICS page
(Figure 7-203), which displays IGMP snooping statistics. The parameters for this page
are shown in Table 7-171.

Table 7-171. IGMP Snooping V1/V2 Statistics Page Parameters

Parameter Description

VLAN ID This parameter specifies the VLAN identifier.
General Queries Received |This parameter specifies the number of general guery packets received.
Group Queries Received This parameter specifies the number of group query packets received.

This parameter specifies the number of group and source query packets
received.

Group and Source Queries
Received

IGMP Reports Received This parameter specifies the number of IGMP report packets received.

IGMP Leaves Received This parameter specifies the number of IGMP leave packets received.

IGMP Packets Dropped This parameter specifies the number of IGMP dackets dropped.

General Queries

Transmitted This parameter specifies the number of general query packets transmitted.

Group Queries Transmitted
IGMP Reports Transmitted

IGMP Leaves Transmitted

This parameter specifies the number of group query packets transmitted.
This parameter specifies the number of IGMP report packets transmitted.

This parameter specifies the number of IGMP leave packets transmitted.
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IGMP Snooping V3 Statistics

Figure 7-204. IGMP Snooping V3 Statistics Page

IGMP Snooping V3 Statistics

Clicking the IGS V3 STATISTICS tab brings up the IGMP SNOOPING V3 STATISTICS page
(Figure 7-204), which displays IGMP snooping V3 statistics information. The parameters
for this page are shown in Table 7-172.

Table 7-172. IGMP Snooping V3 Statistics Page Parameters

_ This parameter specifies the VLAN identifier.

IS_INCL Messages This parameter specifies the number of messages received with is include
Received field.

TO_INCL Messages This parameter specifies the number of messages received with to include
Received field.

ALLOW Messages . e .

Received This parameter specifies the number of allow messages received.
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Table 7-172. IGMP Snooping V3 Statistics Page Parameters (Continued)

V3 Reports Sent This parameter specifies the number of V3 reports transmitted.

IGMP Statistics

Figure 7-205. IGMP Route Statistics Page

IGMP Statistics

Clicking the IGMP link brings up the IGMP RoUTE STATISTICS page (Figure 7-205),
which displays IGMP route information. The parameters for this page are shown in
Table 7-173.

Table 7-173. IGMP Route Statistics Page Parameters

This parameter specifies the interface identifier.

Group Queries Received | This parameter specifies the number of group query packets received.

IGMP V1/V2 Reports This parameter specifies the number of IGMP V1/V2 report packets
Received received.
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Table 7-173. IGMP Route Statistics Page Parameters (Continued)

General Queries : . .
Transmitted This parameter specifies the number of general query packets transmitted.

Group and Source Queries | This parameter specifies the number of group and source query packets

Transmitted transmitted.
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PIM

The PIM link allows you to view PIM statistics through the following pages:

¢ "PIM Interface Statistics" on page 7-242

¢ "PIM Neighbor Statistics" on page 7-243
*« "PIM BSR Info" on page 7-244

¢ "PIM RP Set Information" on page 7-245
¢ "PIM Route Information” on page 7-246

PIM Interface Statistics

Figure 7-206. PIM Interface Statistics Page
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Clicking the INTERFACE STATS tab brings up the PIM INTERFACE STATISTICS page
(Figure 7-206), which displays PIM interface statistics. The parameters for this page are
shown in Table 7-174.

Table 7-174. PIM Interface Statistics Page Parameters

Parameter Description

Address This parameter specifies the address.
Interface This parameter specifies the interface.
Version This parameter specifies the version.
Mode This parameter specifies the mode.
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Table 7-174. PIM Interface Statistics Page Parameters (Continued)

Neighbor Count This parameter specifies the neighbor count.

DR address This parameter specifies the DR address.

PIM Neighbor Statistics

Figure 7-207. PIM Neighbor Statistics Page

PIM Neighbor Statistics

interface|Uptime|Expiry|Version|Priority Mode[ComponentOverride Interval[Lan Delay

Clicking the NEIGHBOR STATS tab brings up the PIM NEIGHBOR STATISTICS page
(Figure 7-207), which displays PIM neighbor statistics. The parameters for this page are
shown in Table 7-175.

Table 7-175. PIM Neighbor Statistics Page Parameters

_ This parameter specifies the neighbor.

This parameter specifies the uptime.

Version This parameter specifies the version.
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Table 7-175. PIM Neighbor Statistics Page Parameters (Continued)

_ This parameter specifies the mode.

Override Interval This parameter specifies the override interval.

PIM BSR Info

Figure 7-208. PIM BSR Info Page

Hash Mask Length]

Clicking the BSR INFO tab brings up the PIM BSR INFO page (Figure 7-208). The
parameters for this page are shown in Table 7-176.

Table 7-176. PIM BSR Info Page Parameters

Component This parameter specifies the component.

BSR Address This parameter specifies the BSR address.

Hash Mask Length This parameter specifies the Hash Mask Length.
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PIM RP Set Information

Figure 7-209. PIM RP Information Page

RP Set Information

roup[Mask|Candidate RP[Hold Time|Expiry Time]

Clicking the RP SET INFO tab brings up the PIM RP INFORMATION page (Figure 7-209),
which displays PIM RP information. The parameters for this page are shown in
Table 7-177.

Table 7-177. PIM RP Information Page Parameters

This parameter specifies the group address.

Candidate RP This parameter specifies the candidate RP.
Expiry Time This parameter specifies the expiry time in seconds.
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PIM Route Information

Figure 7-210. PIM Route Information Page

PIM Route Information

Clicking the MROUTE INFO tab brings up the PIM ROUTE INFORMATION page
(Figure 7-210), which displays PIM route information. The parameters for this page are
shown in Table 7-178.

Table 7-178. PIM Route Information Page Parameters

This parameter specifies the group address.
This parameter specifies the PIM route mask.

This parameter specifies the
Expiry Time This parameter specifies the expiry time in seconds.
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DVMRP

The DVMRP link allows you to view DVMRP statistics through the following pages:

¢ "DVMRP Routers" on page 7-247
« "DVMRP Multicast Routers" on page 7-248
¢ "DVMRP Prune Statistics" on page 7-249

DVMRP Routers

Figure 7-211. DVMRP Routes Page

DVMRP Routes

Clicking the RouTES tab brings up the DVMRP RoUTES page (Figure 7-211), which
displays DVMRP routes information. The parameters for this page are shown in
Table 7-179.

Table 7-179. DVMRP Routes Page Parameters

This parameter specifies the network address for this route.

_ This parameter specifies the metric value for this route.
_ This parameter specifies the neighbor address for this route.
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DVMRP Multicast Routers

Figure 7-212. DVMRP Multicast Routes Page

DVMRP Multicast Routes

Clicking the MULTICAST ROUTES tab brings up the DVMRP MULTICAST ROUTES page
(Figure 7-212), which displays DVMRP multicast routes information. The parameters for
this page are shown in Table 7-180.

Table 7-180. DVMRP Multicast Routes Page Parameters

Source Network This parameter specifies the source network.

RPF Neighbor This parameter specifies the RPF neighbor.

Expiry Time This parameter specifies the expiry time in seconds.
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DVMRP Prune Statistics

Figure 7-213. DVMRP Prune Statistics Page

DVMRP Prune Statistics

Clicking the PRUNE FORWARD tab brings up the DVMRP PRUNE STATISTICS page
(Figure 7-213), which DVMRP prune statistics information. The parameters for this page
are shown in Table 7-181.

Table 7-181. DVMRP Prune Statistics Page Parameters

Source Network Address | This parameter specifies the source network address.

Interface Identifier. This parameter specifies the interface identifier.

Time This parameter specifies the time in seconds.
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Appendix A
HCA Mezzanine Cards

This appendix describes safety guidelines, features and installation of HCA Mezzanine
cards used with the InfiniBand and 10-Gb switch module. See Chapter 4 for further
details on the InfiniBand module. See Chapter 5 for further details on the 10-Gb switch
module.

A-1 Safety Guidelines

To avoid personal injury and property damage, carefully follow all the safety steps listed
below when accessing your system or handling the components.

ESD Safety Guidelines

Electric Static Discharge (ESD) can damage electronic components. To prevent
damage to your system, it is important to handle it very carefully. The following
measures are generally sufficient to protect your equipment from ESD.

Use a grounded wrist strap designed to prevent static discharge.

Touch a grounded metal object before removing a component from the antistatic
bag.

Handle the add-on card by its edges only; do not touch its components, peripheral
chips, memory modules or gold contacts.

When handling chips or modules, avoid touching their pins.

Put the card and peripherals back into their antistatic bags when not in use.

General Safety Guidelines

Always disconnect power cables before installing or removing any components from
the computer.

Disconnect the power cable before installing or removing any cables from the
system.

Make sure that the add-on card is securely and properly installed on the
motherboard to prevent damage to the system due to power shortage.
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A-2 Mezzanine HCA Cards

Available Mezzanine HCA cards for use with the SuperBlade InfiniBand switch are
shown in the following sections.

NOTE: All images and layouts shown in this user's guide are based upon the
% latest PCB Revision available at the time of publishing. The card you have
received may or may not look exactly the same as the graphics shown in this
e manual.

AOC-IBH-001 Mezzanine HCA Card

The AOC-IBH-001 card has dual 4x DDR IB ports and uses a Mellanox Infinihost 11l Ex
DDR chip. This card is no longer in production (EOL), but users of this card can consider
replacement with the AOC-IBH-XDD Mezzanine HCA card as an alternative.

Figure A-1. AOC-IBH-001 Mezzanine HCA Card
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AOC-IBH-002 Mezzanine HCA Card

The AOC-IBH-002 card has a single 4x DDR 20-Gbps IB port and uses a Mellanox
InfiniHost Il Lx DDR chip.

Figure A-2. AOC-IBH-002 Mezzanine HCA Card
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AOC-IBH-003 Mezzanine HCA Card

The AOC-IBH-003 card has dual ports that can be either 4xDDR IB or 10-Gbps Ethernet
and uses a Mellanox ConnectX chip. This card is no longer in production (EOL), but
users of this card can consider replacement with the AOC-IBH-XDD Mezzanine HCA

card as an alternative.

Figure A-3. AOC-IBH-003 Mezzanine HCA Card
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AOC-IBH-XDS Mezzanine HCA Card

The AOC-IBH-XDS card has a single 4x DDR 20-Gbps port that can be either 4x DDR
IB or 10-Gbps Ethernet and uses a Mellanox ConnectX chip. This card comes with a
removable extender flange, like the one shown in Figure A-6: "AOC-IBH-XQS
Mezzanine HCA Card" on page A-7, that allows it to be installed in all compatible
SuperBlade servers.

Figure A-4. AOC-IBH-XDS Mezzanine HCA Card
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AOC-IBH-XDD Mezzanine HCA Card

The AOC-IBH-XDD card has dual 4x DDR 20-Gbps ports that can be either 4x DDR IB
or 10-Gbps Ethernet and uses a Mellanox ConnectX chip. This card comes with a
removable extender flange, like the one shown in Figure A-6: "AOC-IBH-XQS
Mezzanine HCA Card" on page A-7, that allows it to be installed in all compatible
SuperBlade servers.

Figure A-5. AOC-IBH-XDD Mezzanine HCA Card
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AOC-IBH-XQS Mezzanine HCA Card

The AOC-IBH-XQS card has a single 4x QDR 40-Gbps port, and uses a Mellanox
ConnectX chip. This card comes with a removable extender flange (shown in
Figure A-6), that allows it to be installed in all compatible SuperBlade servers.

Figure A-6. AOC-IBH-XQS Mezzanine HCA Card
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AOC-IBH-XQD Mezzanine HCA Card

The AOC-IBH-XQS card has dual 4x QDR 40-Gbps ports, and uses a Mellanox
ConnectX chip. This card comes with a removable extender flange (like the one shown
in Figure A-6: "AOC-IBH-XQS Mezzanine HCA Card" on page A-7), that allows it to be
installed in all compatible SuperBlade servers.

Figure A-7. AOC-IBH-XQD Mezzanine HCA Card

(=
™
w
@
=
=
=

¥SN NI

A-8



AOC-XEH-iN2 Mezzanine HCA Card

The AOC-XEH-iIN2 card has dual 10-Gbps Ethernet ports, and uses an Intel® 82599
(Niantic™) chip. This card comes with a removable extender flange (like the one shown
in Figure A-6: "AOC-IBH-XQS Mezzanine HCA Card" on page A-7), that allows it to be
installed in all compatible SuperBlade servers.

This mezzanine card can be used as a 10-Gbps Ethernet NIC with either the
SBM-XEM-002/M 10-Gbps Ethernet pass-through or the SBM-XEM-X10SM 10-Gbps
Ethernet switch.

Figure A-8. AOC-XEH-iN2 Mezzanine HCA Card
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A-3 Installation

Figure A-9. Installation Location
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Installation Location

All models of the Mezzanine HCA card are compatible with both SBI and SBA blade
modules. The AOC-IBH-XQS and AOC-IBH-XQD cards are only compatible with the
latest SBI and SBA models. For the latest compatibility information, see our web site:

http://www.supermicro.com/products/superblade/

Card Installation

To Install an HCA Card:
1. Confirm that you have the correct card and three (3) screws.

2. Following the instructions from the SuperBlade Manual, remove the blade module
and open the cover to access the mainboard.

3. In a standard, electro-magnetically protected workstation, secure the card to the
serverboard by gently but firmly attaching the card to the two connectors.

4. Using a Phillips screw driver, secure and tighten each screw one at a time. Do not
overtighten the screws.

NOTE: The latest models of the Supermicro InfiniBand HCA card have a

% smaller form factor to make them compatible with newer blade modules. The
newer HCAs come from the factory with an extender bracket attached to allow
installation in older blade modules.

For installation in newer blade modules, first remove the extender bracket by
removing the two screws with a Phillips screwdriver. Then follow the above
instructions for installation on the blade module itself.
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Figure A-10. Card Installation

Figure A-11. Installation Complete
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Appendix B
LED Descriptions

This appendix covers LED descriptions for the blade enclosure and other module
components. The LED descriptions for the InfiniBand switch, Gigabit Ethernet modules
and Blade modules are included here for your reference.

B-1 Gigabit Ethernet Module LED Descriptions

SBM-GEM-001 Gigabit Ethernet module and SBM-GEM-002 Pass-through module
LEDs are described below in Table B-1.

Table B-1. Gigabit Ethernet Switch LED Indicators

LED

Module Initiation OK
LED

(GEM-001 Module
Only)

Module Fault LED
(Red)

(GEM-001 Module
Only)

Link/Activity Ethernet
Port Status LED

Speed Ethernet Port
Status LED
(GEM-001 Module
Only)

State

Steady On

Steady On

Solid Green
Blinking Green

Off
Amber
Green

Off

Description

The GEM-001 GbE switch module is operational and has
passed the POST (Power-On Self-Test) with no critical faults.

When lit, this LED indicates that the GEM-001 GbE switch
module has either failed the POST or has detected an
operational fault within the module. When this LED is lit, the
fault LED on the blade enclosure will also turn on.

This indicates that the link is established, no activity

This indicates that data is being transmitted (Tx) or received
(Rx)

This indicates that no link is established
Connection speed of the port is 1 Gb/sec
Connection speed of the port is 100 Mb/sec

Connection speed of the port is 10 Mb/sec
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B-2 1/10 Gigabit Ethernet Module LED Descriptions

The SBM-GEM-X2C/+ 1/10 Gbps Ethernet module and XEM-002 10GbE Pass-through
Module LEDs are described below in Table B-2.

Table B-2. 1/10 Gigabit Ethernet Switch LED Indicators

Green Solid denotes link established, no activity. Blinking
denotes activity. Off indicates that no link is established.

m Denotes successful initiation/OK status when solidly lit.

Green Denotes activity for 10Gbps port when solidly lit. Blinking
green denotes data transmited (Tx) or received (Rx).

Table B-3. Stacking LED Activity (SBM-GEM-X2C/+ Only)

Stacking Switch

Stack LED 4 |Stack LED 3 |Stack LED 2 Stack LED 1 Identifier

B-2
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B-3 SBM-XEM-X10SM 10G and SBM-XEM-F8X4SM
Ethernet Switch LED Descriptions

SBM-XEM-X10SM and SBM-XEM-F8X4SM10-Gigabit Ethernet switch module LEDs
are found below in Table B-6.

Table B-4. SBM-XEM-X10SM Ethernet Switch LEDs

Port is not available

10G Port LED (left)
Link Up/Available

Port is available and link down

Link up

Switch is in normal operation
Switch Fault Indicator
Red Switch is failed
CMM Available Off CMM is not active
Indicator Blue blink CMM is active

Off Speed 10Mbps

RJ45 1G Switch Port

(right) Green Speed 100Mbps
Amber Speed 1000Mbps
Off Link down

RJ45 CMM Port

(right) Green Speed 100/10Mbps
Amber Speed 1000Mbps
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B-4 SBM-IBS-001 InfiniBand Switch LED Descriptions
SBM-IBS-001 InfiniBand switch module LEDs are found below in Table B-5.

Table B-5. SBM-IBS-001 InfiniBand Switch LEDs

Blink Switch is booting its firmware

Module Status LED | Steady On Boot process failed

Switch is properly booted and operational

Physical link established

Port Physical Link sk ) .
LED (Green) Physical link error, poor connection quality

Port is off or has no physical connection
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B-5 SBM-IBS-Q3616M and SBM-IBS-Q3618M InfiniBand
Switch LED Descriptions

SBM-IBS-Q3616M and SBM-IBS-Q3618M InfiniBand switch module LEDs are found
below in Table B-6.

Table B-6. SBM-IBS-Q3616M and SBM-IBS-Q3618M InfiniBand Switch LEDs

Module Status LED ~ |ON Failure
(Red) Off Error
Steady On Physical link established
Port Physical Link ’ sk ) .
LED (Green) Blink Physical link error, poor connection quality
Off Port is off or has no physical connection

CMM (Blue) Blinking CMM has power is operational

M Models Only off No CMM or CMM is not available
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Appendix C
Installing Triple Wide Bays

This appendix describes the setup for triple-wide module bays used by the InfiniBand
pass-through module. See Chapter 4 for further details on InfiniBand modules.

C-1 Installing a Triple Wide Module Bay

Use the procedure below for installing a triple-wide module bay in a Superblade chassis.
Installing a Triple-Wide Module Bay

1. Remove the four screws that secure the inner enclosure to the main enclosure.
Slide the inner enclosure outward, depressing the locking tabs on both sides to pull
it completely out.

2. Remove any single-wide modules that are occupying the bays you wish to modify to
a triple-wide bay. See Figure C-1, Step 1 & 2 for details.

Figure C-1. Step 1 & 2

Screws 4pcs
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3. In the module bay you wish to expand to triple wide, remove the two screws that
secure the center support to the inner enclosure then take out the center support.

4. Remove the two screws from the underside of each of the two horizontal spacers.
See Figure C-2, Step 3 & 4 for details.

Figure C-2. Step 3 & 4

Screws 4Pcs
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5. Using four screws, install the long horizontal spacer to the same space where the

two short spacers were removed. See Figure C-3, Step 5 for details.

Figure C-3. Step 5

Screws 4pcs
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6. You can now install a double-wide module into the bay. See Figure C-4, Step 6 for
details.

Figure C-4. Step 6

NOTE: This procedure describes modifying three right most single-wide bays
% located at the bottom of the inner enclosure. The same procedure applies to the
three right most single bays located at the top of the enclosure, but note that the
e horizontal spacers in the bottom bays use a guide pin and are not
interchangeable with the upper bay spacers.

Modules in the upper bays will have their release handles on the bottom, while
modules in the lower bays will have their release handles on the top.

Placing modules in an “upside-down” orientation in an upper-bay (only) does
not affect their operation.
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NOTE: Only one triple-wide module can be installed in an enclosure since each
enclosure requires at least one CMM module. The bottom location is
recommended.

If using the AOC-IBH-002 single-port InfiniBand mezzanine card, the InfiniBand
pass-through module MUST be installed in the bottom location.
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Disclaimer

The products sold by Supermicro are not intended for and will not be used in life support
systems, medical equipment, nuclear facilities or systems, aircraft, aircraft devices,
aircraft/emergency communication devices or other critical systems whose failure to
perform be reasonably expected to result in significant injury or loss of life or
catastrophic property damage. Accordingly, Supermicro disclaims any and all liability,
and should buyer use or sell such products for use in such ultra-hazardous applications,
it does so entirely at its own risk. Furthermore, buyer agrees to fully indemnify, defend
and hold Supermicro harmless for and against any and all claims, demands, actions,
litigation, and proceedings of any kind arising out of or related to such ultra-hazardous
use or sale.
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